SHERI

EBZEEBMILFREFM (—) 129

¥ 1 2 R NS AL SR A T ()

S

o= R

B

FHNL 1996 FEHEECAABHIGETT 2 4] -
ROLLrbae ROB B0 B 5 90 AU 55 B R T o
Al g Bats - B N #ET %58
B R R o TR o SEB R
FREEAFE > LR E GBI
WigES ] o 2R > ST (R L H 1 B R
oMt A B o FH A SER Y i R RL R R
7 BRUSHEE AR R T - R
B {E A RARE Z PRFE ot — PR R I R TR
IR R EA R R A E H A GETT ER A
AIRRFH L BIERES -

R BB E R AR LR KB
W BT RBRIE & S iR S A AR
HFAM BRI % o R BB 22 ) B RE I R
FHUSEZ AR EENE R DB &R -
T3R5 fE R 2 B A&k 2 DL L 2
¥ 5 0 B 1 FEISHEFTfmesE - 5 & - g
Hrp—{E e B ALes - RIRZHE R AT A RE2
SRR R 5E A R BB BUBHR T AN TRE
Be—FE IR R FEIEAL TR EE A 2 L IRIA - 1
FRMLAC B R A 5 R A B 1 > 7208
BECERTT RTINS 2 BRI T
JRZER] ? SeEMEE ? PR 2 T
I T RER e R 2 HE R AT R TR
MERIREAE T, - R DA B R B A

I fRE & E i R U IR A I AHRE (A
EHEL o SEWEPOOEIEE o AR O e E R R A
VLS HIEE I E RO IR EE R E -
F AT DI R T 2 2 B LTI S
IR - HEHAE =
— ~ WMBIEERAE > e EANDUR R R
BiEEEL e U L
AREBREE - WILIE R R R BB R
HITREWS I -
T BRI AR T o #E
ML A HE
= AUERIUIREE ZIRIE T - A0TEE
BEAE - BN TEEFME - Rk
HAFEN R HR E S E T B -
HERKERUEEE LR > BEEE
B L H At B A USRI AR R o DA
EINVAC RGN A
Hl > 2B AR EREIREE TS
P AR B R o R 5 70~ Bty B PSP A
ZEVR - Hwie TR E R AR S EE
BB UGEEE | £ZF (Searching and Seizing
Computers and Obtaining Electronic Evidence
in Criminal Investigations ) » F2{I g 221 e Bl
HALIREAE R 2% > 1A B R
http://www.cybercrime.gov/s&smanual2002.

htm Tk

SRR AWM KRR KESTRATA L ATE AR ER G BikE o RREREKRELET REE -



130 EEBHESSEFELH

GUIDE OVERVIEW

This handbook is designed to assist both Of-
fice of Special Investigations (OSI) Special Ag-
ents (SAs) and Air Force Judge Advocates (JAs)
in conducting computer crime investigations and
prosecutions. While the term "computer crime"
can conjure up colorful images of a computer
committing any number of offenses, the truth is
there is always a person (currently, at least) be-
hind the keyboard. In fact, most computer cri-
mes involve behaviors that are already prohib-
ited (Trespass, Theft, Espionage, etc.); it just
happens that a computer has been added to the
equation. Despite these ties to tried and true
common law concepts, computer crimes can
present surprisingly complex legal issues that re-
quire a thorough understanding of not just the
applicable law, but also of how computers actu-
ally function. (We have included a small Gloss-
ary (Appendix 1) which contains some of the
more commonly encountered terms.) Readers
are cautioned that this Guide is intended to serve
as an introduction to the subject area and should
not be viewed as a definitive analysis.

We also recommend that readers consult the
Department of Justice Federal Guidelines on
Searching & Seizing Computers (1994) (DoJ
Guidelines) as well as their 1997 Supplement To
Federal Guidelines For Searching and Seizing
Computers (DoJ Supplement). Given the high
percentage of AF computer crime cases involv-
ing civilians these two documents are essential
reading in any computer crime case. The full
text of both the DoJ Guidelines and the DoJ

Supplement can be found on Dol's website,
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www.usdoj.gov/criminal/cybercrime.

In the first chapter we start out discussing
the various military laws that may be brought to
bear against military computer criminals. As the
reader will soon learn, the Uniform Code of
Military Justice (UCMIJ) does not contain any
prohibitions specifically designed to deal with
computer crimes. Accordingly, most military
prosecutions for computer-unique crimes are
brought under the federal civilian criminal stat-
utes. Additionally, several of these same federal
statutes control how we investigate computer
crimes, so a thorough discussion of those stat-
utes follows.

Anyone who works in this field will soon
run headlong into a discussion of the Electronic
Communications Privacy Act (ECPA), which
was signed into law on 21 Oct 86 by President
Reagan. Designed to update and clarify Federal
privacy protections and standards in light of dra-
matic changes in new computer and telecom-
munications technologies, the Act contains three
titles. Title I of the Act amended the federal
wiretap statute to protect against the unauthoriz-
ed interception of real-time electronic (com-
puter) communications. (This portion of the
ECPA is discussed in detail in Chapter 2.) Title
II created a new series of statutes, 18 U.S.C. §
2701-2711, that are designed to protect stored
wire and computer communications, such as
electronic mail (e-mail), and customer records.
(Discussed in Chapter 3.) The final section of
ECPA, Title III, addressed pen registers and
trap and trace devices, which are more fully di-
scussed in Chapter 4.

Chapter 5 is designed to illuminate the pit-
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falls created by the Privacy Protection Act
(PPA) of 1980, which is codified as 42 U.S.C.
§ 2000aa.

The next two chapters concentrate on the
various sections of statutory law that hold special
significance in the investigation of computer-re-
lated crimes. In Chapter 6, we finally get to
what some agents might consider the meat of this
work, the laws that are designed to deal with
hackers or intruders. In this chapter, we discuss
18 U.S.C. § 1030, which was initially enacted in
1986. This statute has been amended several
times since then and is designed to prohibit most
intruder conduct by relying largely upon the
common law of trespass. A related statute is 18
U.S.C. § 1029, which, among other things, pro-
hibits the unauthorized use, possession, and dis-
tribution of "access devices" or as they are more
commonly known in computer parlance-pass-
words. Passwords and their related log-ons are
the currency of the hacker and are readily traded
as they allow the recipient to gain unauthorized
access without having to commit another break-
in. A "companion" statute is 18 U.S.C. § 1028,
which Congress recently amended via The Ident-
ity Theft and Assumption Deterrence Act of
1998, {Public Law 105-318, 30 Oct 98}. The
increasing sophistication of personal computer
(PC) publishing software coupled with high-res-
olution color printers has allowed criminals to
create documents so as to assume another per-
son's identity, with all the financial mischief that
entails.

Chapter 7 contains a limited discussion on
the laws pertaining to child pornography. 18 U.
S.C. § 2552 was the original statute that dealt
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with child pornography. In 1996, this statute
was amended to include child pornography be-
ing distributed over the Internet. At the same
time, a new companion statute, 18 U.S.C.
2252A, was enacted. 18 U.S.C. § 2252A was
primarily designed to combat the growing prob-
lem of "morphed" child pornography images
and criminalized the creation, use, and pos-
session of such images. This new act has some
controversial sections and constitutional chal-
lenges are widely anticipated.

Finally, in Chapter 8 we provide a brief re-
fresher on some search and seizure issues, espe-
cially as they relate to computers and electronic
information.

Law has historically lagged many years be-
hind technological advances and with the rapid
advances in information technology, the prob-
lem is amplified in the area of investigating and
prosecuting computer crimes. We recently he-
ard a saying that graphically illustrates this per-
ceived shortfall -- " The Internet moves at the
speed of light, while the law moves at the speed
of Congress." While the future will undoubtedly
bring more fine-tuning of existing laws and the
enactment of new ones, we were surprised at the
relatively low number of reported court deci-
sions. We believe this dearth of cases is caused
by three factors: (1) significant portions of the
intruders are juveniles who are seldom prosec-
uted; (2) those who were prosecuted have pled
guilty to obtain plea considerations from pro-
secutors and/or leniency from the courts; and (3)
the criminal penalties associated with much of
Chapter 47 in Title 18 do not lend themselves to
appellate litigation.
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Accordingly, situations may arise for which
there are no approved solutions, but only "edu-
cated guesses" as to how the laws may be inter-
preted and what procedures should be followed.
Given these uncertainties, the philosophical per-
spective adopted in this Guide is, when in doubt,
lean toward obtaining appropriate permissions
or consent prior to conducting any search. Given
the frequent urgency of computer crime investi-
gations, the investigative procedures should be
kept as simple as possible and the level of per-
missive authority (whether Installation Com-
mander, AFOSI Commander, Air Force General
Counsel, or Federal Magistrate, etc.) kept as
low as possible.

Finally, while there are many technical dif-
ferences between investigating computer-related
crimes and investigating more traditional cases,
agents should not forget their basic investigatory
training. In many cases it may not be the evi-
dence in the computer that seals the case but the
notes found in the desk drawer. Agents must
guard against becoming overwhelmed by the
technical aspects of the case and should remain
focused on the "who, what, where, why, and
how" of the case.

Having said that, however, agents should
be very sensitive in handling electronic evi-
dence. Given the public's general lack of under-
standing in how computers work and the unique
vulnerabilities and perishability of electronic
evidence, special care should be exercised to en-
sure that the evidence is protected from damage
or potential claims of alteration. Most, if not all,
of these issues can be avoided if agents ensure

that proper evidence handling procedures are ob-
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served and that a strong chain of custody is
maintained. As the law evolves to deal with new
technology, remember that computer cases are
just like all other investigations in one critical re-

spect; there is no substitute for sound judgment.

CHAPTER 1 -- U.C.M.J. ARTICLES
RELEVANT TO COMPUTER CRIME
OFFENSES

Introduction

It may surprise the reader to learn that the
Uniform Code of Military Justice (UCMIJ) does
not contain any articles that specifically prohibit
computer-unique crimes. However, this does not
mean that persons subject to the UCMI are free
to commit wanton acts via a computer. Under
the General Article, Article 134, UCMIJ, the
military is able to borrow or assimilate the fed-
eral and in some cases state statutes. This pro-
cess allows the military to hold its members ac-
countable for laws that apply to the general
population while still maintaining internal disci-
pline. Accordingly, the computer-related laws
we will discuss in Chapters 5-6 and those listed
in Appendix 2, have equal application to our

military personnel.
Detailed Analysis

Under Article 92, UCMIJ, Failure to Obey
Order or Regulation, military personnel can be
charged with failing to obey an order or general
regulation, provided that the regulation is "puni-
tive." Not all regulations are punitive. But even

non-punitive regulations can serve to establish a
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duty, the breach of which can be the basis for a
dereliction charge. Further, even regulations in-
tended to be punitive may not be worded as clearly
as one might hope. Accordingly, SAs should
consult with their servicing JA prior to undertak-
ing any investigation under Article 92. As an
example, AFI 33-129, Transmission of Informa-
tion via the Internet, is a punitive regulation gov-
erning roles, responsibilities and procedures of
personnel using and maintaining Internet access.

The following activities, listed in paragraphs

6.1.1 - 6.1.12, are specifically prohibited:

6.1.1. Any use of government-provided com-
puter hardware or software for other than
official and authorized government busi-
ness.

6.1.2. Activities for personal or commercial fi-
nancial gain. This includes, but is not limi-
ted to, chain letters, commercial solicita-
tion, and sales of personal property.

6.1.3. Storing, processing, displaying, sending,
or otherwise transmitting offensive or ob-
scene language or material. Offensive ma-
terial includes, but is not limited to, "hate
literature," such as racist literature, mater-
ials or symbols (for example, swastikas,
neo-Nazi materials, and so forth), and sex-
ually harassing materials. Obscene ma-
terial includes, but is not limited to, por-
nography and other sexually explicit mater-
ials.

6.1.4. Storing or processing classified informa-
tion on any system not approved for classi-

fied processing.
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6.1.5. Storing or processing copyrighted ma-
terial (including cartoons) unless approval
is obtained from the author or publisher.

6.1.6. Participating in "chat lines" or open fo-
rum discussion unless for official purposes
and after approval by appropriate Public
Affairs channels.

6.1.7. Using another person's account or ident-
ity without appropriate authorization or
permission.

6.1.8. Viewing, changing, damaging, deleting,
or blocking access to another user's files or
communications without appropriate auth-
orization or permission.

6.1.9. Attempting to circumvent or defeat secur-
ity or auditing systems without prior auth-
orization or permission (such as for legit-
imate system testing or security research).

6.1.10. Obtaining, installing, copying, storing,
or using software in violation of the appro-
priate vendor's license agreement.

6.1.11. Permitting any unauthorized individual
access to a government-owned or govern-
ment-operated system.

6.1.12. Modifying or altering the network oper-
ating system or system configuration with-
out first obtaining permission from the ad-
ministrator of that system.

On the other hand, the original 1 March
1997 version of AFI 33-119, Electronic Mail
Management and Use, was not issued as a puni-
tive regulation. However, this Instruction has
been updated and the new version, dated 1 Ma-
rch 99, is intended to be punitive. Therefore,
after 1 March 99, all subsequent violations could

be charged under Article 92. Paragraphs 3.1
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and 3.3 of the new version circumscribe the use

of government electronic mail (e-mail) and

identify e-mail-related offenses;

3.1.... Members of the Air Force or civilian em-
ployees may use a government-provided E-
mail communications system only for offi-
cial or authorized use. Any other use is
prohibited....

3.1.1. E-mail is subject to the requirements of
the Freedom of Information Act and the
Privacy Act of 1974.

3.1.2. Use caution when sending E-mail to a lar-
ge number of recipients. Digital images as
well as mass distribution of smaller mess-
ages may delay other traffic, overload the
system, and subsequently cause system fail-
ure.

3.1.3. Use caution when sending an E-mail
message to mail distribution lists. Use
electronic bulletin boards or E-mail public
folders for nonmission-related E-mail (e.
g., 'Car Wash'). Imprudent use of address
lists clogs E-mail accounts and often clut-
ters in-boxes.

3.3.... Air Force E-mail systems are provided to
support the Air Force mission. Use E-mail
systems only for official uses or for author-
ized personal use as explained below. . ..

3.3.1.... Official use includes communications,
including emergency communications, the
Air Force has determined necessary in the
interest of the Federal government. Offi-

cial use includes, when approved by the
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theater commander in the interest of morale
and welfare, those communications by
military members and other Air Force em-
ployees who are deployed for extended per-
iods away from home on official business.

3.3.1.1. The following do not constitute official
use of governmental communications sys-
tems and are prohibited.

3.3.1.1.1. Distributing copyrighted materials by
E-mail or E-mail attachments without con-
sent from the copyright owner.

3.3.1.1.2. Sending or receiving E-mail for com-
mercial or personal financial gain using
government systems.

3.3.1.1.3. Intentionally or unlawfully misre-
presenting your identity or affiliation in E-
mail communications.

3.3.1.1.4. Sending harassing, intimidating,
abusive, or offensive material to, or about
others.

3.3.1.1.5. Using someone else's identity (User
ID) and password without proper authority.

3.3.1.1.6. Causing congestion on the network
by such things as the propagation of chain
letters, broadcasting inappropriate mess-
ages to groups or individuals, or excessive
use of the data storage space on the E-mail
host server.

3.3.2.... An agency designee may authorize
limited personal use of government-pro-
vided E-mail communication, when it:

3.3.2.1. Serves a legitimate public interest,

3.3.2.2. Conforms with theater commander-in-
chief (CINC) and MAJCOM policies,
3.3.2.3. Does not adversely affect the perform-

ance of official duties,
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3.3.2.4. Is of reasonable duration and fre-
quency, and whenever possible, is made
during personal time (such as after-duty ho-
urs or lunch time),

3.3.2.5. Does not overburden the communica-
tions system with large broadcasts or group
mailings,

3.3.2.6. Does not create significant additional
costs to DoD or the Air Force, and

3.3.2.7.Does not reflect adversely on DoD or
the Air Force (such as uses involving por-
nography, chain letters, unofficial advertis-
ing, soliciting or selling, violations of stat-
ute or regulation, inappropriately handled
classified information or other uses that are
incompatible with public service).

3.3.2.8. Examples of authorized limited per-
sonal use include, but are not limited to:

3.3.2.8.1. Brief communications made while
traveling on official business to notify fam-
ily members of official transportation or
schedule changes.

Additionally, Series 33 Policy Directives
cover communication and information-related
activities. Violations of some of the AFIs that
fall under this series and other related AFIs mi-
ght be the basis of additional charges under Ar-
ticle 92. For example:

AFI 33-107, Volume 3, Strategic Automated
Command Control System-Data Trans-
mission Subsystem (SACCS-DTS) Network
Security Plan;

AFI 33-113, Managing Messaging and Data
Processing Centers;

AFI 33-219, Telecommunications Monitoring
and Assessment Program (TMAP));
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AFI 33-322, Records Management Program;
AFI 51-902, Political Activities by Members of
the US Air Force; and
AFI 51-903, Dissident and Protest Activities.
Finally, the Joint Ethics Regulation (JER)
prohibits the use of government property for un-
official purposes 5 CFR 2635.101(b)(9), JER
section 2-100. The standard is set out at 5 CFR
2635.704 and provides that "an employee has a
duty to protect and conserve Government prop-
erty and shall not use such property, or allow its
Under

communications systems and

use, for other than authorized purposes."
JER 2-301.a.,
equipment (including computers, telephones,
and fax machines) are for official use and a
uthorized purposes only. Both of these terms
are defined in the JER -- official use at JER
2-301.a.(1) and authorized use at JER 2-301.a.
(2) - and both contain provisions which will
allow certain minimal personal use once that use
is approved by a "theater commander" and "ag-
ency designee", respectively. Our readers are
cautioned that not all provisions of the JER are
punitive and so care must be taken when drafting
charges. OpJAGAF 1996/70, 6 May 96, conta-
ins an excellent discussion on how to charge
misuse of government property under the JER.
Depending upon the facts of the case, sev-
eral other UCM]J articles may be of assistance in
the substantive prosecution of a computer crime
investigation. The following summary, which is

not all inclusive, is intended to assist both SAs
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and JAs in focusing on the relevant violation(s)
at an early point in the investigation.

Article 106a: Espionage. Any AF mem-
ber who transmits a document or other informa-
tion with the intent or reason to believe that the
document or other information will be used to
injure the United States (or to the advantage of a
foreign nation), is subject to court martial for
espionage. United States v. Peri, 33 M.J. 927
(ACMR 1991).

Article 107: False Official Statements.
Using another person's password could consti-
tute a false official statement. No distinction
should be made whether the entity receiving the
statement was a person or a machine. The SA
should ensure whether the statement or pass-
word was required for gaining illegal access to
the computer system. The focus must be on "an
official statement”, and whether supplying a
password to gain access to a computer system is
akin to making an official statement. A separate
issue is whether the user inputted or caused false
information to be inputted into a computer pro-
gram in an attempt to defraud the government of
money, goods, or services. Article 107 was one
of the offenses charged in United States v.
Casey, 45 M.J. 623 (N. M. Ct. Crim. App.
1996.) In this guilty-plea case, a military invest-
igator was detailed to assist the defense on tech-
nical issues relating to the BEQ computer re-
cords that Casey (a billeting desk supervisor)
had falsified, which formed part of the prosecu-

tion's evidence of the underlying offenses char-

28 106a {% : EF%5F (Espionage)

ZEH N BMER SR B o RIBTT R
AT BE E S EIEH - AR5 32 E S
B AR B S B BUR A 3 32 18 S B BT
FEE IR » LRI Rs B S R e 2 IRk SR
Z2BH Peri 2}

£ 107 1& : (BE A% PISE (False Official

Statments )

{5 It A PR A A W5 B AT RE R R L IR - 2
TR Bl as FIRE - AGERTRY - 39
EIeheRs ('S A S Z H I > (/5
EAFEMCRAR o NI E R B B B ES RE RS
WURIP) - PLAE B 2 5 8 A FH R IR AR
BRs 5Ty o IRIL ELfR —IEBR S 1T s
B 170 N AL BR800 f5 2 A FE A
SRR 5 Bl AT BRI R E R AR R
M > T H A R A EEREUR R Pk e -
2 107 R E R Casey 7 o MR 5
o KEYE (BREREEES IR
HE) LURE AHHRIHE 2 A BRI
WEEE& IOk - MRZE 2 Bl ad 8RN
RARZALIEREY) -

A

N
~N

=

T
AH fE

=

o

X

8

il

!

n

KO

8 United States V. Peri 33. M. J. 927
9 United States V. Casey 45. M. J. 623



RN

ged.

Article 108: Damage to Military Prop-
erty. Computer files on a laptop computer hard-
drive constitute military property and can be the
basis for prosecution. United States v. Walter,
43 M.J. 879 (N. M. Ct. Crim. App. 1996). Fi-
les on a command hard-drive are military prop-
erty. United States v. Peterson, No. 29341,
1993 WL 52600 (A.F.C.M.R. 1993).

Article 121: Larceny and Wrongful Ap-
propriation. Article 121 defines larceny and
wrongful appropriation as the wrongful taking,
obtaining, or withholding, "by any means, from
the possession of the owner or any other person
any money, personal property, or article of valu-
e of any kind." However, military courts have,
to date, required that the object of the computer
theft be tangible property, such as a printed
document. In United States v. Ramelb, 44 M.]J.
625 (A. Ct. Crim. App. 1996), the accused used
his government computer to create two fictitious
pay accounts which netted him approximately
$28,000, a bad conduct discharge, confinement
for three years and forfeiture of all pay and
allowances. See also, United States v. Meng, 43
M.J. 801 (A.F. Ct. Crim. App. 1996).

Although United States v. Collins, 56 F. 3d
1416 (D.C. Cir. 1995) is not a military case, it
is interesting reading on the issue of wrongful
appropriation. In that case, Collins was a civil-
ian employee for the Defense Intelligence Ag-

ency (DIA), who, for five years, used his gov-
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ernment computer and copier to produce new-
sletters for his ballroom dancing group. Collins
was convicted of converting government prop-
erty valued at more that $100 in violation of 18
U.S.C. § 641 and appealed arguing that this stat-
ute only criminalized conversion of tangible
property. The Appellate Court explicitly held
that "the statute encompasses a prohibition on
the conversion of intangible property" however,
they found that the government had failed to pro-
ve that Collins had "converted to his own use the
government's computer time and storage." (/d,
at pages 1419-1420). On page 1420, the Court
wrote: "Guided by these principles, we conclude
the government provided insufficient evidence
that appellant converted to his own use the gov-
ernment's computer time and storage. The cor-
nerstone of conversion is the unauthorized exer-
cise of control over property in such a manner
that serious interference with ownership rights
occurs." The Court did, however, sustain his
conviction for the use of the government copier.

Article 123: Forgery. This Article has
been used to prosecute a subject for the altering
of keypunch cards before the cards were used to
process payroll checks by the computer. United
States v. Langston, 41 C.M.R. 1013 (AFCMR
1970). The subject's action allowed him to in-
crease his payroll check. Even though the ac-
cused did not actually make false writings, his
alteration of the computer input to increase the
face amount of the check constituted a forgery.
This analogy should hold true in all instances

where a person has altered the computer's oper-
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ation, at either the input or programming states,
to effect the creation of a forged (electronic or
hard-copy) document. Computer-assisted for-
gery was also involved in United States v. Erby,
46 M.J. 649 (A.F. Ct Crim. App. 1997); a fi-
nance clerk used fictitious names and social se-
curity numbers on computer files and paper for-
ms to create forged travel vouchers and orders
which ultimately caused $24,000.00 to be elec-
tronically transferred into Erby's account.
Article 132: Frauds Against the United
States. This article may provide a better remedy
than forgery in those instances where the indi-
vidual submits paperwork to set the computer
crime in motion instead of altering the computer
program. Entering false documents to receive a
payroll or TDY check would be an example.
Article 133: Conduct Unbecoming an
Officer. In United States v. Russell, 47T M.J. 412
(1998) the accused used his government com-
puter to download Internet child pornography.
Russell was convicted of one specification of
conduct unbecoming an officer and a gentleman
by using military computers to download por-
nographic materials, and one specification each
of wrongfully receiving and possessing materials
depicting minors engaging in sexually explicit
conduct, in violation of Articles 133 and 134. In
a pretrial statement he had admitted that he "
guessed"” that the females in the pictures were 13
years of age and older. Further, a pediatrician
testified that, based on known medical stan-

dards, the females shown in the exhibits were
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not more than 15 /2 years of age. Finally, the
members were able to look at the pictures and
use their common sense and experience to con-
clude that the girls were under the age of 18.
Therefore, CAAF found there was sufficient
evidence from which "a rational trier of fact"
could "find guilt beyond a reasonable doubt" and
conclude that appellant knowingly possessed
child pornography. Similar facts were the basis
of a similar Article 133 charge in the landmark
military computer crime case, U.S. v. Maxwell,
42 M.J. 568 (A.F.C.M.R. 1995.) The Court
was partially upheld and partially reversed on
appeal in U.S. v. Maxwell, 45 M.J. 406 (1996.)

Article 134: General Article. As stated
earlier, this Article is used to incorporate or bor-
row various federal and state criminal statutes.
The more commonly used federal statutes are di-
scussed in the following chapters.

However, when the facts establish that "the
accused's conduct was to the prejudice of good
order and discipline in the armed forces or was
of a nature to bring discredit upon the armed for-
ces" this general article has been used for theft
of intangible items such as time or services. Ar-
ticle 134 can be used to punish an offender cau-
ght willfully and unlawfully altering, concea-
ling, removing, mutilating, or destroying a pub-
lic record. The removal of a computer record
would generally entail making a copy of the re-
cord, thereby leaving the original unaltered so as
to minimize detection. Copying a computer re-

cord may be punishable under Article 134 by in-
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corporating the same theory used in United Sta-
tes v. DiGilio 538 F.2d 972 (3" Cir 1976), cert.
denied, 429 U.S. 1038 (1977). In DiGilio, the
defendant made unauthorized photocopies of
FBI files using Government equipment. The un-
authorized copies were considered Government
records and the removal of the copies constituted
theft under 18 U.S.C. § 641. The court held that
"any record" under Section 641 also included the
content of the record.

Now let's move our discussion to the appro-

priate federal laws.
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