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ABSTRACT

With the popularity and widespread use of network, it is the media by which information is
shared and exchanged to each member in a group. The topics such as security, dependability and
privacy of shared information become more and more concerned. Without a tight protection, in-
formation sharing will take the risks of being intercepted and hence discourage one's willingness
to share information with other members in the group. How to build an anonymous system to
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hide the sender of shared information is an important factor to the success of information war-

fare.By means of group digital signature that based on Discrete Logarithms assuming, this re-

search builds a mechanism to let the members not only share information anonymously, but also

can identify whether a message comes from a group member or not; hence encourage the desire

to share information among partners.

Key words: Information Warfare, Information Sharing and Analysis Center, ElGamal Digital
Signature, Group Digital Signature
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