<
/\

tEes, L

RE

— BATRITEER > BB SHFE AR 2 AN SR B > EEE
T RAMEEG - R RS RS T E(E > TR METE
Z L7t -

ZBEEE TSRS B S RZERNEAMERER I FE 525 '
TEIRME  EREZSENRIATERIETHARE - KT HREZZENRR
BEN RIS - EAREMAEE T ER - RIFTERETINE -

=~ A EESPQCEAMTEVAVERZ TR > FERNER ' E5E
BRFER T BB SRR | K T RIS | FHkE

» RIRWFE A E— SN UAVERSEBHA R B ER BB T -

BRGEEST AETIRER « 46 AN - E3RAMES - BT - PQC - Drone
I

st A\ s#fig#E E. (Unmanned Aerial Vehicles, UAVs ) #EJEN 1970 HER]
PG ER R E N B R - R A T FEiRF 2 H aifs s R T2
H B S LR S 2 ERIENT 248 ( Global Positioning System, GPS) F1 b i $22 |
It (Ground Control Station, GCS)%5 » BB M4 IE A48 &M - UAVS ] DIFE &
fEsc BT HIEE B - PIAIfE RzE R A& ~ fFHUBL (Access Point, AP) -~
Hr 4 ik (RelayStations) B R T 1T BN &% Uit » 12 150 78 2 i [BUR1 265 75 A7 Bl SRR i
(SixthGenerationMobile Networks or Sixth Generation Wireless Systems, 6G)fft
SRS HVREIRRCR « THR UAVST] DLt [ TAE WG AN 2 41Tl - TP Rias
AP H A o

UAVs;Rs H R0 B A T 5 IR S ok s i - 2 k44 EHVAG
gtk ELE FAETREEER - HIRUAVs#NZ 2 MERIBRL 2 &I A
A B g o 75 S\ B FE RSN E - BRI NRAIAE s B A T i 2 I RE M

1 Khan, M.A.; Kumar, N.; Mohsan, S.A.H.; Khan, W.U.; Nasralla, M.M.; Alsharif, M.H.; Zywiotek, J.; Ullah,I
Swarm of UAVs for ‘network management in 6G: A technical review. IEEE Trans. Netw. Service Manag.20
22, 20, 741-761. -
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N
2 fi J g AR AE AU % M4 (Confidentiality) ~ 58 824 (Integrity) ~ B B 14 (
Availability) SR > iEEHSEES 27 2 HNUAVSI S ERAEZ -

UAVSTEE4IS EARNNE » ‘a3 E 1B ER (Quantum Computing) IR T
BRI Z 2 FAIETIME - BRI SAHSE T - AR 2 P - S A
A3 SR SRS AT A BB AR ~ BRI P DA R AR P ME A E A JE\ s > (A5t TREI ST
B > BUEVERNE %E/\HEEEZEF‘UAVSUZ%" HEHEHE A AL Ba T A
+ GCSE & ~ [EIT A SHES -

BERMEREE N VEERET » REUAVSHIZZ 2B R - SR
ERfAE R T AT NS T B R (B A iR e 22 2 MR I 55iIARE - A
It > & EFI0% (Post-Quantum Cryptography, PQC ) FEi¥ 5 fik A s H s 2
M EZ BN SHREERSTNEE > AR ENIE - ASCGHE A
A SR G R TE m e bhf > fEPQCIRIR R RFF LA M - fefit ok
N2 HE - BUP

PR L AN A H T SRR -

SCRRERES
— ~ UAVsiE
(—) B B

UAVsZt% B9 ABIRITE - HEH AN BEERE AL - i E 1iH
it \f#% Z:4% (Unmanned Aircraft System, UAS) -~ 4 A {#% ( Unmanned Aeria
IVehicle, UAV or Drone ) ~ Z#2% 247 (Remotely Piloted Air System, RPAS
)~ ZIERYTES(Remotely Piloted Vehicle, RPV) ~ #Z T4 (Remotely Piloted
Aircraft, RPA) - "UAV F B i = (&5 340 A - & 57 f A f% ﬁiﬂz‘*/ﬂt@ﬁ%ﬂifﬁ(
Ground Control Station, GCS)HIZEH B AVl LG (WEL) -

2 H. Wang et al., “Survey on unmanned aerial vehicle networks: A cyber physical system perspective ,” IEEE
Commun. Surveys Tuts., vol. 22, no. 2, pp. 1027-1070, 2nd Quart., 2020

3 Khan, Muhammad Asghar, et al. "Security and Privacy Issues and Solutions for UAVs in B5G Networks: A

Review."IEEE Transactions on Network and Service Management(2024)

4 BEHNNF (Lightweight Cryptography, LC) JZ 5 EE SR EH G HIEEH R/ NEIEEHEEVE - 51E
REGERRE A5 - WIS AR S 2R E

5 J. Whelan, A. Almehmadi, J. Braverman and K. El-Khatib, “Threat Analysis of a long range autonomous u
nmanned aerial system,” in Proc. 2020 Int. Conf. on Computing and Information Technology , Tabuk, Saudi
Arabia, pp. 1-5, 2020

6 Ahmad, A., Ordofez, J., Cartujo, P., & Martos, V. (2021). Remotely Piloted Aircraft (RPA) in Agriculture:A

Pursuit of Sustainability. Agronomy, 11(1), 7.

7 Dalamagkidis, K.; Valavanis, K.P.; Piegl, L.A. On Integrating Unmanned Aircraft Systems into the National
Airspace System: Issues, Challenges, Operational Restrictions, Certification, and Recommendations; Springer
Science & Business Media: Berlin/Heidelberg, ermany, 2011; Volume 54.

8 J. Gertler, “US unmanned aerial systems,” Library of Congress Washington DC Congressional Research Serv
ice, vol. 1, no. 1, pp. 1-10, 2012.
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B 0 RO BEEERMEER > BEE R CER R AR
BN ARIREREFF L RHRRGEER - 1% > UAVSERZ HAprEEA
BIEMZERER - B - KKEDH - IRIRIRE - SORERE ~ ERAREE - Bty
- 8L - 2015 I FFloreano 22 E K UAVSIR IR HAGTE IR THF 87 T 700 0 &
SrlEEREMEES - Hrh i S BGE R R B UAVSKEA g BRI E 2 A3
Hfar EIT%{W?EE%D%IEE?%,%%%F@?UW RENSIRE > EEML R ]
DI S 2R T (0= 1)

Satellite Communication Link % Satellite Communication Link
Cy

(GPS Da.t—a_l-ﬂ(l‘//— (GPS Data Link)
g = ] - % (
Communication
i Link Between i 8 T
UAVs .
e Flight Control and
Sensors Flight Control and Payload Sensors . : Payload
Accelerometers e Navigation system e TCAS avgationEyRten
vavavavavavavava (Grboard Computer) Arborne [Sm— |1 sootiog camera
Camera v o Radar Weapons
Lidar x Camere
aaaaaaaaaaaaaaa |
Telemetry Data Control Data Payload Data Telemetry Data ]Contro.l Data
Downlink Uplink Downlink Downlink Uplink
T =
W N =4
i - =
GCs -\t a Payload
Dat
Remote Control GCS Command and Control System Dowanlaink

& 1 UAV Z25%
BERIAE © 7, Wang, Y. Li, S. Wu, Y. Zhou, L. Yang, Y. Xu, T. Zhang, and Q. Pan, “A survey on

cybersecurity attacks and defenses for unmanned aerial systems,” Journal of Systems
Architecture, vol. 138, p. 102870, 2023.

%1 AR S R

Category i Altitude Range Payload

Nano . <90 m <90 m <0.2kg

Micro <90 m <5 km <0.5kg

Mini <900 m <25km <10kg

Small <1500 m <100 km <50 kg

Tactical > 1500 m > 100 km >50kg

ERAR B, Nassi, A. Shabtai, R. Masuoka, and Y. Elovici, ° “SoK - security and privacy int

he age of drones: Threats, challenges, solution mechanisms, and scientific gaps, = 2

9 Dario Floreano and Robert J Wood. Science, technology and the future of small autonomous drones. Nature,
521(7553):460-466, 2015.
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019, arXiv:1903.05155. [Online]. Available: http://arxiv.org/abs/1903.05155
(—)aEEHEAY
dre A\ ARamE A DA oy By U S
1 fi A\ %5145 A #¥(Drone-to-Drone, D2D): HIJ% 252588 A TR H ##
M5 o SRR IR ERIGRIR TR -
2 4t \ 21 G (Drone-to-Ground  Station, D2GS): F i 4 A f4& B 2]
HhEis < FE YIS - EFEE S N EMEEEIE -
3.4 A %4845 (Drone-to-Network, D2N):i# B4k magss (414G/5G
) TG - BN EEIE E i S -
4 4w \FZ1#r 2 (Drone-to-Satellite, D2S): 3 A8 2 4 {5 JHES OIS fE Bl
78 S IR -
(=R L
it A\ (UAV)#8(Z FZAXFESMAVLIink ~ SSL/TLSHIIEEE 802.11% 3/ :
%ﬁ’%%?@%%M%&ﬁ%tﬁﬁiéﬂx@°W§@%%MH%ﬁ’E%
A RIS R EUI e R0 - SRR A S (0 BREE (A E2) - 5Lt
W ERMEGIIE T - NS ZE & Tt B8R RIBE 2 -

Symmetric
Security
Protocols

Secure Asymmetric
Communication Security
in UAVsS Protocols

Lightweight
Authentication

Protocols
Security » Physical Layer
im UAVS Security in UAVSsS

Rule Based

Intrusion
Detection Systems
Intrusion Detection
Systems (IDSs) Learming Based
Intrusion

PAEYNG e oA
ERAE © A. Shafique, A. Mehmood, and M. Elhadef, *““Survey of security protocols
and vulnerabilities in unmanned aerial vehicles,”” IEEE Access, vol. 9, pp.
46927-46948, 2021.

Detection Systems

= BRREENEEER
FEEGEBES > FRENEE TR > 255 " B 1% (Symmetric

10 J.-P. Yaacoub, H. Noura, O. Salman, and A. Chehab, “Security analysis of drones systems: Attacks, limitat
ions, and recommendations,” Internet Things, vol. 11, Sep. 2020, Art. no. 100218.

11 M. A. Khan, S. Javaid, S. A. H. Mohsan, M. Tanveer, and I. Ullah, “Future-proofing security for uavs wit
hpost-quantum cryptography: A review,” IEEE Open Journal of the Communications Society, 2024.
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Encryptlon)J 81 T IR 0% (Asymmetric Encryption) | (i_f’lf)?fiﬁ[ll.%)
EINE BB SRS - (BE ISt — LREiRh, H T iR R EEHY AR f“k
B N BRI AN CE RS 2 S 58 -

Plam text—s!

Encryption - )
; — Cipher text
Shared Secret —»| Algorithm P

Cipher text—» —_—

Shared Secret—» Algorithm — Plain text

3 (& AR
ZkcE © E. E. Nithila, A. Rosi et al., “A survey about post quantum cryptography
methods,” EAIl Endorsed Transactions on Internet of Things, vol. 10, 2024.

AN - I ERE A RE R B EIVETRE IR » & Gl R REBIEm IS - BE
PRI NG - @

(—) TR 19765E6 H A ABTINE 7= » BiE 3207 IO H Rt
G0 ~ st (WE4) - FIITERIIEREESE (Data Encryption Standard, DES ) *2
FIERS a5 fE4E ( Advanced Encryption Standard, AES ) » BEL Ry - SR8k T A
WA BRI - ety JiE -

Secret Hey

O—r

Fairy . Encryption NEHES 0 Decrvption Fairy
Tales Algorithnm )' B@E+" Algorithm Tales

Plain Encrypted Plain
Text Cipher Text T

4 EEII
ZRAJE © S. Chandra, S. Paira, S. S. Alam, and G. Sanyal, “A comparative survey of
symmetric and asymmetric key cryptography,” in Proc. Int. Conf. Electron.,
Commun. Comput. Eng. (ICECCE), Nov. 2014, pp. 83-93.

12 Standard, NIST FIPS, Data Encryption Standard (DES). Federal Information Processing Standards Publicatio
n,1999, 46-3.

13 Standard, NIST FIPS, Advanced Encryption Standard (AES). Federal Information Processing Standards Publ
ication, 2001, 197.
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/\

()BT ZUI0% L R — T ANl XTI &2 A W
TESIB(ASRAIRLR) - FEIBRET > BTG ERARBOTRIASEAIIENE - 1
PECTT RN {50 P HCRL S0 e o sHUE N BB BGRUEL (A& S) © RSA(Rivest—Shamir
—Adleman)RI/E i i R AVIEATEZIIF T2

Public Key of Receiver Private Key of Receiver
Fairy | 1EES% Fairy
TﬂlEB E@t.‘.n Tales
Plain Encrypted Plain
Text Cipher Text Text

5 FEEHE=UINE
ERAGE ¢ S. Chandra, S. Paira, S. S. Alam, and G. Sanyal, “A comparative survey of
symmetric and asymmetric key cryptography,” in Proc. Int. Conf. Electron.,
Commun. Comput. Eng. (ICECCE), Nov. 2014, pp. 83-93.

=~ BT ERETE

875 (Quantum Computing) £EZH|HE 7 JEBREME - “LIHFiH
e B RS A BB T TR R (AR bhiaR2) » Y EAZ LB E R AN BT
(Qubits) » CEMELEATT(Bit) R [E - B+fir7e o] PR R R ORI 1Y SAHIRAE - 1578
Fy T B NNFEE(Superposition) » [FARF: 2 (5 & 7~ B H A2 54 [F] e 35 25 (18] T BE Ay
ANETETR NiEfemat HAE I (fESpartan Scytale | &1 T RN E BTy 4= 4E
fEAEo6) -

14 P. W. Shor, “Quantum computing,” Documenta Math., vol. 1, no. 1000, p. 1, 1998

15 Nofer, M., Bauer, K., Hinz, O., van der Aalst, W., & Weinhardt, C. (2023). Quantum Computing. Business
& Information Systems Engineering, 65(4), 361-367.

16 S. T. Marella and H. S. K. Parisa, “Introduction to quantum computing,” Quantum Computing and Commu
nications, 2020.
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* 2 FHEINEEHELE Tt BT 2F R

) Effective Key Strength/Security Level (in bits)
Crypto Scheme |- Key Size Classical Cofnputing Quantyum Computing
RSA-1024 1024 80 0
RSA-2048 2048 112 0
ECC-256 256 128 0
ECC-384 384 256 0
AES-128 128 128 64
AES-256 256 256 128

EREE - V. Mavroeidis, K. Vishi, M. D. Zych, and A. Jgsang, “The Impact o
f Quantum Computing on Present Cryptography,” International Journa
| of Advanced Computer Science and Applications, vol. 9, 2018.

Spartanscytale/  Vignere  Vemalcipher/  DES Digital AES
stegnography  cipher  one-time pad algorithm signature  algorithm

400
B'CW 14651 1917 1975 1989 2001 2005T 2009T

ECC Blockchain

>
50 B.Cl 18001 1920l 1977l 1997l 2004l 2008l 20211
Ceasar shift/  Jefferson German RSA Hashcash ~ SHA-3  Bitcoin Qualvltum
Julius cipher  wheel cipher ~ enigma  cryptosystem algorithm cryptography

6 E el BRI EE R
ZEkAE - V. K. Ralegankar, J. Bagul, B. Thakkar, R. Gupta, S. Tanwar, . Sharma, and
I. E. Davidson, “Quantum cryptography-as-a-service for secure uav

communication: Applications, challenges, and case study,” IEEE Access,
2021.

a ~ FEBRRAFESTRR

Va2 B SR g 2 2 i A ROilr AT S K - AR f AT R e
A28 R RS2 A R RRUR & AR © fitE A A2 FH AR ~ WS P dE Rk » (H 75 Soi54H
P REFEBEZ2RE > "M E B E 2 KEEE M RK
(GlobalPositioning System, GPS)H BRI &2 a4 ks ( Wireless Fidelity, Wi-Fi )

17 Tychola, Kyriaki A., and Konstantinos Rantos. "Cyberthreats and Security Measures in Drone-Assisted Agri
culture." Electronics 14.1 (2025): 149.
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7\
VU > FEPETE O] DR EL B S AT R & A -

20164 Hayat 5223 » R I fie AR TS A S T/l aN 24 B B A 4%
e/ VEUE - RIS SERIRS B RE - P2021 0 DIEEEEESE - IS T
g N\ 218 i 23R RRE - PR M58 2 MY 7774 - 1920214E Wang 2255 - Bt
7% T MIAIUAVIEREE - DUHE 222 75K - et i A im e L 2 R A
ZEHR > EERBRNIE BT TR AGHE - 20194 NassiFE23 » HpaE R
A 22 4 SRS R RE T T R T RET » WSS 7 Bl S B 2 U (e IR 225 P
%2 775 o 2'YaacoubSEEE R » FRETAERS I B EED DA Ke e g A AT I B A PR EER, -
e T A A HIER & 7 AR R T - [EIR - BT am T e AR RS H =
FLE3Z 2= > 15 H HIR e K AERE AR - 22AESS—TEmA%e > 20154F Shoufan
B TR AES i E B IS H I 2K R GCSEIUAV 7 FEHV MR » £ 22 e ¥4
T S B TS © 2

B2 )T E A LIS I E R s ES  Zr et > IR UAV Y AT B drdr H 49ps
TOEEEENRS o (KL HERR 2 A B Ae s 7 sUE T OREERY AT REME » DL E Al R & 051
TR > BERTF S B R E B R E T = - [EEE BRI E
Fi R AR 22 2 ZOR IR > UAVZ 2 M BT 2R ET L % > 7€B5G(Beyond
Fifth Generation)*& 2 55 /ST 83 1 £ 4% (Sixth Generation,6G)4 % - 1Y &+
W8 - %25 (Post-Quantum Cryptography, PQC ) Lk i frfie AtZe 4
DA R B TEPRER AV AR T 2 - PRI E AR N B AT BB S LAY R
EFHERET)  SER AR EE TR AUHEE AR IAIRAE HE -

PQCE— (& LT HI > AT PQCHY R HEME S AT (rEA THEA &+
FRESER T e EEN - B ZREEESTR Y & T EIKTR KIIRE i & 15
FITEE -

18 S. Hayat, E. Yanmaz, and R. Muzaffar, “Survey on unmanned aerial vehicle networks for civil applications
A communications viewpoint,” IEEE Commun. Surveys Tuts., vol. 18, no.4,pp. 26242661, 4th Quart.2016.

19 A. Shafique, A. Mehmood, and M. Elhadef, ‘Survey of Security Protocols and Vulnerabilities in Unmanned
Aerial Vehicles’, IEEE Access, vol. 9, pp. 46927-46948, 2021

20 L. Wang, Y. Chen, P. Wang, and Z. Yan, ‘Security Threats and Countermeasures of Unmanned Aerial Vehi
cle Communications’, IEEE Communications Standards Magazine, vol. 5, no. 4, pp. 41-47, 2021.

21 B. Nassi, A. Shabtai, R. Masuoka, and Y. Elovici, ‘SoK — Security and Privacy in the Age of Drones: Th
reats, Challenges, Solution Mechanisms, and Scientific Gaps’, ArXiv, vol. abs/1903.05155, 2019.

22 J.-P. Yaacoub, H. Noura, O. Salman, and A. Chehab, “Security analysis of drones systems: Attacks, limitat
ions, and recommendations,” Internet Things, vol. 11, Sep. 2020, Art. no. 100218.

23 A. Shoufan, H. AlNoon and J. Baek, “ Secure communication in civil drones,” in Int. Conf. on Informatio
nSystems Security and Privacy, cham, Springer, pp. 177-195, 2015.

24 BSGHSHYRAESGZ EHIGSRANEL T - Hom ik - (RIEE KA B0 » IRELE LS HIER TR K » HERYR
JFERIE (RHVAERER - BSGER S S B I ICR 524 (100~300 GHz) » I RSHET - [ e 228 B e A (e il
MG TR RS A~ AR -

25 Khan, Muhammad Asghar, et al. "Security and Privacy Issues and Solutions for UAVs in B5G Networks:
AReview."IEEE Transactions on Network and Service Management(2024)
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7\
BT R 2 = B
UAVIRITHF IR A EIRZER - EFEHEE - 285 - EEMAER - 1]y Ri&
VEfe NP2 2 H 18 AR - e g)ie A £ 28 BB P Bkn
WS Ze 4 - IR B2 fi A PO 2SRl A 1T858 » B e NIEAL R EE 2
woan AL AN ETEE S o B R AR Y2 2 Eiohee - R Em NS - Bt e
sono i S A AR 2.4t (Intrusion Detection Systems, IDS)3F » gEfE—EfZE L
B VRS 2R o AE NHESH o KT BT INAR i 2 2 EALEE -
— ~ HSRENEZ R ME
(—)EfEzCNE LR (8 B — s T ERHETT I A% - &R
HyE kBRI R L E LR RIS R HRCRE AN EFRE— (el
B AR SRR S 2 S AT © 20
()RR B TR U AR S - BRI R — 2 (A B % e
FORL B8 S SERCE RN ~ f% < 72N » FERREII N A R A F R R
 BRE R REERRL N EESIERE e - PR3N
» RSASE IR =003 Y 28 S LA =00 %12 1,000 6% » AHEZADES ~ 3DESHIAES
» AR LR BHEEDE -
— - BRI ESIIERR AR
EFEIEHEEGHEEE 28 N HRE S DAFE B A 2 T R LR
HEE - ANEIRSAFIECCHIAHEE » MR N T BB i = 2
» BIANEER Ty AEFIEERSCE B - 2081 8- BB R =] LUE A GroverfIShorjs FA (JLEH:
EShorEEE ) REA XA i i =N B I R = el -
(—)Groverf U EE AV IOTRIIEH =0 - EERE=UInERsE] (4
AESRI3DES ) HKNEAEH BRI > f R aaHFEITF AR o %
(Z)Shor (R 7 s RIE + RES DAZS THCIF A At R BB T RE - BRRRRR R H il
By o2 (3 Y IRETEEUIN AR (RSA) ~ #EEIHh4R 1% (ECC) FDiffie-Hellman
FHEEL - WEEHE BN A B ESET) -
AMIE ST =R EE R CRE T HIEEEEE AT (L
S ELARY ] BE MR RIS R B R HREK
26 M. N. Alenezi, H. Alabdulrazzaq, and N. Q. Mohammad, “Symmetric encryption algorithms: Review and e
valuation study,” International Journal of Communication Networks and Information Security, vol. 12, no. 2
Pp. 256-272, 2020.
27 B. Halak, Y. Yilmaz, and D. Shiu, “Comparative analysis of energy costs of asymmetric vs symmetric enc
ryption-based security applications,” IEEE Access, vol. 10, pp. 76 707-76 719, 2022.
28 A. A.-R. El-Douh, S. F. Lu, A. A. Elkouny, and A. Amein, “Hybrid cryptography with a one—time stamp
to secure contact tracing for covid—19 infection,” International Journal of Applied Mathematics and Comput
er Science, vol. 32, no. 1, pp. 139-146, 2022.
29 D. J. Bernstein, “Introduction to post-quantum cryptography,” in Post-Quantum Cryptography, Berlin, Germa

ny: Springer, 2009, pp. 1-14.
30 D. J. Bernstein and T. Lange, “Post-quantum cryptography,” Nature, vol. 549, no. 7671, pp. 188-194, 2017
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%% 3 RSA -~ DES -~ 3DES A1 AES Z&M:Lb#ns=

Factors RSA DES 3DES AES

Created By | Ron Rivest, Adi Shamir, and [BM in 1975 [BMIN 1978 Vincent Rijmen, Joan
Leonard Adleman In 1978 Daemen in 2001

Key Length | Depends on number of bits in 36 bits 168 bits (k1, k2 and k3) 128, 192, or 256 bits
the modulus n where n=p*q 112 bits (kI and k2)

Round(s) 1 16 48 10- 128 bit key, 12 - 192

bit key, 14 - 256 bit key

Block Size Variable 04 bits 64 bits 128 bits

Cipher Type | Asymmetric Block Cipher | Symmetric Block Cipher | Symmetric Block Cipher | Symmetric Block Cipher

Speed Slowest Slow Very Slow Fast

Security Least Secure Not Secure Enough Adequate Security Excellent Security

ER}JE ¢ G. Singh and Supriya, “A study of encryption algorithms (RSA (Rivest-Shamir—

Adleman), des, 3des and aes) for information security,” International Journal of

Computer Applications, vol. 67, pp. 33-38, 2013.

Asymmetric
Cryptography

Sx mmetric

Cryptogr aph\

Elliptic Curve
Diffie-Hellman
Key Exchange

Difficulty of Difficulty of Elhpnc
Factoring Curve Discrete Vulnerable to Grover's Algorithm
= Logarithms ( Mitigation with Increasing Key and Hash Sizes)

Vulnerable to Shor's Algorithm
( No Mitigation Available )

7 Shor H1 Grover Ji &L A EHE AR AR 228
&i}E ¢ V. K. Ralegankar, J. Bagul, B. Thakkar, R. Gupta, S. Tanwar, . Sharma, and |I.
E. Davidson, “Quantum cryptography-as-a-service for secure uav communication:
Applications, challenges, and case study,” IEEE Access, 2021.

S MEGENiraula®E A BFIZE » 51T B T3 Bt B PR (AT IR B
WIAES ~ RSA ~ 72 % FEIA(DSA) ~ 5B Al 42 Diffie-Hellman(ECDH) ~ SHA

2FISHA-3 7 2248 - AES-128HIRSA-2048KE$FE (i o1 S E AT I By 2221k > {H I
EREE FIVE - HNRSAIEEE RN SHEETE | AMBGAESEigRE
JOAE °] AR HEEES MY 1287 22 2 M (H0FR4) -
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7\
*4 ETIIEEEREREE L
Pre quantumalgonthm Technique QCimpact Quantum algorithm used
AES Symmetrickey  Larger Key size needed  Grover’s algorithm
RSA Asymmetric key No longer secure Shor’s algorithm
DSA Asymmetric key No longer secure Shor’s algorithm
ECDH Asymmetric key No longer secure Shor’s algorithm
SHA-2, SHA-3 Hash Function  Large output needed  Grover’s algorithm

EiRZE © Don Jelle, et al. Security of the Fiat-Shamir Transformation in the quantum rand
om-Oracle model. Advances in Cryptology — CRYPTO 2019 2019:356-83

RIELUAV #  HE s i ER AR BRI ORISR 7 B Y e » 1T & e
[BR ST 5 1 F BB E B (A= )
Cryptographic Algorithm Purpose Impact from large-scale
quantum computer
AES Symmetric key | Encryption Larger key sizes needed
SHA-2, SHA-3 | e Hash functions | Larger output needed
RSA Public key Signatures, key | No longer secure
establishment

ECDSA, ECDH Public key Signatures, key | No longer secure
(Elliptic Curve exchange
Cryptography)
DSA Public key Signatures, key | No longer secure
(Finite Field Cryptography) exchange

& 8 BTt EEE RAMEE AR E
ER[ACJE @ L. Chen, S. Jordan, Y.-K. Liu, D. Moody, R. Peralta, R. Perlner, and D. Smith-Tone. NIST
IR 8105: Report on post-quantum cryptography. Technical report, National Institute of
Standards and Technology (NIST), April 2016.

AR 2 BAFE K
Vg 24 A\ M A 5] T P S R oK 38 i %rjﬁﬁfﬁfﬁgﬁﬂ/\rﬂél:zw)\gﬁg‘k
i DUSREEE B IR BRI R B 2 o R A (UAV ) 7% 45 4 i
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7\
ARATHYE B, Sy 2 B IS » RS =(EE © S APEARS ~ e
Bh o B 2 R R o
— ~ R EEE:

VB T Al AE T 2R R G FH S - B IR T 2R - A B R B S
YIRSET) ~ BERR (B E B i AR ZETRITES - A arE =R HEE
) e G B (PR R B RS A R LB (T 257

~ MR B R R EE

UAVELGCS 7 [elfy 443 10 5, 4 i st inh & #E1 7280 > IWIMAVLink ~ Uranus
Linky‘mUAVCAN(ﬁD [&9)
= ~ A (UAV) EEshmEmediut (GCS) :

TR E B BRI — (oot &5 > ¥ MAVLink (Micro Air Vehicle
Link)77E RF2HLCIAMEZ M (Confidentiality) ~ 5EE2 M (Integrity) K1 7] F [ (Availability)
ARG AREEE TN - Sh= e 22y HIF R 2R B 528
S B - (L IBZ R B B AR S & B S e - Bl ] Bl AT T
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