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A Study of Introducing Consortium Blockchain into Electronic
Official Document Interchange Mechanism

Su, Pin-Chang Liu, Ting-Hsuan Hsieh, Wan-Chen®
Department of Information Management, National Defense University, Taiwan, R.O.C.
Abstract

With the rapid development of the Internet, the electronic official document interchange
system breaks the constraints of time and space. It can greatly reduce the time and manpower
cost of official document interchange process. However, in the process of document
interchange, the centralized servers for the system and a reliable third-party organization still
need to be constructed. If the equipment has a single point of failure, it will lead to system
instability and affect document storage. In addition, when data is abused or misused, it is also
necessary to rely on third-party organizations to perform dispute arbitration operations. This
research introduces blockchain and smart contract into the electronic official document
exchange mechanism and deploys smart contract programs in the Blockchain. It can complete
user registration with the certificate center through smart contracts and verify the identities of
documents senders and recipients. Finally, it automatically executes electronic official
document interchange. The specific contributions of this research are briefly described as
follows: (1) Through the public and private keys generated by the self-authentication
mechanism, system users can verify the correctness of the public key by themselves to prevent
tampering and reduce third party involvement. (2) Automatically resolve transaction conflicts
through smart contract functions to reduce the participation of third parties. (3) The records of
electronic official document interchange are distributively stored in each node of the blockchain
to achieve the purpose of decentralization to ensure the security and integrity of the data.
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