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As the international security situation continues to deteriorate, with wars expanding
in Europe and the Middle East, the U.S. must maintain sufficient military forces in these
regions to contain those conflicts, while concurrently presenting a credible deterrent to
the leaders of Russia, Communist China, and Communist North Korea. America’s
adversaries are continually calculating the correlation of forces and means, as well as
comparisons of comprehensive national power, which could lead to another conflict, as
the U.S. and her allies are forced to deter and defend across multiple theaters. In the
Indo-Pacific region, the current commitment of forces to other regions could lead to
miscalculation by Xi Jinping and Kim Jong Un, as they look for the right opportunity to
achieve their clearly intended goals of conquest and subjugation of their ethnically-kin
democratic populations in the democratic Republic of China (Taiwan) and the Republic
of Korea (ROK). It is imperative that we progress our capabilities to maintain information
advantage in the next crisis, as our adversaries continue to plan and prepare to deny such
advantage to the U.S. and her Allies and Partners.
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The purpose of achieving information advantage is to gain a decision-making
advantage over the adversary, to be able to take decisive action, and to hold onto the
offensive in order to be able to dictate the operational terms to an opponent. In crisis and
conflict, this advantage will result in cascading effects for the side that cannot anticipate
and counter the moves of the adversary. As the Communist People’s Republic of China
(PRC) is officially the pacing threat for the U.S. military, it is critical for us to understand
how the U.S. might contest for information advantage during the crisis phase preceding
a major conflict against that specific threat(Cameron Carlson, et al, 2024).
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The most significant military threat posed by the PRC is the military invasion of
Taiwan. The probability of this invasion has increased dramatically over the last ten
years, and many U.S. military leaders have expressed concern that the People’s Liberation
Army’s (PLA) invasion of Taiwan is imminent, and might prove inevitable if the wars in
Europe and the Middle East continue and possibly expand to a wider conflict, inviting
adventurism from America’s adversaries. The Commission on the National Defense
Strategy (NDS), in its final report delivered to Congress on July 29, 2024, found that the
U.S. was not prepared to meet the security threats facing the U.S., and that the 2022 NDS
force construct did not “sufficiently account for global competition or the very real threat
of simultaneous conflict in more than one theater” based on the increasing political and
military cooperation of America’s peer or near-peer adversaries, that pose real threats to
the U.S. system of alliances and partnerships(Chris Gordon, 2024; Jane Harman, et al,
2024). The commissioners proposed a “multiple theater force construct” that is more

reflective of our posture during the Cold War against the Soviet Union, which required a
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force-sizing strategy to fight a world war on a global scale( Troxell, 1997).
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Xi Jinping and Vladimir Putin believe their nations are already actively engaged in
conflicts with the United States(GEN Gary M. Brito, 2024). The Chinese Communist
Party, the government of Communist China, declared a People’s War against the U.S. in
2019(Bloomberg News, 2019), while the Russian Foreign Ministry claimed this year that
the U.S. is already at war with Russia(Times of India, 2024). Kim Jon Un, General
Secretary of the Workers' Party of North Korea and Chairman of the Central Military
Commission of the Workers' Party of North Korea has ended all efforts at reconciliation
with the democratic ROK, declared it to be his nation’s “principal enemy,” and stated that
he “has no intention of avoiding war”(Lee Jeong-Ho, 2024) . Kim had previously declared
that reunification with South Korea is no longer a policy goal nor is it possible to
achieve(Dan Leaf, 2024).  Kim also threatened to "thoroughly annihilate™ the United
States and South Korea if provoked(CBS News, 2024). In 2024, Kim has provided
artillery rounds, ballistic missiles, and anti-tank rockets to Russia, and recently provided
1,500 of his special forces troops to Russia for training at local military bases, with a
likely deployment to the western front to carry out combat operations against
Ukraine(Nick Koutsobinas, Katherine Donlevy, 2024). The U.S. and Communist North
Korea are still technically in a “state of war” following the armistice to stop fighting on
July 27, 1953(United States Department of State, Bureau of Arms Control, 1953). Iran,

which has no diplomatic relations with the U.S., has killed over 1,000 Americans via its
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proxy wars, since the 1979 revolution(Richard Kemp, et al, 2015). More recently, the
Office of the Director reported that “Iran has enabled scores of militia rocket, missile, and
UAYV attacks against U.S. forces in Iraq and Syria”(ODNI, 2024). Iran’s ‘Supreme
Leader’ Ayatollah Ali Khamenei has explained that the ‘Death To America’ chants from
its people and government are “not just a slogan, it is a policy”’(Channel 1, Iran, 2023).
Russian President Vladimir Putin and Iranian President Masoud Pezeshkian announced
closer ties during a meeting on October 11, 2024, which Putin said will help to establish
“new world order”’(Deirdre Bardolf, 2023). Iranian relations with the PRC have already
benefited Iran by undermining the efficacy of U.S. sanctions against it, helping Iran to
become the dominant power in the Middle East(Reuel Marc Gerecht and Ray Takeyh,
2024). In the event of a conflict over Taiwan, Iran might decide to create additional
problems for the U.S. to aid the Communist Chinese. GEN, Ret, Jack Keane commented
that Russia, China, Iran and North Korea are all ‘collaborating and cooperating together
[to oppose] a mutual enemy — the United States and like-minded democracies”(Fox News,
2024).
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Period Of Concern for The Indo-Pacific

Xi Jinping, General Secretary of the Chinese Communist Party (CCP) and
Chairman of the Central Military Commission (CMC) is believed to have set a deadline
of 2027 for the PLA to be ready to undertake the invasion(Michael Martina and David
Brunnstrom, 2023). At a summit with President Biden in Woodside California on
November 15, 2023, Xi warned the U.S. President during that Beijing will ‘reunify’
Taiwan with China(Kristen Welker, et al, 2023). Xi’ has made the issue of annexing
Taiwan a national priority stating in his New Year’s address on December 31, 2023, that
“’reunification’ with Taiwan is inevitable”’(Reuters, 2023). Since 1937, the CCP’s
policy has been to “liberate Taiwan,” which was at that time under Japanese occupation
(Xinhau, 2022). This phrase was still applied after the Nationalists retreated to Taiwan to
maintain the internationally-recognized government of the Republic of China(Jade Guan,
2022; Simona A. Grano & Helena Y.W. Wu, 2021). The CCP  previously announced in
January 2019 that the PRC would not rule out the use of military force and would use “all
necessary measures” to achieve this so-called ‘liberation’(Xinhau, 2022). Finally, Xi
made clear that he believes he has the necessary forces and capabilities to accomplish it
when he stated “reunification cannot be stopped by any force, or anyone”(Matt Pottinger,

2024).
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A review of the forecasts made by senior U.S. and ally/partner military leaders on
the timing of a PLA invasion will provide us with a sense of how proximate this war is
now. In 2021, U.S. Army General Paul E. Funk I, Commanding General of the U.S.
Army’s Training and Doctrine Command (TRADOC), assessed that Communist China
and Russia would pose a significant challenge to the U.S. and her Allies in the 2025-2028
time frame(LTG Paul Funk, 2021). In the case of Russia, the threat to America’s allies in
Europe materialized two years early, as the Russo-Ukrainian War expanded dramatically
on 24 February 2022, and is almost certain to continue well into 2025. Taiwan’s
Defense Minister Chiu Kuo-cheng assessed in 2021 that the PRC would be able to mount
a full-scale invasion by 2025(The Guardian). Former Chairman of the U.S. Joint Chiefs
of Staff (CJCS) GEN Mark Milley in his testimony to Senate Appropriations Committee
stated that Communist China was working to ensure it had the capability to take Taiwan
by military force by 2027(Sam Lagrone, 2021). Former Commander of U.S. Indo-Pacific
Command (INDOPACOM), ADM, USN, Ret. Phil Davidson, stated in testimony to
Congress in June 2021 that Communist China could try to take control of Taiwan in ‘the
next six years, which would run through 2027(Mallory Shelbourne, 2021), a position
reinforced by ADM John Aquilino who succeeded ADM Davidson in command and who
assessed that the PLA would be fully ready to invade by 2027(Michael Katz, 2024). On
the question of whether or not Communist China would resort to a military option. RADM
Michael Studeman, former Intelligence Director of INDOPACOM commented “It’s only
a matter of time, not a matter of ‘if”” (Bill Gertz, 2021). Regarding the “when” question,
GEN, Ret. Jack Keane opined that “...the clock may be moving closer to aggressive
military action against Taiwan, as opposed to being later”’(Fox News 2022), an opinion
shared by Secretary of State, Antony Blinken, who said that Communist China wanted to

take-over Taiwan on a “much faster timeline” than the U.S. leadership had expected(Noah
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Robertson, 2024). Finally, U.S. Air Force Lt. Gen. Mike Minihan, former Director of
Operations J3, Chief of Staff, and Deputy Commander of INDOPACOM, predicted that
the U.S. may find itself at war with Communist China as early as 2025(Air and Space
Forces Magazine, 2023). With these forecasts from very experienced senior U.S. military
leaders, there is concern that the U.S. is running out of time to take the necessary actions
and make the required investments to ensure that we can maintain an information
advantage at the opening of a conflict with Communist China(Tom Rogan, 2024).
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PRC Preparations for, and Actions During The Crisis Phase

U.S. President Joe Biden has stated publicly to the press on four occasions that
the U.S. has a commitment to come to the defense of Taiwan if Communist China were
to attempt an invasion(NBC News, 2022). Accordingly, Communist China is preparing
to achieve information advantage in the crisis phase, to introduce friction into U.S.
decision-making with the aim of slowing down the U.S. commitment of military forces
into the theater. U.S. Marine Corps’ Information Operations Doctrine explains that the
U.S. should expect adversaries to use their “technologies to destroy their enemy’s ability
to function, or to make decisions”’(Marine Corps Doctrinal Publication 8 ). In the case
of a war over Taiwan, the U.S. should also expect the CCP to use all possible methods to
disrupt U.S. Strategic level decision-making on how to respond to Communist Chinese
military aggression. Their goal would be to achieve information advantage, particularly
decision advantage, over the next U.S. President taking office in the period of danger that
starts in 2025. The most significant decision to be made, War or no War, is one that is
mainly political in nature, as it is to be made by politicians in the political process. This
fact creates opportunities for hostile influence operations aimed at the political process
and its decision-making. The U.S. and her allies are in a period of peacetime competition,
and the effort to generate friction in the U.S. command, control, communications and
computer networks on-demand, and to introduce doubt into the U.S. decision-making
process is already underway via Communist China’s peacetime influence operations,
cyber warfare, and network warfare, which would all shift to more aggressive forms in
the crisis phase. The most immediate threat against the U.S. mainland population and
her critical infrastructure is the information operations and cyber warfare threat posed by
the PRC.
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Communist China’s shift from peacetime influence operations in competition to the
crisis phase would build on the currently successful implementation of elements of PRC’s
“Unrestricted Warfare” (UW), published by the PLA in February 1999 by PLA Colonels
Qiao Liang and Wang Xiangsui(Qiao Liang and Wang Xiangsui, 1999). The ten elements
of UW are: 1) Trade warfare; 2) Financial warfare; 3) Psychological warfare; 4)
Smuggling warfare; 5) Drug Smuggling warfare; 6) Network warfare; 7) Resources
warfare; 8) Economic Aid warfare; 9) International law warfare (a.k.a. “Lawfare”), and;
10) Cultural warfare(Qiao Liang and Wang Xiangsui, 1999). Most of these ‘warfares’ are
already being carried out against the U.S. and her allies, with the aim of achieving
favorable conditions for victory in the event of military conflict. ~ Of note, the fifth, Drug
Smuggling warfare, is having lethal results on the American citizenry, with over 200
Americans dying daily, and more than 75,000 Americans dying each year from overdoses
of fentanyl manufactured in and shipped from Communist China(The Select Committee
on the Strategic Competition Between the United States and the Chinese Communist
Party, 2024). Communist China’s Network Warfare and Lawfare against the U.S. and
her Allies and partners are well known, and are making media headlines
continually(FORUM Staff, 2024; Jordan Foley, 2024).
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While Unrestricted Warfare is not claimed as an official doctrine by the PLA, three
of these warfare approaches were adopted in the PLA’s “Three Warfares Strategy,”
namely Psychological warfare, Legal warfare, and the War of Public Opinion which is
connected with cultural infiltration and media propaganda.  The overall objective of
the Three Warfares Strategy is “to control the narrative and influence perceptions in ways
that advance China’s objectives while thwarting its competitors’ ability to
respond”(Marine Corps Doctrinal Publication 8, 2022). PLA Unrestricted Warfare
provides a theory of warfare and methods that span peacetime competition into high-end
kinetic warfighting.  Unrestricted Warfare also provides an additional venue for
achieving decision advantage by creating multiple dilemmas affecting forward deployed
and deploying forces, as well as the domestic populations of the U.S. and her allies and
partners.  Unrestricted Warfare creates the possibility of warfare with critical
infrastructure attacks that cause few casualties, and can be seen on the whole as a non-
lethal pre-emptive action that accompanies the application of military power against one
of America's allies and partners. The purpose of all of these UW attacks would be to
disrupt the speed of U.S. responses(Ross Baggage, 2023). The Network warfare
component of UW, is the peacetime application of the PLA warfighting doctrine of
“System Destruction Warfare,” which describes the PLA’s abilities and concepts of
operations to conduct “systems destruction attacks” to take down information systems,
and networks(Jeffrey Engstrom, 2018). Chinese military writings suggest that the PLA
seeks “to reconnoiter a potential adversary’s computer systems in peacetime, influence
opponent decision-makers by threatening those same systems in times of crisis, and
disrupt or destroy information networks and systems by cyber and electronic warfare
(EW) means in the event of conflict”(Heritage Foundation, 2024).
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Dr. Ross Babbage, an expert on Chinese and Russian political warfare campaigns,
explains that in a conflict with the PRC, the U.S. should expect a major disruption of
military and government command and control (C2) networks, public communications
networks, financial and banking networks, local and state government networks, power
and water distribution networks, wastewater treatment plants, and the list goes on(Ross
Babbage, 2023). The PLA understands the connectivity of military forces networks to
“local and national governments, infrastructure, and institutions” and “[t]hose networks
are therefore essential targets for the PLA and the broader Chinese network warfare
community” (Dean Cheng, 2022). The PRC has built peer- or near-peer-level capabilities
in space and cyberspace, which it would likely use to try to deter and prevent the United
States from engaging in a conflict by disrupting U.S. critical infrastructure, including
computer networks, satellites, and other enabling functions(Harman, et al, 2024). The
TRADOC G2 reports that “China, Russia, and other adversaries are investing heavily in
hybrid and irregular capabilities, such as information and cyber operations, to attack soft
targets and systems within the territory of the United States and its allies”(GEN Gary M.
Brito, 2024). Increasingly, the PLA considers cyber capabilities a critical component in
its overall integrated strategic deterrence posture, alongside space and nuclear deterrence.

PLA studies discuss using warning or demonstration strikes—strikes against select
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military, political, and economic targets with clear “awing effects”—as part of
deterrence(Office of the Secretary of Defense, 2023).
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America’s many adversaries are also seeking information advantage by conducting
influence operations during competition to condition target audiences to be more
responsive to their policies. A purpose of such efforts is to achieve disunity in the U.S.
population that could be exploited in the opening stages of awar. The U.S. and her allies
and partners are the targets of influence campaigns designed to divide the domestic
populace to make it difficult to rally the nation in a crisis. The technique of exploiting
fissures among adversary populations has been demonstrated over many election cycles
in the United States, Taiwan, and other nations(Global News, 2024; Courtney Kube and
Carol E. Lee, 2024; Nicole Wells, 2024; Newsmax, 2024), and could also be employed
to generate disunity in the decision to employ military forces. These efforts are the
'softening up' of the resolve, amity, and resilience of the adversary population, with the
aim of making nigh impossible for the U.S. population to unite rapidly, as it did at the
outset of both World Wars and the Global War on Terror. Xi Jinping, the General
Secretary of the Chinese Communist Party (CCP) and Chairman of the Central Military

Commission (CMC), considers America's weakness to be the fragility of consensus of the
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U.S. domestic population at the opening of a conflict(Ross Babbage, 2023). The Office
of the Director of National Intelligence assesses that Communist China increasingly seeks
to “exploit perceived U.S. societal divisions” as part of its peacetime competition
influence shaping operations(Office of the Director of National Intelligence, 2023). As
our adversaries’ main goals are to keep the U.S. out of regional conflicts to maintain
freedom of action and maneuver, they will invest heavily in inform and influence actions
during peacetime competition to drive public opinion to a state favorable to the adversary
at the opening of conflict.
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In the competition phase, Three Warfares coupled with Chinese Communist Party
United Front Work operating in the U.S. and in the homelands of her allies and partners
would be busy fomenting dissension and opposition against government policies
supporting the Taiwan military and the defense of Taiwan. The PLA understands that
success in the cognitive domain in crisis relies on advantages created during peacetime
competition in the homelands of adversaries, and the minds of their populations(Edmund
Burk, et al. 2020). To consider how that might manifest itself, one need only look at recent
demonstrations and riots carried out by college students in U.S. cities and college
campuses that quite simply reinforce Hamas and Hezbollah propaganda, and which are

enabled by financial support and encouragement from both the government of Iran, and
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their aligned U.S.-based organizations(Shia Kapos, 2024; David Klepper, 2024). These
protests and riots are being compared to the protests against U.S. policy on the war against
communism in Vietnam, as both are credited with having some influence over U.S.
domestic opinion on the issue of military support to a U.S. ally, with the aim of pressuring
U.S. political leaders to stop providing such support(Andrea Shalal and Bianca Flowers,
2024). Israel was designated as a major non-NATO ally by the U.S. under President
Ronald Reagan during the Cold War in 1987.  This status did not appear to afford it any
protection in the current U.S. domestic political environment. Taiwan is in this same
alliance category, as the U.S. Congress required that Taiwan be treated as though it were
designated a major non-NATO ally when it enacted the Foreign Relations Authorization
Act for FY 2003 on September 30, 2002(Public Law 107-228, 2002). The U.S. should
expect similar efforts from the United Front Work apparatus in the U.S. during the crisis
phase to generate domestic political opposition to standing by our declared allies and
partners as part of their efforts to achieve information superiority, an important doctrinal
concept for the PLA.
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In both competition and crisis, it should be expected that Communist China would
benefit from its increasing cooperation with Russia, North Korea and Iran. The various
bilateral military security and cooperation agreements made among these countries create
a system of overlapping alliances, and are eerily similar to the pacts signed among the
nations of the Triple Entente and Central Powers, leading up to the First World War, and
perhaps also the Molotov-Ribbentrop Pact between Germany and Soviet Russia, which
included secret protocols for the division of Poland. The 1961 treaty between the
communist nations of China and North Korea, which stipulates that China is obliged to
intervene against unprovoked aggression, was renewed on the 60" anniversary of its
signing on July 2021 for another twenty years(Khang Vu, 2021). Communist China
signed a 25-year “strategic agreement” with Iran in 2021(The Economist, 2023). Russia
and Iran announced a new type of bilateral military relationship on January 24, 2024,
which was preceded by several arms shipments from Iran to Russia to support its war in
Ukraine(Emil Avdaliani, 2024). Communist China and Russia established a “no limits”
partnership in February 2022, and re-committed to that partnership May 16, 2024,
marking the 75" year anniversary of formal China-Russia diplomatic relations(Anushka
Saxena, 2024), Russia and North Korea signed a mutual defense commitment on June 19,
2024, that provides mutual security guarantees and military-technical cooperation(Kelsey
Davenport, 2024).
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These agreements appear to support the coordination of peacetime competition
influence operations, as the overlapping relationships are reflected in bilateral agreements
on economic cooperation and assistance, the provision of combat systems and
technology, facilitating the evasion of international sanctions, as well as mutually
reinforcing foreign policy and strategic messaging in opposition to the U.S. and the
West(Bruce W. Bennett, 2023; Andrea Kendall-Taylor and Richard Fontaine, 2024; Tom
O’Connor, 2021; The Center for National Interest, 2024; Bruce Klinger, 2024). Iran, the
newest member of this group, is presently conducting a cyber-enabled influence
campaign targeting the U.S. regarding U.S. policy on its proxy war against Israel carried
out by the Hamas and Hezbollah terrorist organizations(Daniella Jiménez, 2024). The
Iranians are actively conducting these influence operations to shape U.S. public opinion
in their favor. In the event of a military crisis over Taiwan, Iran could decide to help its
like-minded autocratic partner, Communist China, to reinforce PLA influence operations
against the U.S.
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Information Advantage in the Crisis Phase through Resilient Networks and Systems

In the crisis phase, the worst case scenario would be if the military cooperation
outlined in the preceding paragraph resulted in a combined cyber and non-kinetic attacks
against the U.S. and her allies.  In his 2021 article published by War on the Rocks, Chris
Dougherty explains that information systems have become the single biggest
vulnerability in any conflict with Communist China or Russia, as both adversaries have
been developing strategies and capabilities to quickly achieve their operational objectives

by attacking U.S. Information systems(Chris Dougherty, 2021). The Chinese Communist
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PLA believes that the dominant mode of warfare is “the confrontation between
information-based systems-of-systems”(Edmund Burke, et al, 2020). This is carried out
through network warfare, degrading/destroying the adversary’s networks to achieve
“network warfare superiority” (Edmund Burke, et al, 2020). John Costello and Joe
McReynolds of the U.S. National Defense University explain that the PLA’s Strategic
Support Force (SSF) will employ both “psychological warfare and electronic warfare in
the pre-crisis period to raise the political and military risks associated with
aggression”(John Costello and Joe McReynolds, 2019). In any case, the U.S. should
expect such attacks from the PRC, reflecting the PLA’s “system destruction warfare” with
a focus on destroying, degrading, disabling, or paralyzing our many networks, both
military and civilian, that enable the country to function. Increasingly, the PLA
considers cyber capabilities a critical component in its overall integrated strategic
deterrence posture, alongside space and nuclear deterrence. In a decision-superiority
attack under the system destruction warfare approach, the U.S. should also expect the
prompt employment of two of the UW methods, namely financial warfare combined with
network warfare, which could achieve crippling effects against U.S. financial, networks
to include everyday use of banking and credit services. The goal from such attacks
would be to create panic and anxiety in the U.S. civilian population resulting from loss of
access to funds. Restoring banking and credit services following attacks will be a
significant challenge, according Lea Cure, Cyber Threat Intelligence Manager for
Citizens Bank, who summed up the magnitude of the challenge thusly: “The
technologies we use and the technologies we use to move money are critical. If those go
down, what will we do?”(Sam Langrock, 2024) Compounding this would be the
simultaneous attacks on communications, distribution systems networks (including
power, water, sewage, oil, gas, electricity) that would create multiple dilemmas for the
U.S. as it responds to the military threat. Considering how its adversaries are employing
network warfare during peacetime competition, the U.S. can expect that they have
planned how to transition to crisis, and leverage their penetration into U.S. networks to
go on the offense to achieve the highest possible levels of disruption effects against the

networks needed for society to function, and potentially create multiple and metastasizing
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challenges that will compete for resources and attention. The U.S. Army assesses that
the PLA will conduct “cognitive domain operations to gain dominance in the information
and human dimensions to have outsized impact on both public opinion and military
morale.”(GEN Gary M. Brito, 2024)
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Communist China, Russia, Iran, and North Korea have all steadily established
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footholds inside our domestic critical networks so as to be in a position to conduct attacks
in the crisis phase. The U.S. Army points out that these include “hardened government
systems, private industry, and social media to ... disrupt our critical functions, and delay
our ability to project force.” (GEN Gary M. Brito, 2024) In his remarks at the TechNet
Cyber Conference in June 2024, General Timothy Haugh, Commander of U.S. Cyber
Command and Director of the National Security Agency, explained that Communist
China’s current efforts to “gain critical infrastructure footholds and disrupt supply chains
pose significant risks to the Department of Defense’s (DoD’s) ability to defend the
nation.”(Carley Welch, 2024) Speaking at the same event, Lt Gen Robert Skinner,
Director of the U.S. Defense Information Systems Agency reinforced those remarks
saying that Communist China is ““...focused on disrupting our critical infrastructure [and]
targeting our critical infrastructure.” (Carley Welch, 2024)
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What is the level of penetration of U.S. infrastructure networks that we are facing?

The Hon. Christopher Wray, Director of the Federal Bureau of Investigation (FBI),
reported to Congress in January 2024 that Communist China "... made it clear that it
considers every sector that makes our society run as fair game in its bid to dominate on
the world stage, and that its plan is to land low blows against civilian infrastructure to try
to induce panic and break America’s will to resist."( FBI News, 2024) Mr. Wray also
later reported to Congress in April 2024 that the Communist Chinese government had
gained illicit access to networks within America’s “critical telecommunications, energy,

water, and other infrastructure sectors.”(Didi Tang, and Eric Tucker, 2024) The Chinese
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Communist Party’s domestic laws impose information sharing requirements on PRC-
based companies to share information on their contracts abroad with Ministry of State
Security, and so as PRC companies continue to capture much of the worldwide market
for setting up and maintaining 5G networks, the PRC “will challenge the security and

resiliency of other countries’ networks.”(Yasmin Tadjdeh, 2021)

BATH RIS BERE AR AR 2 B ?

5= B S 3 A =y (FBI) £ o EL 67 -85 (Christopher Wray) 72202451 H (71 B
%&%TE& e TR » (SRR G E TR T R AR R RS
FECR EE T HY H A S A AR ] B8 (R A AR 25 [ 3878k e > B SE AT
EEE - B -E 2024 F4 H R A G - PHBUFEIRER ASEE
"BASERVERLS ~ ARIR - KA R AR S P I AEAE o R IRAYBPRAREDK
£ SR [ B o e B AL HBS NS RV EER - NI - B E Bl (SRS (S H R E
EERSCHRE RS LEE TS - Tk T RIHRE EA B SR 44k Hy 2 VERIRIE | -

In her testimony before Congress in January 2024, Ms. Jen Easterly, the Director
of the Department of Homeland Security’s Cybersecurity and Infrastructure Security
Agency, listed the targets of such an attack as including disruption of energy pipelines
(natural gas, petroleum), telecommunications, water systems, transportation nodes,
“...all to ensure that they can incite societal panic and chaos” and in so doing deny or
disrupt the ability for the U.S. government to mount an organized and adequate
response( Didi Tang, and Eric Tucker, 2024). The chaos and panic will be felt at the local
city level, “especially those cities and municipalities that share infrastructure with nearby
Army bases.”(LTG Susan S. Lawrence, 2024) Writing on the threat of network attacks,
George Seffers observed that “current frameworks are inadequate to meet the growing
threat to urban communities.”(George 1. Seffers, 2024) Recalling recent events, we have
seen many examples of such disruption attacks, in the U.S. and across the globe.
Looking at cyber attacks as one example, the “Volt Typhoon” hacks carried out by
Communist China that targeted U.S. critical infrastructure, disrupting communications,
education, utilities and government sectors in Guam and elsewhere. ““Attacks [like the

Volt Typhoon incidents] on critical infrastructure — food and water delivery, health care
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services, defense contracting, and more — could jeopardize U.S. military response across
the world as well as a sense of stateside calm.”(Colin Demarest, 2024) Another recent
example is the unintentional shutdown of computer networks across the globe known as
the “Crowdstrike incident” on July 19, 2024. The effects of that botched software
update provide a great example of the chaos and panic that results from the shut-down of
computer networks across government and industry systems. Disruption of computer
access impacted airlines and airports, banks, hotels, hospitals, manufacturing, stock
markets, broadcasting, gas stations, retail stores, and governmental services, such
as emergency services. Microsoft estimated that Microsoft reported that an estimated 8.5
million Windows devices had been impacted by the outage(CI10 staff, 2024). The incident
was labelled largest outage in the history of information technology(Dan Milmo, et al,
2024).
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Cyber Ransom Attacks at a National Scale?

It is conceivable that Communist China could essentially conduct a national level
“ransom-ware” attack against the U.S. in the crisis phase leading up to a major theater
war. This would be accomplished by employing non-kinetic means to so disrupt our
networks that the basic government and commercial functions fail, while also holding out
the possibility of the CCP limiting the duration, or even reversing those effects if the U.S.
acquiesces to Communist Chinese demands(Ariel E. Levite and June Lee; U.S. Army
War College, 2023). The ransom that would be demanded by Communist China in this
scenario would be for the U.S. to abandon Taiwan and not come to its defense. The
Chinese Communists could largely refrain from using kinetic lethal operations that would
inflict casualties in this phase, so that the U.S. would not experience deaths of its service
members and civilians that would demand war in self-defense. The PRC would thereby
avoid repeating the historical precedents where kinetic actions resulted in the U.S.
declaring war on the attacker, including the sinking of the USS Maine in the Havana
Harbor on February 15, 1898 (resulting in the U.S. Congress declaring War on the Empire
of Spain)( See William C. Kashatus, 2018), the Imperial Japanese Navy attack on Pearl
Harbor on December 7, 1941 (resulting in the U.S. Congress declaring War on the Empire
of Japan), and the Islamic Terrorist attack on the World Trade Center on September 11,
2001 (launching the Global War on Terror as declared by President George W. Bush).
Recent ransomware attacks in the U.S. against infrastructure have been carried out for
financial ransoms, but they point out our vulnerabilities to the networks the PLA are likely
to attack. The U.S. FBI reported an increase in such attacks against public
infrastructure networks for the year 2023. More than 20% of the ransomware attacks in
2023 were against organizations in a critical infrastructure sector (1,193 out of 2,825
ransomware attacks)(Matt Kapko, 2024). The effected critical infra-structure sectors
attacked included (in order of most attacks to least): 1) Public Health/Healthcare, 2)
Critical Manufacturing, 3) Government Facilities, 4) Information Technology, 5)
Financial Services, 6) Commercial Facilities, 7) Food and Agriculture, 8) Transportation,
9) Communications, 10) Energy, and; 11) Chemical production. (Matt Kapko, 2024;
Statista, 2024)
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These networks, essential to daily living, are likely to be targeted in the crisis
phase, as they are already being targeted now by state and non-state actors. Recent
reports published by the U.S. government demonstrate that the threats to U.S. critical
infrastructure described above are worsening. Security Magazine reported in January of
2024 that the U.S. had suffered 420 million cyber attacks carried out by 168 threat actors
in 2023, at a rate of 13 attacks per-second, and representing an increase of 30% over the
previous year. (Security Staff, 2024 ) Regarding healthcare and hospitals, the July 2024
indictment of a member of the Communist North Korean Military’s Reconnaissance
General Bureau by the U.S. FBI for ransomware cyberattacks against U.S. hospitals and
healthcare providers carried out in 2022 demonstrated the threat posed by our
adversaries(Associated Press, 2024). Such attacks disrupt the treatment of patients,

especially if patient records are altered or locked by ransomware. In this case, the North
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Korean hackers used their ill-gotten ransom money to fund theft of sensitive information
from defense and government agencies and technology organizations worldwide(Public
Affairs, 2024).
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Tele-Communications Networks

In the case of a major conflict with either our pacing challenger the PRC, or the
acute challenger Russia, the U.S. should expect attacks against our international
communications networks to include attacks on space-based communications and
undersea cables. The ODNI reported in 2024, that “[c]ounterspace operations will be
integral to potential PLA military campaigns, and China has counterspace-weapons
capabilities intended to target U.S. and allied satellites,” while Russia will work to
improve its already significant counterspace capabilities while it rebuilds its ground
forces(Office of the Director of National Intelligence, 2024; Jane Harman, et al, 2024).
Both China and Russia could hold U.S. space assets at risk, upon which are necessary
both the daily lives of the citizenry, and which are essential for military
capabilities(Office of the Director of National Intelligence, 2024; Jane Harman, et al,
2024). John F. Plumb, in his testimony to House Armed Services Strategic Forces
subcommittee hearing on national security space activities on April 6, 2023, reported that
“China has already fielded ground-based counterspace weapons and it continues to seek

new methods to hold U.S. satellites at risk.”(David Vergun, 2023) A recent example of
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counterspace attacks is the Russian use of cyber-attacks at the resumption of fighting
against Ukraine in January 2022, ahead of and during the invasion. In this case, the
attacks were carried out against commercial satellite communications networks to achieve
information advantage by disrupting Ukrainian command and control during the
transition from crisis into conflict(Antony J. Blinken, 2022). These attacks, launched one
hour before the invasion into Ukraine, disabled very small aperture terminals (VSAT) in
Ukraine and across Europe, disrupting internet and energy networks impacting the daily
lives of citizens(Foreign, Commonwealth & Development Office and The Rt Hon
Elizabeth Truss, 2022). The Russian attack on space capabilities reinforced Air Force
Secretary Frank Kendall’s arguments for a more resilient U.S. space-based infrastructure
and networks that would able to withstand such attacks(Courtney Albon, 2024; Linda

Kane).
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The Office of the Director of National Intelligence (ODNI) reported last year that
“Russia is particularly focused on improving its ability to target critical infrastructure,
including underwater cables and industrial control systems, in the United States as well
as in allied and partner countries, because compromising such infrastructure improves
and demonstrates its ability to damage infrastructure during a crisis.’(Office of the
Director of National Intelligence, 2023) In August 2024, the Center for International
Security Studies also identified the threat posed to undersea cables by Communist
China(Daniel Runde, et al, 2024). The Wall Street Journal reported that U.S. officials are
warning telecommunications companies that critical undersea cables connecting the U.S.
with the Indo-Pacific region are vulnerable to Communist Chinese repair ships(Dustin
Volz, et al, 2024). As the Communist Chinese Military, Coast Guard, and Peoples Armed
Force Maritime Militia continue to hone their grey zone warfare skills, it is not a stretch
that these forces could carry out such attacks simultaneously at scale. Such attacks on
infrastructure would be accompanied by cyber-attacks aimed at disrupting critical
communications infrastructure between the U.S. and Asia(Sam Barron, 2024).
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The February 2024 outage of AT&T networks resulted in more than 92 million
calls being disrupted for a 12-hour period, including more than 25,000 attempts to call
911 emergency services(David Shepardson, 2024). Although this was not an attack by
outsiders, but rather the result of an equipment configuration error, it is not a stretch to

conclude that such results could be achieved via disruption attacks by adversary state
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actors. It is worth noting that the PLA sees the Strategic Support Force as having “an
important role” in “protecting the country’s financial security and the security of people’s
daily lives,” indicating that the PLA would see financial networks, and other networks
needed for the functioning society, as capabilities the military would defend or
attack.”(John Colstello, and Joe McReynolds, 2019) Related to this is the threat of State,
and State-sponsored cyber actors hacking into the networks of Internet Service Providers
(ISP) for the purpose of spying on U.S. government and military personnel to collect
intelligence data and support preparations for precision targeting in the crisis
phase(Joseph Menn, 2024).
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Financial networks

Data breaches of individual U.S. citizens’ financial accounts put them at risk of
hacking by state actors for the purpose of depleting their accounts at will during the crisis
to create panic. The digitalization of most financial services has complicated the task of
protecting the personal and account data of users in the face of cyber attacks, with the
number of data compromise incidents involving financial institutions increasing by over
330 percent between 2019 and 2023(Ani Petrosyan, 2024). North Korea could also
“engage in economic warfare to steal massive amounts of money or undermine the
stability of the international financial system or worldwide markets” and “conduct
ransomware attacks on banks to gain money or to disable or destroy computer networks

as well as flood the SWIFT [financial messaging] system with fraudulent
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transactions.”(Heritage Foundation, 2024) In July, AT&T suffered a data breach that
disclosed the personal data of approximately 10 million AT&T customers, putting them
at risk for identify theft and fraud, as names, phone numbers, addresses, dates of birth,
passcodes and Social Security numbers were stolen(Jodi Pierce, 2024). While this attack
was attributed to cyber criminals, that does not mean that the PLA would not use the same
techniques to launch attacks against individual American citizens as part of a financial

network attack.
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Water and agriculture networks

Drinking and irrigation water distribution networks, and wastewater treatment
networks are also of great concern, with many reports in 2024 of America’s adversaries
conducting cyber attacks against these networks. Trevor Jockims, from NBC News
reported in June of 2024 on cyber attacks against water distribution systems and facilities
across several U.S. states, highlighting the potential damage to infrastructure, disruption
of the availability or flow of water, and possible chemical contamination of the public
drinking water supply(Trevor Laurence Jockims, 2024). Similar attacks have taken place
in Europe, as reported by Britain, Czech Republic, Ireland, Germany, and

Poland(Newsmax, 2023). EPA Deputy Administrator Janet McCabe listed Communist
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China, Russia and Iran as the countries that are "actively seeking the capability to disable
U.S. critical infrastructure, including water and wastewater.”"(CBS News, 2024) Indeed,
past attacks on America’s water distribution system and utilities have been carried out by
Iran and Russia, while the PRC appears for the most part to be focused on maintaining
access to strike at a large scale across all the networks it has compromised(Trevor

Jockims, 2024).
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“Iran-affiliated and pro-Russia cyber actors gained access to, and in some cases
have manipulated critical US industrial control systems (ICS) in the food and agriculture,
healthcare, and water and wastewater sectors in late 2023 and 2024. These attacks
highlight a potential public safety threat and an avenue for malicious cyber actors to cause
physical damage and deny critical services.”(Office of the Director of National
Intelligence, 2024) Attacks on public infrastructure and distribution networks have
become more routine. The U.S. Environmental Protection Agency issued a report which
revealed that many of the U.S. municipal water distribution systems have “alarming
cybersecurity vulnerabilities,” which are exemplified in recent attacks on a municipal
water filtration plant in Texas close to a U.S. Air Force Base. According to a report,
the U.S. Federal Government is not ready to react quickly to such events, especially if
conducted at scale, and drinking and wastewater systems large and small, urban and rural

are at risk(Sam Barro, 2024). EPA Deputy Administrator Janet McCabe listed
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Communist China, Russia and Iran as the countries that are "actively seeking the
capability to disable U.S. critical infrastructure, including water and wastewater.”"(CBS
News, 2024)
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Energy distribution networks

Regarding the energy networks as a target set, it is useful to recall the anxiety across
the U.S. that followed Russia’s ransomware cyberattack against the Colonial Pipeline on
May 27, 2021. That attack resulted in panic all across the eastern seaboard, captured in
headlines around the world featuring images of long lines of cars at gas stations with
American citizens uncertain of their ability to get fuel needed for getting to work and
school, and for daily living(Jen Easterly, 2023). According to the Office of the Secretary
of Defense, China is improving its cyberattack capabilities and already has the ability to
disrupt U.S. natural gas pipelines for days to weeks(Office of the Secretary of Defense,
2020). Communist China also poses a significant threat to the U.S. electric power
networks. Mr. Manny Cancel, Senior Vice President of the North American Electric
Reliability Corporation (NERC) explained that “[t]he current geopolitical situation has
significant ramifications for the North American [electric power] grid” as demonstrated
by the more than doubling of physical attacks or threats on grid infrastructure from 2021
to 2023, and an accompanying “dramatic increase in malicious cyber activity.”(Charlie

McCarthy, 2024)
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Transportation networks

An assessment from the ODNI in 2023 explains that Communist China “...almost
certainly is capable of launching cyberattacks that could disrupt critical infrastructure
services within the United States,” including the oil and gas pipelines needed for
automobiles and the trucking industry, and also rail systems(Office of the Director of
National Intelligence, 2023). Regarding the latter of these, the electromagnetic spectrum
(EMS) and cyber threat to rail systems could achieve a range of effects on rail systems,
ranging from disruptive effects on the use of computerized management systems to the
destruction of rail stock and deliberate train derailments during the crisis phase. A
recent example of a cyberattack for the purpose of disrupting the flow of military supplies
and munitions to the theater of operation is found in the thousands of cyberattacks
committed against the control systems of Poland and the Czech Republic railways by
Russian cyber actors since the start of the Russo-Ukrainian War to disrupt European rail

support to Ukraine(Alice Hancock, 2024).
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Denying EMS “to train communications, jamming the assigned frequency range

for positive train control (PTC) signals, and/or creating incorrect unauthenticated
messages are all major security threats to PTC communication.”(Office of Research,
Development and Technology, 2020) Cyberattacks on Centralized Traffic Control (CTC)
systems (to include “wayside and onboard signaling and messaging systems to deliver the
traffic commands to trains by traditional visual, audio or coded circuit signals), and
infrastructure for physical control and safety(such as rail switches, interlockings, rail
crossings barriers, movable bridges, and miscellaneous yard components) could also shut
down rail networks needed both for the functioning of civil society, but also for the
movement of forces to air and seaports of debarkation for flow into theater(Office of
Research, Development and Technology, 2020). Rail systems have proven to be uniquely
vulnerable to ransomware attacks with a history of the rail road companies paying high
ransoms, due to the high value of the freight that stalled in transit after control of the
system is hijacked(Dan Eness, 2023). The diverse nature of rail road systems networks,
to include supervisor control and data acquisition systems, rail control, and dedicated
information technologies for customer services, ticketing, onboard mobile applications,
and many more, provide multiple attack surfaces for cyber actors to exploit(Israel Baron,
2023). The U.S. Transportation Security Administration (TSA) has responded in
December 2022 by publishing a strategic directive establishing new cyberspace
requirements on operators to shore up defenses(Transportation Security Agency, 2022),
following a previous directive published in January 2022(Security Directive 1580-21-01,
2021).
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Logistics Networks

Not only do infrastructure attacks have an outsized impact on civilian and military
morale, but they can also negatively impact our ability to deploy forces. According to
Ms. Sherrod DeGrippo, Director of Threat Intelligence Strategy at Microsoft, indications
are strong that Communist China will conduct cyberattacks against the U.S. to prevent
and disrupt efforts to provide military assistance in defense of its allies(Sandy Fitzgerald,
2024). The U.S. Army Training and Doctrine Command assesses that our primary
adversaries have maintained “the capability to target logistics infrastructure in the United
States, which will impact deployment processes during a build-up to conflict” while also
pointing out that the crisis phase could be fleeting, or even non-existent, with a quick
transition from competition to conflict happening “immediately, leaving no crisis period

to begin force flow.”(GEN Gary M. Brito, 2024)
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Among the many infrastructure targets in the crosshairs of the PLA is the network
of commercial seaports that would support force flow into the Indo-Pacific Theater to
defend America’s allies and partners. In 2023, the Department of Transportation
Maritime Administration warned that U.S. seaports are vulnerable to cyberattacks due to
the multiple stakeholders involved in the operation of the port, with risks identified related
to facility access, terminal headquarters, operational technology systems such as
communication systems and cargo handling equipment, positioning, navigation, and
timing services(Lori Ann LaRocco, 2024). Exploiting these vulnerabilities would impact
vessel movements and the complex logistics systems at port facilities. U.S. intelligence
officials acknowledged the PRC cyber threat and its access to U.S. Pacific seaports and
other infrastructure that would “enable China to sow panic and disrupt America’s ability
to move troops, weaponry and supplies to Taiwan if armed conflict breaks out.”(Joseph
Menn, 2024)
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The Defense Industrial Base

The U.S. should also expect attacks against its Defense Industrial Base (DIB),
which has struggled to produce and deliver major combat and combat support systems in
a cost-effective and timely manner to the U.S. Military, and which now lacks the “ability
to procure at scale the goods and services it needs to fight a major war.”(John Ferrari &

Charles Rahr, 2023; Sean Durns, 2024) The Heritage Foundation has made the case that
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the current paradigm used to evaluate the health and productivity of our DIB, namely the
three variables of cost, schedule, and performance, are no longer sufficient, and a “fourth
factor—resilience—must be added to this paradigm.”(The Heritage Foundation, 2024) In
the event of conflict with Communist China, the U.S. Defense Industrial Base would need
to quickly shift to war-time requirements to be prepared for the unknown and worst-case
scenarios. The inter-connectedness of the U.S. DIB globally for components and

systems creates a vulnerability for Communist China to interdict in time of crisis.
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Conducting peacetime “Resources warfare” Communist China is 'quietly shutting
down' material US needs to make weapons, namely special materials and minerals after
the U.S. has become dependent on access to PRC markets(Fox News, 2024). In crisis, the
PRC would completely cut off access to the critical minerals needed to run the U.S.
economy and to build weapon systems(Michael E. O’Hanlon and Alejandra Rocha,
2024; Harman, et al, 2024). In peacetime, the PRC has near complete control over the
global production of rare earth metals, which are vital to the technologies associated with
modern communications, power generation and dissemination, military weapons, and
electric vehicles. In 2023, in retaliation to Washington’s ban on the sale of advanced
computer chips to China and restrictions on American investment in Chinese technology,
the PRC cut off sales of these rare earth metals to the U.S(Milton Ezrati, 2023). If the
U.S. DIB is not resilient, then it further complicates U.S. decision-making about entering
into a war with Communist China.  In the case of the Russo-Ukrainian War, the Russian

defense industry was initially slow to make the shift to wartime production, and failed to

HEEGREEET 2 26 fif 2025 197




Maintaining U.S. Information Advantage from Crisisinto Conflict
Dr. Arthur N. Tulak, COL, USA, Ret.

make this shift until the tide of battle had turned against Russian forces. Russian efforts
to ‘jump start’ the Russian DIB in earnest came ten months after the full invasion of
Ukraine commenced, but recovered enough capacity to provide Russian military forces
much needed resources and the ability to sustain the offensive. According to a research
paper published by the Chatham House, the Russian “military industry has displayed
latent resilience in its ability to deliver military equipment and hardware in the war against
Ukraine,”(Mathieu Boulégue, et al, 2024) and the U.S. must be prepared to do likewise
now in the face of likely attacks from the PLA and Ministry of State Services to hobble
it. Assessing the current state of the U.S. DIB, the DoD National Defense Strategy
Commission reported it  has a ”severely limited surge capacity marked by
underinvestment in idle capacity and modern infrastructure, equipment, and tooling” that
might see the U.S. facing many of the same obstacles Russia has encountered in its war
against Ukraine(Harman, et al, 2024). Other assessments of the U.S. DIB are more
critical, saying that the inadequacy, and atrophied state of the U.S. DIB could mean defeat
in a war against a great power(Tom Rogan, 2024; Sean Durns, 2024).
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PRC Concept of ‘War Control’

The PLA seeks to achieve “War Control” at the strategic
level at the opening of the crisis, a concept that the PLA describes
as controlling the pace, intensity, and escalation of a conflict vis-
a-vis its adversary(Edmund J. Burke, 2023). The PLA’s
2015 Science of Military Strategy explains that the objective of
Communist China’s “war control” strategy, “...is to prevent the
occurrence of war and, once war is inevitable... to control its
horizontal and vertical escalation and do the most to reduce the
negative consequences or to gain a major victory at minor
cost.”(David Santoro, 2023) The PLA’s 2020 Science of Military
Strategy explains that War Control is achieved via managing the
crisis phase in order to “control and guide” the developments of a

crisis “in a direction that is beneficial.” (David Santoro, 2023) The

The ultimate decision that
Communist China would seek
as a result of its disruptive
decision superiority attacks in
the Crisis Phase, would be that
of the U.S. deciding whether to
go to war following the PLA’s
opening gambit to invade and
subjugate the free and
democratic people of the
Republic of China on Taiwan.
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concept of “War Control” can be seen as the ultimate strategic level of information
advantage to be obtained in the crisis phase. The goal for the CCP would be to convince
U.S. leaders to choose not to fulfill the commitment made by President Joe Biden to
defend a major non-NATO ally, and instead, make a No War decision. The general
approach would be to conduct “decision superiority attacks” against the U.S. decision-
making process at all levels, to profoundly disrupt decision making during the crisis
phase. According to George Galdorisi, a major intent of cyberattacks against our
networks ““is to show — or completely stop — leaders in the country from making the
timely decisions needed to mount an effective defense against military assaults...[and]

manipulate individuals to make suboptimal decisions.”(George Galdorisi, 2024) PRC

attacks against U.S. networks provides the ability to accomplish this goal, by leveraging

the panic and chaos resulting from the shutdown of critical networks via influence
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operations to persuade Americans that “the cost of going to war over Taiwan are

outweighed by any prospective benefits.”(Tom Rogan, 2024)
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When Deterrence Fails: Information Advantage in Conflict

Retaining information advantage through the crisis phase is critical to regaining
the initiative and transitioning to offensive retaliatory action. In conflict, joint forces
must be able to attain temporary and local information advantage in decisive areas and
points in time where forces and effects are massed against enemy forces and capabilities.
As the U.S. and her allies and partners develop new task-focused units, formations, and
operations concepts designed disrupt adversary efforts to paralyze U.S., ally and partner
military responses, we need to maintain a focus on the collective adversary and maintain
information (and decision) advantage for both crisis and conflict. We also collectively
need to be able to take the first blow and recover quickly. This will require efforts to

harden the infrastructure over which military and government C2 networks
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function.  Accordingly, there are both offensive and defensive capabilities and actions
that should be implemented now, to acquire capabilities to counter adversary command,
control, computer, communication, cyber, intelligence, surveillance, and reconnaissance
(C5ISR) when the crisis erupts, along with the counter-coercion, counter malign
influence, and counter propaganda in peacetime competition to deny our adversaries’

efforts to achieve the desired effects.
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The hardening of our numerous U.S. networks that are vital to the normal functions
of society should be a priority, in order to deny our adversaries the “awing” effects they
seek to demoralize and fragment our society in the crisis phase.  Success in this task
will enable friendly forces to mobilize and deploy more quickly, and in a deliberate and
controlled manner.  Colin Kahl, the Under Secretary of Defense for Policy explained the
importance of resilience as a component of the U.S. National Defense Strategy by
highlighting the nature of the threat: “"The reason resilience is important is that our
adversaries have gone to school on the American way of war" and "[t]hey understand
the American reliance on various networks in cyber and space in the informational
domain, and they have spent hundreds of billions of dollars to try to hold those networks

at risk.” (Jim Garamone, 2022)
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Maintaining information advantage at the opening of the conflict will require
resilient and redundant C2 systems for military operations, as well as resilient civilian
infrastructure networks vital to the functioning of society. Our adversaries will go after
military and civilian targets to achieve non-kinetic effects and create multiple military

operational challenges in the theater of operations, while continuing their attacks in the

homeland to create multiple and cascading challenges for the civilian population.
Communist Chinese cyberattacks against the U.S. launched in the crisis phase would be
part of an early shaping campaign, seeking to seize the advantage( Marco J. Lyons,
2024). As crisis transitions to conflict, the PLA’s military science of campaigns
emphasizes the importance of achieving information superiority at the battlefield,
campaign, and strategic levels of war. The PLA conceives of “an information
offensive” that is “the application of a variety of information operation weapons in “soft”-
“hard” integrated assault activities conducted against the enemy’s information systems,
with the goal of damaging or disrupting friendly information systems, thus creating the
“the conditions for seizing information superiority.” (China Aerospace Studies Institute,
2006) The U.S. Army TRADOC G2 assesses that such attacks “can create outsized effects
at relatively low cost and effort and with less risk of escalation than traditional Kinetic
strikes.” (GEN Gary M. Brito, 2024)
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In the initial stages of a conflict, the PRC will seek to “create disruptive and
destructive effects—from denial-of-service attacks to physical disruptions of critical
infrastructure — to shape decision-making and disrupt military operations” by targeting
and exploiting perceived weaknesses of militarily superior adversaries that rely on
technology(Office of the Secretary of Defense, 2020). PLA doctrines emphasize that
operations will be undertaken to achieve information superiority before kinetic operations
begin which would include ramping up the information operations carried out in the crisis
phase. According to PLA operational concepts, ‘“non-kinetic activities, such as attacks
on adversary space or intelligence, surveillance, and reconnaissance (ISR) assets, may be
conducted to enable operations in the information domain, but major conventional attacks
may be withheld until commanders feel that they have established information superiority
and set conditions for rapid and decisive application of kinetic capabilities.” (Edmund J.
Burke, 2023) These activities would take place during a murky and then very abrupt
transition between the crisis and conflict phases.
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As the PLA transitions from crisis into conflict, its SSF will execute its wartime of

achieving “decision superiority,” which supports and coordinating information-related

capabilities to capitalize on kinetic strikes(Patrick Cunningham, 2023). Decision
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Superiority was defined in the year 2000 by RAND as “the ability to make better decisions
and to arrive at and implement them faster than an opponent can react.”(Dan Gonzales,
et al, 2000) More recently, Gen, USAF, Ret. Glen D. VanHerck, former commander of
U.S. Northern Command (USNORTHCOM) described decision superiority as “a
condition that follows from “the dissemination of data and information to the right leaders
at the right time from the tactical to the strategic level.”(Jim Garamone, 2023) ADM John
Aquilino, former Commander of INDOPACOM, described decision superiority for U.S.
forces as “the ability to blind, see and kill any adversary that decides to take us on”
enabled by technologies that degrade the enemy’s ability to see and understand the
battlefield with regard to friendly and enemy force disposition, while accelerating the
same for the friendly force and permitting them acquire, target and strike enemy
forces(Jennifer Griffin, 2023). This definition shares the same practical focus of the PLA
version focused on destroying enemy forces and systems.
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The PLA’s theory of victory in modern warfare also incorporates “system
destruction warfare “as the current method of modern war fighting that seeks to disrupt,
paralyze, or destroy the operational capability of the enemy’s operational
system.”(Jeffrey Engstrom, 2018) Operations designed and carried out under this
construct support decision superiority. Likewise, Russian “informational-technical

operations” also seek to manipulate or destroy information systems and networks( GEN
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Gary M. Brito, 2024). The Office of the Secretary of Defense’s annual report to the U.S.
Congress in 2020 explained that the PLA would coordinate the employment of space,
cyber, and electromagnetic warfare (EW) as strategic weapons to “paralyze the enemy’s
operational system of systems” and “sabotage the enemy’s war command system of
systems” early in a conflict(Office of the Secretary of Defense, 2020). The PLA’s SSF
would be ready to employ both kinetic and non-kinetic strikes as the crisis-phase gives
way to conflict. This would be consistent with PLA military writings emphasizing that
“...the employment of cyber and kinetic strikes can create a self-reinforcing cycle that
paralyzes an adversary at the outset of conflict.”’(John Costello and Joe McReynolds,
2019)
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To carry out supporting operations enabling decision superiority attacks, the PLA
will also employ the SSF’s Information operations group, whose purpose is to command
all information operations units within the operational system, specifically various
electronic and network warfare units.”(Jeffrey Engstrom, 2018) The PLA’s concept of
“campaign information warfare” refers to the comprehensive “operational activities on
the battlefield directed at the enemy’s information systems” for the purpose of “seizing
information superiority and thus forming strategic and campaign superiority in order to
create conditions for winning a decisive engagement(China Aerospace Studies Institute,
2006). The PLA will also ramp up psychological operations (PSYOP) initiated in the
crisis phase to erode the will of its opponents. The U.S. Army assesses that the ability

of adversaries to rapidly influence the information and human dimensions will further
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challenge the ability of U.S. joint forces to achieve information advantage in a large scale
combat operations(GEN Gary M. Brito, 2024).
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Quo tendimus - Where do we go from here?

As the preceding analysis makes clear, if the U.S. and her allies and partners seek
to remain in peacetime competition, then the integration of national deterrence strategies
must include demonstrating that we are capable of withstanding a concerted attack on our
infrastructure networks, which requires making them more durable and resilient.
According to the 2023 Joint Chiefs of Staff Joint Concept for Competing, deterrence by
denial can be achieved in multiple ways, starting with building national resilience to be
able to withstand actions the adversary may take(GEN Mark Milley, 2023). Taking steps
to counter and reverse adversary footholds in our critical infrastructure networks would
contribute to deterrence, but this will be a challenge. Our adversaries are entrenched in
our infrastructure networks. If not countered, this access provides them the ability to
create the chaos that could potentially sap the will to resist or retaliate in a crisis/conflict
in the face of a breakdown of modern society following network attacks. Accordingly,
if our deterrence efforts fail and a conflict breaks out in the Indo-Pacific Theater, we must
be ready to counter and blunt the effects of the adversaries’ disruptive effects, which
might initially be of a primarily non-kinetic nature, and which are intended to ultimately
confound, delay, and disrupt U.S. policy making and response actions.  Protecting
against these largely non-lethal attacks described in the previous sections, by hardening
and making more resilient the systems we expect our adversaries will target, can deny

them the information advantage they seek.
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The U.S. needs to improve dramatically the level of resilience of the various
networks that Communist China is likely to attack in a bid to keep America out of the war
it plans to wage on the Republic of China on Taiwan.  This is not a problem for the
U.S. military alone, and certainly not one that it can solve single-handedly. Knowing
what kinds of decision superiority attacks to expect in the crisis phase; countering CCP
malign influence, Three Warfares, United Front Work and other influence operations,
and; combatting CCP efforts to further penetrate our networks in preparation for Network
Attacks intended to create chaos and panic will enables the U.S. military to plan with a
clear appreciation of the problem to address these threats in peacetime competition.
Ultimately however, the decision to fight, War or No War, is not one for the U.S. military
to make. Demonstrable and credible improvements in the resilience of the U.S.
networks already in the target sights of Communist China as described in this paper will
contribute to overall deterrence. The PLA may lose confidence in its ability to exercise
“War Control” during the crisis phase if its “decision superiority attacks” fizzle out
against more resilient and well-defended networks. This paper also attempted to highlight
the importance of countering Communist Chinese efforts to improve their odds in crisis

via their peacetime “Unrestricted Warfare,” United Front Work, and influence operations
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aimed to polarize U.S. society to prevent unanimity and cohesion when the PLA
commences its invasion across the Taiwan Strait. For the “decision superiority attacks”
to create domestic political problems for the U.S. President, there must first be success in
peacetime influence operations against the U.S. citizenry. Improving our peacetime
competition strategic communications, both externally and domestically, and educating
American citizens on the threats faced is a first step to inoculate America from the malign
influence of Communist China in the homeland that creates the conditions necessary for
the transition from peacetime competition, to crisis and conflict.
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