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THE NEED FOR SPEED: Technological

Advances Require Agile Command Post
FIRAH R RE B R RIS FS I
RFpEERFT R ARARD

MAJ. (P) CHRIS PEGG, ILLINOIS ARMY NATIONAL GUARD
LT. COL. PHILIP SMITH

M g/ 0r - AR HE R R R

FEREr S S A
Thursday, May 25, 2023
2023 F£5 H 25 H

sEr MR
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The proliferation of drones, long-range artillery and precision missiles is
forcing the Army to evolve a key component of the battlefield—the command
post. The large, concentrated, tent-based command and control systems that
sprawled across the landscape in Iraq and Afghanistan are too easily
targeted and attacked using new technologies, rendering them vulnerable in
the future operating environment.

AHURTRSCROT S R DR » (s A% ~ AR K WA AE i B G Bl b2
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Today, commanders are dismantling the tent-based command post and
disaggregating it into more mobile—and therefore more survivable—nodes.
This achieves two goals. First, it makes command posts harder to detect, find
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and target. Second, it disperses command elements so the enemy cannot
eliminate them all with a single devastating strike.
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This change is supported by leaders in the field. Lt. Gen. Xavier Brunson, |
Corps commanding general, noted during an event in October at Joint Base
Lewis-McChord, Washington, that “this nodal concept allows us to be in the
contact layer, to be present and distributed in the theater, so that we remain
agile, resilient, survivable and scalable.”
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The success of an agile and mobile command and control concept in a
dispersed environment will rely on a staff’'s ability to confer, share data and
make decisions. This creates a greater dependence on network connectivity,
made more challenging by the Army’s current multiple and ephemeral hub-and-
spoke architectures across several networks. Hub-and-spoke architecture is
not conducive to a rapid-mobility fight in an island-hopping campaign or across
a continental land mass. Being anchored to spools of wire, fiber optics, multiple
heavy server stacks and trailer-mounted satellite terminals demands time and
personnel, which inhibit mobility of the command and control infrastructure.
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Reducing Physical Requirements

Cloud computing and data management can be employed to reduce these
physical network requirements and enhance survivability and mobility of
distributed command nodes. Hybrid cloud computing, which uses off-premises
resources in concert with geographically local computing, allows commanders
to balance resiliency in disconnected, intermittent and low-bandwidth
environments with the size, weight and power and cooling requirements of on-
premises server stacks collocated with the command and control nodes. This
hybrid approach can speed emplacement and displacement, decrease power
demands and reduce the need for dedicated stacked server platforms.
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Cloud computing also allows redistribution of staff positions in the close area,
reducing the command post footprint associated with the need for a workstation,
planning space and sustainment requirements for personnel and endpoint
systems. As defined in Army Doctrine Publication 3-0: Operations, the close
area is the portion of a commander's area of operations where most
subordinate maneuver forces conduct close combat. For example, in a
division’s area of operations, it is the area assigned to a brigade combat team.
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A prudent data management system utilizing a hybrid cloud approach can help
compensate for reduced staff in the close area and permit command
operations to occur at a global scale. This will enable the Army to deliver a
mobile and dispersed command post to the division, the Army’s unit of action
through the foreseeable future.
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Enacting a dispersed and mobile command post concept will not be a simple
matter of adopting new technology. It also will involve changes in how a
commander approaches the operations process and integrates novel solutions
to improve mobility and survivability in a distributed environment. As always, it
is the soldier who will implement the new command post concept and put the
Total Army on the path toward mission success.
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A soldier with the 35th Air Defense Artillery Brigade talks to higher
headquarters during an exercise in South Korea. (Credit: U.S. Army/Sqgt.
Josephus Tudtud)
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Global Access

The hybrid cloud approach opens new opportunities for configuration and
architecture needed at echelon. Units expected to remain in garrison potentially
no longer would need physical server stacks, lessening or eliminating the need
to configure and maintain them. Cloud computing architecture is still designed
as a hub-and-spoke model, but unlike the current server stack capability, the
cloud “hub” is accessible globally. Conceptually, only a singular entity is needed
for the echelon. The endpoints, or command post nodes, continue to be the
spokes, enabling the nodes to disperse farther than can be achieved using
current wired solutions. Cloud computing enables access to required data,
even in distributed operations.
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Units currently supporting rapidly changing operational mission sets are
utilizing and demonstrating how software designed for a cloud implementation
is benefiting the commander and their staff. In one case, a division tactical
command post dispersed, and before the tents, tables and chairs were set up,
the staff was able to start collaboration on assigned common operating tools.
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Consistent View

Cloud resources also allow for a constant, consistent view of the operational
environment, from home station to the edge of battle. With the advent of civilian
technologies such as commercial satellite connections and 5G, there come
improvements in connectivity and shortened latency. Additionally, given the
diverse nature of these technologies, it is difficult to block or deny all of them
simultaneously.
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Given that these technologies are becoming more available around the globe,
accessing them could enable the military to digitally disperse within the civilian
infrastructure. In addition, reducing network infrastructure through cloud
implementation results in a smaller physical and electronic signature footprint
across the command post.
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Soldiers work together during a command post exercise at Fort Carson, Colorado. (Credit: U.S.
Army/Spc. Joshua Zayas)
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A segmented hyperscale cloud pilot capability has been demonstrated at the
corps and subordinate levels to reduce command post standup time. The
design also seamlessly supports multiple geographic locations, providing a
global common operating picture. However, hyperscale cloud computing itself
is not a stand-alone solution. The Army must be able to run software
seamlessly in on- or off-premises environments to maintain local resilience and
meet global demand.
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The Army is seeing success with application of cloud computing for training
across the Army. At echelon, staffs can train on the same common operating
picture system, pulling the system from the cloud, instead of struggling across
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disparate server hardware. The goal for cloud computing is to reduce the risk
associated with a loss of services and continuity of operations. It ensures that
when a unit is reestablished on the network, it has immediate access to data
to continue operations.
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Datacentric Approach

As operational commanders stress the importance of data access at the point
of need and sharing data with joint service partners and allies, a datacentric
environment is a top priority for Army senior leaders. In a February 2022
message to the force, Secretary of the Army Christine Wormuth outlined six
objectives to guide the way forward. Her second objective is to ensure that the
Army becomes “more data-centric and can conduct operations in contested
environments, which will enable our ability to prevail on the future battlefield.”
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Datacentricity and data management also enable the Army of 2030 to exercise
global, distributed command and control. A benefit is the opportunity to reduce
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the physical staff footprint in the close-area fight by reallocating noncritical staff
capacities and redistributing them across command and control systems.
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Convergence is essential in the distributed command and control environment.
This concept involves the convergence of talent, tools and data in the right
place and at the right time to improve the commander’s decision-making
abilities.

TR R — BV R E oG E e IR R s B Y - S (A
BFEF IEMER RS RO _E > Bl TAERE SR AR E R ~ BRI AAH BE S
RFEGHEE - R HEHE NERRAVAET] -

A soldier in a Stryker armored vehicle from the 2nd Battalion, 3rd Infantry Regiment,

prepares for a live-fire exercise rehearsal during an exercise in Thailand. (Credit: U.S.

Army/Spc. Christopher Wilkins)
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For example, data warfare teams, while not necessarily needed in a forward
command and control node, are needed to meet a commander’s decision-
making information requirements. They converge what information is needed,
determine how it can best be visualized and deliver the data at the right place
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and time so it can be used to direct resources, apply effects or provide direction
and leadership to the organization.
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A datacentric approach also can improve protection of the command post. The
traditional 24-hour predictive battle rhythm is a risk to the survivability of
distributed command and control nodes. Enemies can detect elevated
emissions spikes, which alert them to possible action and can help them
pinpoint and target the location of a command and control node.
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In the future, managing data through a dashboard? to simplify and standardize
operations could enable a command node to manage its operational emissions
so they blend in with civilian infrastructure. This could lower detection and
improve survivability of the command and control node.
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Survivable Nodes

The Army cannot return to the command and control processes of the past 20
years. Cloud computing reduces the need for cumbersome large server stacks
that are difficult to sustain and protect. Cloud computing also could allow staff
processes to integrate artificial intelligence algorithms and machine learning to
conduct predictive analysis of imagery, detect patterns in enemy sensing and
enable predictive sustainment. Reducing the human in the loop minimizes the
physical staff presence needed in the close-area fight, which ultimately leads
to more survivable command and control nodes, reduced sustainment needs
and lower nodal emissions in the enemy contact layer.
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Distributed command and control for the Army of 2040 should not be restricted
to specific areas of operations but should be viewed as connected and
synchronized nodes from home station to the edge of the battlefield. The
capacity to achieve global reach is imperative toward the convergence of data
at the commander’'s—or decision-maker’'s—point of need. This can occur from
the mobile command platform, nontactical vehicles, fixed civilian infrastructure
and even aboard joint, interagency vessels. The air and space domains also
must be considered viable mediums for effecting global command and control
processes.
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Regardless of the platform, venue or location, the operations process is
successful when a staff has the right talent, the right tools and data access to
provide a commander with actionable information.
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As the Army prepares for the future operating environment, current threats and
opportunities make command post transformation critically important. Adapting
the Army’s technologies and processes to mobile, agile nodes will untie
commanders and their staffs from static systems and enhance their ability to
fight and win wherever the future demands.
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Maj. (P) Chris Pegg, lllinois Army National Guard, is the command
post/distributed command and control lead for the Network Cross-Functional
Team, Aberdeen Proving Ground, Maryland, serving in a full-time capacity for
the Army National Guard. Previously, he was the executive officer for the
Mission Training Complex at Fort Leavenworth, Kansas.
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Lt. Col. Philip Smith is the Network Cross-Functional Team’s data system
development officer. Previously, he served as the division automation
management officer for the 10th Mountain Division. He also served as the chief
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network engineer at the Defense Intelligence Agency and the Directorate for
Intelligence, Joint Staff.
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TROUBLE IN TRANSIT: ARMY MUST REDUCE
VEHICLE MISHAPS
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A battalion was conducting a field training exercise in preparation for a
combat training center rotation. The unit trained on tasks including brigade
support area defense, displacement and reestablishment. The battalion
commander ended the exercise on the sixth day, and the unit prepared to
redeploy to the cantonment area.
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The commander directed four M1120A4 trucks to make two convoy
movements, both led by the transportation platoon leader. Without a convoy
or movement briefing, the convoy made the first 90-minute movement to the
cantonment area, dropped its cargo and returned to the brigade support area.
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As the convoy made the second trip, using the same crews and vehicles, the
third truck blew a tire. The driver slowed and pulled to the side of the road,
but, due to limited visibility from heavy dust, the operator of the fourth truck
did not see the vehicle in time to stop. Despite steering hard to the left, the
fourth truck ran into the rear of the disabled vehicle, resulting in fatal injuries
to the commander of the fourth vehicle.
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Risk Factors

This scenario is a real-world mishap that mirrors many others investigated by
the U.S. Army Combat Readiness Center (USACRC) at Fort Rucker,
Alabama. Heavy dust limited visibility. Vehicles were not adequately spaced
and traveled too fast for conditions. The unit driver training program did not
include progressive training or convoy operations. Leaders did not properly
conduct troop-leading procedures or convoy briefs, or practice dynamic risk
management. The collision happened at the end of a long day on the last day
of a field problem. Additionally, all four vehicles should have been deadlined
by operator manual standards, and the convoy’s only communication was by
personal cellphones.
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This mishap started hours before the collision—and it happened in late
spring, which has emerged as the Army’s riskiest time of year for tactical
motor vehicle operations.
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Two heavily damaged M1120A4 trucks await recovery following a collision during a field
training exercise. At the time of the mishap, heavy dust conditions limited visibility. A truck
commander was killed in the collision. (Credit: U.S. Army/Michael Barksdale)
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Deadly Mishaps

Tactical motor vehicle mishaps are the biggest killer of on-duty soldiers.
Yearly statistics prove that these mishaps are deadlier than any other type,
with 55 soldiers killed in the past five years alone. USACRC recently
conducted a comprehensive, as yet unpublished, review of tactical vehicle
mishaps since the beginning of fiscal 2015 and found key trends.
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A majority of the study period’s tactical vehicle mishaps occurred during
routine, uncontested, small-unit vehicle movements along roadways and
trails, not cross-country or collective-level maneuver training. In other words,
these mishaps happened while soldiers in single vehicles or small formations
were simply driving from one location to another. Tragically, each mishap was
preventable.
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The Army safely conducts high-risk training and missions, including collective
live-fires and airborne operations, every day. These signature events are
likely decisive operations for the units conducting them, carefully planned,
rehearsed and executed with significant consideration given to risk
management. However, we are losing soldiers in supporting and shaping
operations where relatively lower risk levels remain improperly mitigated.
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Another noticeable trend is that cumulative fatal mishaps within the third
quarter of each fiscal year were significantly higher than the other three
guarters. More specifically, May and June accounted for 28% of fatal mishaps
during the study period. In effect, nearly a third of the Army’s tactical vehicle
mishaps are occurring over a mere 16% of the fiscal calendar annually.
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There are a number of plausible theories for this “third-quarter spike.” This
article will provide recommendations and share USACRC's existing loss-
prevention tools that leaders may employ to stop this trend. Experience
proves that when leaders are aware of the hazards, they apply greater
command emphasis to mitigate the risk.

Examine this problem, arrive at your own conclusions and become part of the
solution.
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Increased OPTEMPO

Several factors immediately come to mind when analyzing a recurring, almost
seasonal, problem. USACRC'’s first consideration was increased operational
tempo (OPTEMPO). Many Army National Guard and U.S. Army Reserve
units execute annual training during the third quarter. Unsurprisingly, these
units account for 10% more third-quarter fatal mishaps (30%) than any other
guarter. As OPTEMPO increases and more miles are driven, there is a
corresponding rise in fatal accidents. However, this argument is more
nuanced than it seems.
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USACRC's review of the Army’s annual total mileage determined that the
third quarter is only the second-highest quarter for miles driven each year.
The Army drives an average of 5 million more miles (80 million) in the fourth
guarter than the third (75 million). Despite this increased OPTEMPO and
corresponding elevation of risk exposure, the fourth quarter saw a 30%
decrease in fatal vehicle mishaps during the study period. Greater exposure
and OPTEMPO do not explain the spike as a whole. We must find and
consider other factors.
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Personal Distractions

USACRC also evaluated the effect of personnel turbulence during “PCS
season.” Permanent change-of-station moves typically ramp up each June,
when an average of nearly 9,000 soldiers report to new duty locations.
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A summer-heavy personnel transition cycle makes sense. It's easier on
families, allowing children to complete the school year before moving, and
presents an opportunity for soldiers to take leave during favorable weather in
conjunction with relocation. However, similar to all operational transitions,
personnel transitions, particularly those of leaders at all echelons, present risk
that must be carefully managed.
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The Army’s junior and midgrade NCOs are at the tip of the spear and critical
to successful execution of motor vehicle operations. It is their responsibility to
conduct troop-leading procedures for small-unit missions and enable
success. However, it is not uncommon for NCOs to depart an assignment or
position without their replacement in place. Often, a junior NCO is required to
serve as an “acting” leader until a permanent replacement arrives.
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A military convoy makes its way through the rain at Fort McCoy, Wisconsin. (Credit: U.S. Army/ Scott
Sturkol)
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We must place the same level of emphasis on these NCO transitions as a
change of command, or we assume more risk. Without a managed transition
between two leaders, we are not only missing an opportunity to transfer
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established standing operating procedures, but also individual soldier details
such as driver certifications and performance history.
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Failures in Leadership

Leaders not enforcing standards, not conducting rehearsals or convoy
briefings, or not conducting proper troop-leading procedures contribute in
some form to more than 70% of catastrophic vehicle mishaps annually.
Therefore, those NCOs serving in an acting capacity require even more
attention and oversight, and we must set conditions for success by certifying
them to perform enhanced leadership tasks. Deliberate transition plans
concluding with an outbrief two echelons up are a good start to reducing the
risk profile associated with personnel turbulence.
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Inadequate driver training programs continue to factor into most Army tactical
motor vehicle mishaps. More than 80% of USACRC investigations identify
issues with driver training and/or absence of proper qualifications
documentation. When drivers are not trained to standard and increase their
miles driven, the risk profile is enlarged.
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The September 2019 update to Army Regulation (AR) 600-55: The Army
Driver and Operator Standardization Program sets clear standards for
effective driver training programs to reduce mishaps. Among other changes, it
establishes a progressive training model that ensures drivers are fully— not
just minimally—qualified to operate their assigned vehicles.

2019 £ 9 HEEEHEEM (AR)600-55 HHr 1 # ool « REsE R ik B RTER T
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Likewise, fatigue almost certainly plays a role. At least 30% of soldiers
directly involved in third-quarter tactical vehicle mishaps during the study
period were on duty for over 12 hours. Longer daylight periods sometimes
push limited visibility training further into the day.
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Unmitigated, this places additional strain on soldiers awake since dawn.
Given that most tactical vehicle mishaps occur during routine, uncontested
movements on roadways, fatigue is a likely contributor to inattention,
complacency and haste.
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Accident Reduction

So, how do we prevent a third-quarter spike not only this year, but in years to
come? There are four key actions to overcoming this trend:
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Commanders must be involved 1n their driver training program—commander involvement
is foundational to the Army’ s collective training and operations. The recent update to AR
600-55 requires commanders to interview, select and train their unit’ s drivers. Driver
selection is one of a company commander’ s most important duties, and applying rigor to
the selection process of both drivers and vehicle commanders will prevent mishaps.
Battalion command teams must validate their programs, ensuring the programs are
progressive 1n nature to prepare drivers for expected operational conditions, not just paved
roadways. Brigade command teams should verify unit compliance with AR 600-55 and
refine as necessary (Appendix J to AR 600-55 1s a useful checklist).
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Junior leaders must be trained as vehicle and serial leaders. Proper execution of troop-
leading procedures i movement planning and execution 1s risk management. Good
procedures result in identified hazards, conduct of multiple rehearsals, 1dentification of
unserviceable equipment and other actions that increase safety. Great units create leader-
development opportunities and programs to ensure junior leaders have the needed tools to
succeed.
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Dynamic risk management must be emphasized and discussed throughout operations,
especially those lasting beyond a few hours. Leaders tend to do their best risk management
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when planning major operations. They develop and discuss deliberate (and lengthy) risk
assessment worksheets during execution of troop-leading procedures. However, the further
they get from their final rehearsal, environmental changes, soldier fatigue and materiel
1ssues increasingly factor into operations. Leaders must understand and appreciate the need
for holistic risk assessment as conditions change and different forms of fatigue set in. Start
by asking, “What has changed, and what are the three most dangerous things we are about
to do?”

3 MR R e AR BN T T B AR TR I e BN RE R e B > U R U Ny
PLERVE S R - SRS BB AR TEh s i e E i g R mk
8577 HET TR\ - AP B B P R AR P S R e A e Sy (LT
=Y EbgaP b EH LR - 20 - &R & iEE T~ [EEtheRs st - +
TOIR 80U RE AT 2 2R g ] RE L S A B 25 s B S B A B 2 178 - & 10
Y ERIA R AR R = D RR R > S B R R PR R A T R A
Pra P H N » BT ¢ TSR TR E > TR 3 MR rTRE SR A
Ehaty SR ?”

Knowledgeable leaders must be present where the risk 1s. Battalion commanders and
command sergeants major are almost never eyewitnesses to mishaps. It 1s also rare for
company commanders or first sergeants to witness mishaps. Why? They have the
knowledge, experience and authority to stop mishaps before they happen. But obviously,
command teams cannot be everywhere. All junior leaders should have the authority to stop
unsafe acts. While experience will come with practice and repetition, leader certification
programs will provide them with the knowledge to know what right looks like. Junior
leaders are the crucial link to tactical vehicle safety.
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USACRC has multiple tools available to help soldiers and leaders prevent these and other
mishaps. The Joint Risk Assessment Tool, Army Readiness Assessment Program and
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Driver’ s Training Toolbox, all available at https://safety.army.mil, are long-standing
products proven to help reduce risk at every level.
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The center also recently added Small Unit Leader Cards to its repository, which
are designed to be a quick reference for junior leaders making the real-time
decisions described above.
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While there are many more tools available on our website, USACRC’s most
valuable resource is its people. USACRC stands ready to assist commanders
in the field. Reach out if you need support or have successful programs and
processes we can share. Saving lives is a team effort, and USACRC is part of
your team.
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* * %

Brig. Gen. Andrew Hilmes is commanding general of the U.S. Army Combat
Readiness Center, Fort Rucker, Alabama, and director of Army Safety.
Previously, he was deputy commanding officer-maneuver, 3rd Infantry Division,
Fort Stewart, Georgia, and before that, he was executive officer to the
commander of U.S. forces in Operation Resolute Support, Afghanistan. He
earned his commission as an armor officer at the U.S. Military Academy, West
Point, New York, graduating in 1995.
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