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Specific Steganalysis for Data Hiding Scheme Using Hybrid
PVD and LSB on Bit Plane

Hsing-Han Liu”

Department of Information Management, Management College, National Defense University

ABSTRACT

This research focuses on the hybrid steganography technique proposed by Jung, which combines
pixel-value differencing and least significant bit methods. Four useful steganalysis features are proposed
and combined with a probabilistic neural network and the BaseCover image database for
experimentation, aiming to achieve effective detection. The experimental results demonstrate that the
four features proposed in this research achieve a maximum detection accuracy of 98.3% when detecting
differently steganography images with varying steganographic payloads using Jung's method.
Comparing with other detection techniques, the results show that this research provides the best
detection accuracy for Jung's method, which validates the effectiveness of the four proposed steganalysis
features.

Keywords: pixel-value differencing, least significant bit, steganalysis feature, probabilistic neural
network
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