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Abstract

Comprehensive national defense mobilization preparation aims to strengthen overall
defense capabilities during peacetime through mobilization procedures, optimizing the
utilization of diverse resources. This implementation will ensure robust support for military
operations and effective response to emergencies. Critical information infrastructure refers to
information systems crucial to national security, public welfare, and the economy, with their
security and reliability directly impacting national stability.

Taiwan must establish inter-departmental joint defense mechanisms to safeguard critical
infrastructure in response to the complex and dynamic security environment, The study focuses
on the flexible conversion of national critical information infrastructure between peacetime and
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wartime scenarios. The following recommendations are proposed through critical observations
of regulatory frameworks and operational practices within the administration Government,
R.O.C. Armed Forces, and civilian sectors.

First, the government should enhance the digital resilience of communication networks,
improving the efficiency of information dissemination within the government command
structure. This decision ensures the maintenance of essential international connections and the
ability to convey information to the public.

Second, in mobilization preparation, the military should emphasize the mobilization
of information technology talent, enhancing information warfare capabilities, and fostering
collaboration with the private sector.

Third, the private sector should also enhance their facilities' protective capabilities and
conversion capacities.

Through refined regulations, policies, coordination mechanisms, and investments in
technology and resources, ensuring the smooth transition and utilization of critical information
infrastructure during both peacetime and wartime can be achieved.

Keywords: Homeland Security, Critical Information Infrastructure, All-out Defense
Mobilization Readiness Act, Digital Resilience, Social Resilience
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