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Design of the User Authentication and Hybrid-Mode Public-Key
Cryptosystem Based on Air Picture Forward System

Su, Pin-Chang Juan, Yu-Che Wang, Tai-Feng*

Department of Information Management, National Defense University, Taiwan, R.O.C.

Abstract

The Ministry of National Defense combine with the grandest festivals and the Victory
over Japan by visiting important base of military to promote knowledges of the public’s defense
and raise the positive image for the national armed forces. The most popular performance of
the base visiting is fighter jet drills. During the flight performance, the ground commander is
able to grasp real-time aircraft dynamics from air plots provided by Air Picture Forward System,
and predict flight dynamics and data to strategize and guide advanced deployment. Due to the
task characteristics at the user end where relevant equipment has to be set up outdoors, its
connection quality and performance are relatively limited, and only the authentication method
of a single account and password can be allowed to login to the system. If the account be stolen,
the confidential data may be leaked. This study is based on elliptic curve cryptography, random
knapsack cryptosystem, and smart card. By using the advantages of the small elliptic curve key
and fast computing performance of random knapsack cryptosystem enhances System’s
information security and processing speed, also with the smart card used internally in the
national armed forces, it will establishe a more secure identity authentication, prevent the theft
of important information from an enemy, and enabling Air Picture Forward System to attain
safety standards including confidentiality, completeness, non-repudiation, etc.

Keywords: Identity Authentication, Hybrid Cryptosystem System, Air Picture Forward System.
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GFFM S S E:y? =x% +ax+b (¥WFA = -16(4a® +27b% % 0) T

FAviE o™

E¢ 28" VB0 TN & S 2Hix~nZ s BPede 2 F & P T
Boe BEPHIXEhZ bt - h T o2 AW MBE T MBI E(FIE LK
(Multiplicity) = 4p*» p& » €83 2) > P~Q~ —(P+Q# % » ®P+Q™
—(P+ Q)¥xihz gL bt » (kL T o2 o

e R E 2P =(x(P) ,y(P) Q= (x(Q) ,y(Q) s £ R=P+

= (x(R) ,y(R)) ~ £ ¢ 7 A 34H:

: Boil BP ~ QA M2 ALK _y@-y®)
x(P) # x(Q) : PLEP ~ QF M2 A Fm =T =

x(P) =x(Q) ~y(P) =y(Q) : TP =Q: B-il P> Rz A F

__ 3X(P)*+a i
2y(P)

x(P) =x(Q) ~y(P) = —y(Q : *WR=P+Q=0

ZRIRRRLER
AFE G M HER Y R RSk 2 R 2 BB 2 ]_3?]_’&5’ FEEt hd

BEES

GEE SR AT S SRR LT A T A i MRS 1) R
TP FAAUIER P 2 ERAGNER CF 0 SHRHENER LSRR R S B
FEE

3.0 A SEHE B

AT MR - BREGIRE L AAREY SR RRPIREE AL
PR RRRPIRE AERERIRE R rvkp.f_qw o SRR SRR AR PRELT
*Fr'iz'f'}’ by AH rwwpka}&%&, g\,g\—jﬁlw,nby. ‘fﬁﬁiﬁk‘ /’a\ﬁaﬁf;{‘

“ag')i'}” 2 o ;4 ¢u1n ﬁi, f#%] (‘lif']%] 5) /J ,._,]u-%ri‘zybp T\ ('&r'?\ 3)
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7 = 5 L

1, Eq(a,b) PR W 3

2. p S - 256 bit v b2 % Fik

3. HQ oo oma ek o

4. FSysy ~ FSspr ~ FSym A BEPIRE O REBE

5. CA WA PR R

6. U000, e R e B RE RHAFE S 2 G
7. ky ~ Uy~ k2l RS

8. uFS, s ~ ZFSysr fa FRES BE ST e s
9. ady, o ETp RO

10. Dysr BoS A SR (e g

11. FSClys ~ FSC2yr ICE F 1L L

12. Mysr ~ Jusr BGEE

13. coluy,, B B B A R £ 4R

14. RquestViewer FSyuero FSqurdh 18 * il B
15. Wy S, B & 55 £+

16. SKeprea > UKysrea FSgpr 22 CA ~ FSyer 22 CAZ £ 3 3045
17. idysr ~ idgyy ~ idym FSygr ~ FSgpy ~ FSpm2- & 2 25 u] ID
18. PSsvr * DSusr CAE P~ 2 "L 1% 43k

19. TMgyr * TMysr FSqyy ~ FS, o i% B2 "E 1% S8k

20. UK ~ SK ~ CK FSye ~ FSgpy ~ CAZ 2B £ iy

21. uk ~ sk ~ ck FSusr ~ FSgpr » CAZ_ #F2 % 5

22, PDysr  PDgyr FSysr ~ FSepr2 ¥ 2 638

23. Sigusr * Sigsvr FSysy ~ FSepr2- B8 F

24. (Fssy ,Fssy) ~ (Ussy ,Ussy) | FSqyr2- 24 ~ FSyer2. 24

25. acy ~pwy % R ARG R

26. w FSyse™ = 4 R RCFEH)

27. R FSeprit B FSyop2- 'L

28. SKys FSer B FSysr & ¢ £ 4

29. NKys FSgpr 8 FSyer i 30 & 4

30. Tusr > Tsvr EREE S S

31. AT ERrAE

32. rtysr ~ Tteyr ST R A4

33, Check(FSsyrA) » Check(FSsurB) | B #FSqyy ~ FSqpy 4 2 2. %4

FHR KR AL ER
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32 e fd
AEEBd CA> B ApRE % S5
-~ h- B OURF L R w&«l}ﬂvh HOEPg s - < (L5 256bit )
#7abiE# E(ab=y*=x>+ax+b (mod g)>* /& K4a®>+27b* #0 >
R 490 B v f2 e
=~ aEy(ab)t EB— [F#cfx(Order) s nenA G % ¥ nXxG=0 (07 £ 52 %)
vobga- B AR seE S lH( ) -
ZCEPRREEIRBCATT B £éhck > 752 2B £45CKG-D):V T OB & s d ik
E4(ab)~G~n~H( ) ~CK -
CK= ck XG (1)

333 2 BB AGIE
g * ﬁ;%FSusra%ﬁ#ﬁfaﬂiﬁFSSvr:‘a’; - :’}/\‘.1— %éI\EE’bg ib’?;ﬁépﬁ’? FRE?CA‘*{ f‘l‘ T'F” » 1
lﬂ;LLJ—";}% ﬁ'{’lﬁ.‘f }30

3.3.1 B PR BE
- ~ FSg,p o CAZLP » BizCAE B %8 CKZ%2 A 2 - ®2"g# % ¥rm,, € [2,n—2] >
FSsvrﬁ‘S"E’ b @ id g, 2 CA¥ & 2 FF ik ]L‘ P & 8 PDg,(2)3% 0
W% i BiEidg, ~ PDg,, X CAZLP o

PDgy = H(rmgy, ll idgyy) * G 2

=~ CAg BN I FSgpy hidgyy ~PDgpy » S53- B (8w B 22 4KSK~ & F Sigeyr $ FSsyr (3~4)
;\‘. o

SK = PDgy, + [pSsyr — H(idgyr)] * G = (FSSx ) FSSy) 3)

SiGsvr = PSspr + Ck(FSSx + H(idsvr)) 4

2~ FSgpr B AU % 3z D|CAY @ eh 2 45SK ~ & Fsiggyr 0 A2 P i dgsk(S):t » &

B iBsiggy R BSK L i 1(6)5% » BRI & #aE 2 X % £ MSKsyrca(7)5"
sk = sigsyr + H(rmgyy |l idsyr) ®)
SK' = sk +G = SK ©)

= [sigspr + H(rmgy |l idsyy)] * G
= PSspr + ck(Fssx + H(idsw)) *G+ H(@mg, |l idg,) <G
= (pssw + H(rmg,, | idsw)) -G+ ck(Fssx + H(idsw)) -G
= SK + H(idg,,) * G + (Fss, + H(idg,)) * CK

SKeprca = sk « CK = ck + SK (7)
DN FSSWE 4ok S W BRI R T A aJeL B 2 i RS F R ORGSR
B4o(8~9)5 » X BE e B F ik, ~ Ly > k2 Ly, (12~13)3% o
g e U = {u, Uy, oo, Uy} U 5 JI e o (8)
rgme €72 ={21,2, ., Zm} > Zzi 5 T Ko 9)
PFEedU={U,ug . 0} 4=uu—-2"1i=1,.,n (10)
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PERRI={(2,% .20 5 =2—-2"1i=1,...m (11)

kn > X u; 0 Ly > 2 max{Zuﬁwﬁu_Zuﬁwﬁ}} (12)

kmym > Zi:lzi 2y > 2 max{2z~>07u_2z~>051} (13)

I ~FSe % Bky "l ~ kBl i AN 23Dy 2 RSB EAE S BT
Z(14~17)78 » & r@ﬁ,LCA LR T S

u, = u;(modk,),u, = ;(modly,),i =1,..,n (14)
Z, = zi(modky,),z, = Z,(modl,,),i = 1,...,n (15)
U={u,uz, ..t} 27 0<@, <kpl,—1 (16)
Z={7,73,,Zm} > 27 0<7, <kpl,—1 (17)

332 7% S
- ~FSyq i€ * PRIET > FABCARG AN 0 - BEX 2EE T o FS o3& FE
+ Wy 2 - B Brmy, €[2,n—2] > BCA*THR ESE S8 715 0
PDye,(18)3% 7 #-PDyg, ~ Wig, B A CAR (7200

PDygr = HWysr l Tmygy) < G (18)

- CA@ k= R FSusr PDygp > Wisr g3t Fisw @ = 4zUK - & -ﬁ-Slgusr “FSysr (19
~20);\4 o

UK = PDyg + [pSusr — HWys)] + G = (Ussy , Ussy) (19)

SiGusr = PSusr + Ck(USSx + H(Wusr)) (20)

Ji

Y FSyer #-11% Fjz | CAWw B 4kUK ~ & -ﬁ-SIgusr A2 F usrﬁjf‘éﬁUk(zl)i“ ’
3% Siguer R B UK E 212 (22)7% » FHAER £ #2253 £4UK5ca(23)
;\‘A o

uk = sigysr + H(Wusr I rmusr) (1)
UK' =uk -G = UK (22)

= Sigusr + H(Wusr I Tmusr) ‘G
= (psusr + Ck(USSx + H(Wusr))) -G+ H(Wusr I rmusr) -G

= (psusr + H(wye l rmusr)) -G+ ck(Ussx + H(Wusr)) -G
= pSysr * G + PDyg + (Ussx + H(wusr)) -CK
= UK + H(Wys) * G+ (Ussy + Hwyg,)) * CK
UKyrcq = uk « CK = ck - UK (23)

34 »ARERER
FSysr¥® t &+ REE»FSor TR P FSo e Pl R s BB 4n X BT %ZE »
EeERRT FRERIAE uﬂ# BFS,m #4345 /B CALY 3w BFS, o " > 5%
TEAER ST S il AR o
- YFS R FFEF A @MY » I FIREHFSg, FSusrg L iE R STy,
Sy i 7 57 (24)5% + 48 15 WS+ F A 0 RIS -
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(Tsvr - Tusr) <

AT (24)

T v IS FSe, BTFS, o T ARBR L A B E L2 (25~28)5¢ o
© uk' = UK + H(wyg,) * G + [(Ussy + H(wys,))] * CK (25)
= PDygr + [PSusr — HWys)] © G+ Hwys) <G + [(USSX +

H(Wusr))] ‘

= Hwysr l Tmygr) + [(0Ssr — HWyer )] + HWygr)] < G +
[(Ussy + H(wys,))] - CK
= pSysr + Hwys Il Tmyg) + (USSx + H(Wusr)) - ck

uk = uk’ (26)
sk’ = SK + H(idgy,) * G + [(Fssy + H(ids,y))] * CK (27)
= PDsyr + [PSsor — H(idsyr)] + G + H(idgyr) = G+ [(Fssy +
H(idsvr))] - CK
= [H(mgpy | idgyy) + [(0Ssor — H(idgpy)] + H(idgyr)] * G +
[(Fss, + H(idg,))] * CK
= pSspr + H(rmgy, |l idgy,,) + (FSSx + H(idsvr)) - ck
sk = sk’ (28)

= ~FSygE 2 %E%RTusr (29) 5 £ ;J_ 5

L £ 3 4 4% SK,, (30) ¢ 2 Diffie-

g
Hellman £ 4 DHRT,,,(31);% @ i% T PP BHFS,,, ©

RTyor = Ttyer * G (29)
SK,s = sk + UK = uk + SK (30)
DHRT,s = RT5 + SK5 31

T~ FSopiE = i1 2 3cRT,,-(32)5 3+ 8 £ 3 £ 44S5K,,(33)5% 2 g Diffie-Hellman
£ #DH,(36)7 » Fd1 > i £ 4NK,(37)7 » B# % 283 FS,,, (38~

39)5% o
RTspr =1ty + G (32)
SK,s = uk + SK = sk + UK (33)
DHRT,,, = RTsyr + SKs (34)
RT,sr = DHRTysr — SKys (35)
DHys = rtsyr * RTysr (36)
NK,s = DHy, + SKys (37)
Check (FSgyA) = H(Wygy || idgyy | DHyg) (38)
Check(FSgyB) = H(Wygy |l idgyy I| NKy5) (39)

T N FS,, B % FS., i % 2 % 8k iﬂ:‘"& EH A0~4d) N o B ow @
CheCk(FSusrB) 9] S FSSVT’%E \E-E-"k?'

RT,,, = DHRT,, — SK ;5 (40)
DHus, = rtysr * RTgy, (41)
NK,.' = DH,;' + SK,, (42)
Check(FSys1) = Check(FSg,-A) (43)
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CheCk(FSusrz) = H(Wusr Il idsyyr |l NKus,) (44)
PN FSo #BFS g T e - kR BB R 5 28U, % R 2K

Zysr » 3-8 DUFSys ~ ZFSye ~ adygy ~ ipysy (45~49)5% » B8 % SKoca3t &
N FSClysy # 5 CATLY (49)5¢ -

Uysr = (0,0, ..., 0y, 0y € [0,1] (45)
Zysr = (21,22, w1 2n), 2y € [0,1] (46)
UFSysr = Nieq U X Uysr (47)
ZFSyer = Nie1 Z X Zusy (48)
adysy = UFSysr @ wysr (49)
iPusr = ZFSyusr @ Wysr (50)
FSClysr = (UFSysr , adygy + ipusr) + SKsprca (51)
= ~CAR* £ 3 B4GSKeprcaf® N UFS s ~ ZFSysr > adygy ~ ipysr(52) 3
FSClysr — SKsyrca = (WFSysr , adysr + iDusr) (52)

NS CASEBUFS, BEH BT »32p Fiz > &% HERRYP Br kb
VM table # 2|78 _F 2 zxp > F AP #ad = H AP - 4o B £ 4Kcoluy,, (53) 58 o
P18 Mt B2 4BV FSC2y5 11 % 2 i W B P|FSyug (54~57)3% -

Mysr = (my, my) = [(UFSysr , adygr + ipysr) + coluyp] (53)

FSC2ysr1 = PSsor * G (54)

Jusr = PSsor = SK = (j1,)2) (55)

FSC2ysr2 = Mygr * Jusr = (ml *jumy . ]2) = (Cy,Cy) (56)

FSCZusr = (FSC2ysr1, FSC2y5r7) (57)
1~ FSui8 % i3 £ 4 NK 3t 5 W 523t £+ ¢ (58)70

W = FSCZusr + NK, (58)

35¢ %ﬂ"]‘iifil BIFSER P
AL S ES, o RS, ¥ AIRAREEE 0 HinAR o

-~ ¥ G IRAR FSyer 3 * i 31 % 4 NKyys % ) FSC2q6r (59) Vooow FSer B 3%

RquestViewer Ji 848 PR 30 4 2 M #48 B4e % FHFSC2y, ©
FSC2,4 = W — NK,q (59)
I~ FSg ¥ #eftFSy o PRI Y FRquestViewer % i 4% B 40 3 S8 FSC2,5 44 17
B ANREHFSC2u0of2 N BHB BT = 2 hi b RAF e Ak e o
WEW AR RS TR Y DR E > FSg, 18 % M BENK,H#
o2 PRFAE P4 % (8w 18 AceptViewer 4 B FS, o 0t F & % PRIE. (60~63)7% o

R = (ry,r,) = sk « FSC2,,1 (60)
R =psgr * (G * sk) = psgyr * SK

Mysr = (FSC2y5p3 - [_{_1) = (my, m,) (61)
(UFSysr , adysy + Pusy) = Mygy — coluyp, (62)
iPusr = (adysr + Pusr) — (UFSysr © Wysr) (63)
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Z2FSysr = Pysr D wyer = (ZFSusr SY) Wusr) @D wyer (64)

(Uusr)z = (uFSysrmodky,) — (uFS,modly,) (65)
(Zusr)z = (zFSysrmodky,) — (2FSysmodly,) (66)
SN O

FR T E 3 Fwmal kw5 W) q’ﬁ%])""g%'i‘?fﬁ'?m,? L O~ N
AAH G R L X 2 E o REWT D MERKE R RATEFFEHL "l"'\?"‘bfi“?
”":%"’E’ﬁﬁﬁ’ﬂ'{% 4t 4'%%{;11‘ CRF R o AFT R R AR Y R BAS kAR

2 R &gﬂm;tkﬁ H R R B2 S FF hl o REE X 2 A s
#mna G IR PR LR DU EBIIRR L AL L o T D EZ sk A R B 4t

dris o

4.1 % 2L

R FT Rl FE AR T e s ISO/IEC 27001:2013 FF 31 % 2 3 T2 % 51:(ISO, 2013) 2
NIST SP 800-63-3 fic i ¥ A ;,a;%.iﬁ % (Paul etal,, 2017)#7& £z Fa % 234 H9 i
Lk TEAES ZeA R R X

4.1.1 #%4
# % 14 (Confidentiality) » Z# LB L 7 AT A E LB EUA f &80 1 o
A% > FERS AL I FET A 'Q%J"p* TR RAEREA R Bl IR E o
(Leadership, 2016)
AL HE MRBIERY > FSqu ¥ A FSuge & A H Y iR B B Y EILE B
% o BFSu A MR FMEICAS S5HCATEF usrif‘ R ER T UG
FSC1,4(51)7 3 FSyo, T BB E+ & 2 5 W L(58) fEF 4 A3z & o
1. FSClysr = (UFSysr , adysy + ipusr) + SKsprca (51)
2. W =FSC2,5 + NK; (58)
U GIRARE A o FRG R SR T FRAFEF FF A B
AT REERR R p LR BT R BH 2 BUES R B8
T £45(59)5% ~ (61~62)5% 2 (64)5% @ H-m HHFF o MAFTH BELAE TR HE B2
FOONBERECE LR A B MR ENEEE EUEL A s B RS
¢ EpAE A A b oBLfE o

3. FSC2,, = W — NK,, (59)
4. Myg = (my,my) = (FSC2y - E_l) (61)
5. (UFSysr , adysr + ipysr) = Mysy — coluyp) (62)
6. 2FSysr = Ipusr ® Wusr = (ZFSysr © Wysr) @ Wy (64)
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412 %l

= BE M (Integrity) » Fx i 530 iF4F R ok ek 5 é?\ AR LIFEG R SRR
A FALN 302 T 1% 2L 4 & (Digest) k iF 4 ?1‘*’ £ T ERY TRUANY SV Sl
kB~ BE S fREBS T H 'ﬁi Fengf i @izrg A SR P A @z;:(?ﬁxﬁl )
2018) -

AT OEN BARIFEY 0 FSuq B FSq, F m i B bl £ S E PN ol 0 3 Y
HEpB#ER2~4);% % (8~10);8 Bi% 2 CA; CARFS, o ~ FSgr 2. B F2 18 Bk & 8 (752

BEE TS EFS o  FSqp22 P8 AN A BB ERZIAPT R A00E -
7. PDgy, = H(rmgy, |l idgy,) * G )
8. SK = PDgy, + [pSspr — H(idgy)] * G = (Fss, , Fssy) (3)
9. Sigsyr = PSsyr + ck(Fss, + H(idgy,)) 4)
10.PDygsr = H(Wysr l Tmyg) < G 3
11.UK = PDyg + [psysr — Hwysy)] + G = (Ussy , Uss,) 9)
12.5igysr = DSusr + ck(Ussy + H(wyg,)) (10)

FOF poAL R TRl o Stk S ik FR Y SMAICRAL e B B L LR R
BEA R RN EE RS FHDF 0 S LI LS A BRI R A
$HcE AT

13.CK = ck xG (1)

4137 * 4

¥ * (4 (Availability) © defe iR * H 5
FodBho - LeRIARNFR > V- S m
FEfRR ™ FATR Y P E S H e fR o
F (% Rk 0 2019) ¢

S R AR FSyqr  Poup Bl A RS 0 B P g RIRAAR T 7 2 4
£ R R0); iz £45B7)5  HRFELFSye ¥ Fm BRI B R * PRIZPF ~ FSg, 1 R IR

gt AR ALE ﬁp;&‘éﬁ;ﬁ({\, B
ﬁﬁ&wlég%/m 'F'L—Ft‘ﬁ’(]“)azﬁ“’ﬁﬂ—’f v R
T EAPM N B IRE AL R R

l

FSysr 3 £ & u] 12 (65~66) % » #-% = 2 IR MASHIE L Bk LB v B
AceptViewer it & B FS, o K & % m s BIRFE o
14.5K,, = sk » UK = uk + SK (30)
15.NK,, = DH,; + SK,q (37)
16.(Uysr)2 = (WFSygrmodky) — (uFS,omodly) (65)
17.(Zsr)2 = (zFS,gmodk,,) — (zFS,s,modl,,) (66)

FOF 5 FSuor 8 FSqur &4 » 3-8 31PN & SUARACHBGHIAT & 2 < L7182
WE A A Bk i RPRFE ~ T A FSg,, 8 A 4770 R TPR 75 57 % (Distributed Denial-
of-Service Attack, DDoS)m i = eR 7+ 7> @i * » =3 Fla 2 A T HRIRFH 8=
FE AL o
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414 2 ¥ 3t
7 ¥ % 3af2(Non-repudiation) » 45 * = % it Einp ¢ & B e 75 0 HAp R T2
mﬁ%? BRI BRE R - FREELAL CFHEL)BEEEE  FTREEL
RAL A 45 & iRl Ltwf.ﬁr B3R R Fﬁmu s A MegEHE R L3 F
W;IEB . ¢ f—a‘a(raiﬂ R 2015) o
W NI FS, At B BRI > @ FS,, 2FS,, B4 2
3 F04%(30) 50 t;»%za’ &7 18 ‘é‘%‘ FIRARIE B P Sy d% ) Tl 5 BoIRAS S FSgyy

£ RHFS B A b2 REBERTY L FESERUELAARFHRE > v BYE
FSysr °
18.5K,,s = sk + UK = uk - SK (30)
19. NKuS = DH,s + SKs (37)
2 R PR AR nEA VOoFSq, B f iR T A B 436 50 )E Y c HFS,,,
BFS,, 2 A ?“‘IL & 53¢ (41)55(60)58 > %1 BB W T FE M AR (T S o
20.DHy = rtgy, * R, (36)
21.DH," = rtys, * RTy, (41)
22.R = (ry,1,) = sk » FSC2,1 (60)
4.1.5 5344

i P~ dl(Access Control) » 5 — dxildy s - & Rig ¥ F AEER Y RIF > R Y
FTEMES NI R AU EFPT 2 RS E- BN RAE KT T T 5ERF
Mg 3T R YR LY B A e R A R TR E 0 Al Y I
TR 2R (TC & % 2010) -

ARG E B o F AR EE S FR(B-24)5N ) RE AP S TR
1S R S, A B ERAS B B S N AL LA EWT S B
BB e PRAR 2 AR LB (49~B1)5Y 5 Y R o Ww BFS, BRI E
A2 FE E% o

23-(Tsvr - Tusr) <AaT (24)

24.adu5r = uFSusr D Wuysr (49)

25.ipysr = ZFSysr D Wysr (50)

26.FSC1usr = (uFSusr ’ adusr + ipusr) + SstrCA (51)
FEA AL f’r?rFSusrj//”\ ’ ?J?Fsusrj‘ra’FSSUT#!t

RS E Y IR
B G F Sy B o P FSqp 21475 22 424" 2 FSq, %3 8 40 %Pm‘é RS

ZuPbfladr Epina pie

4.1.6 ¥ &

¥ suz(Authentication) » 7 AR 5 i@ K A F B BIRELE F 0 AR ik A
P R /\rlﬁ%{ﬁiﬂ ~ AR ¥R A iwgg_ré FEnE S EE G EE AT
B Tk'«uﬁ FERRAE 5 T AEeh® 2 ik DIRGRANY o R IR G F DR 2 i g7
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XERFT(EALY g 0 2019) -
ARG N E4KIFERY 0 FSue 2 FSsvrﬁk’CA* SIP SEE LR SRR EF (G~
DRk (10~13):? P AR 'Qiiwéﬁ— Fld BT ECARIFRR > VAT = YL RE

5 £ 3 fld g e i m(quusrﬁFsm 3 55202 % GI(15~16)5 -
27.5iGsr = PSspr + ck(Fss, + H(idgy,)) 4)
28.sk = sigsyy + H(rmgy, |l idgy,) (%)
29.5K' = sk - G = SK ©)
30.SKsy,rca = Sk < CK = ck + SK (7)
31.5igusr = PSusr + ck(Ussy + H(wysr)) (10)
32.uk = sigye + HWysr | TMyr) (11)
33.UK' = uk - G = UK (12)
34.UK 00 = uk + CK = ck + UK (13)
35.uk’ = UK + H(wyey) + G + [(Fssy + H(wye))] - CK (15)
36.sk" = SK + H(idgy,) * G + [(Ussy + H(idgyr))] * (16)
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