ERHIRRHENRRIFBART L 2LREFTY

HHF FEE? Lo R

'RAp AR RFRTRELE )
RS EERH
‘AP R ERERTRERS )

SHSC4RSE - NM-43-02-01
HefE20224F4 H8 H 5 —RfE5T120224F5 HAH—55 X {EET2023F1H16 H—~
EEHE 202343 A1 H

BE

VOIP *+ i FAF & popirx g 2 i T 170 A R en* > BIRITITS E 2HATE
Ff B 0 2 VoIP & % PopsenZ & & i 2 PR 7+ UCaaS(Unified Communication as a
Service)5 I 4f A 7yFS = 5 ¥ — fa1 ¥4 ik - UCaaS H_7A % Internet H %% e fa il 55 PRI
EH O VU A% 20k o AP TR E R RRESRE VB F rR NS
g FEITAIESBC) » xR H #ft!—f%piﬁ?ﬁ T AR~ B REN B ,g_;{?%ﬁiz‘
DEBY . BRFEU GRS AN Azure Z B PRAAT L% R R & o SBC-
SWe:» % A = 4}%”‘ EFHWMOSBC 71—~ B % cnUCaaSid BB M F T2 N %iE -
TREVITL AL cnikyg o 4 fﬁﬁ“ﬁ.'ﬂ%‘iﬁf%’*%&ﬁo

M3 © & B R B(SBO) » &3 & PRAH(UCaaS) ~ thek ik ~ B4 % 2122
(TLS) ~ % 2 2 p¥ @ 1% L(SRTP)

E % ®H ¢ i % % email:pansenhaw@gamil.com



An Empirical Study of Security of SBC(Session Border
Controller)in VoIP Networks
Pan, Sen-Hao !* Liu, Hsing-Hua? Woo, Tai-Kuo 3

"Department of Information Management, National Defense University, Taiwan, R.0.C
2 Hivocal Technologies

3 Department of Information Management, National Defense University, Taiwan, R.0.C

Abstract

VoIP has lots of applications due to the advantages of the greatly improved integration of
information and communication technology. It has been shown in the severe global Covid-19
epidemic in the past two years. Cloud-integrated communication service UCaaS (Unified
Communication as a Service) using VoIP as the core technology has led the work-from-home
to another work style. The service of UCaaS is based on the service structure of Internet
connection, and there is a risk of security in communication transmission. This study is based
on the Session Border Controller (SBC) proposed by the manufacturer of Internet voice
equipment in recent years. According to SBC provides security protection mechanism such as
protocol conversion, data encryption, identity authentication, prevention of malicious attacks,
etc., to set up the real communication environment. Install the software version of SBC-SWe
on the Azure cloud service platform and install the physical SBC on the local side whitch it
creates a simple UCaaS communication environment to verify by implementation. The research
results can be used as a basis for product improvement, and enhance customers' willingness to

use.
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| SIP Device | User Agent | Fingerprint |
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INFO:root:Total time: 1:17:16.234050 > AR 4 A7 )

] 4.4 svmap ¥t [P:13.70.35.1/24 Port 5000-8000 # 45 % %

A chffds Sk dod 4 100w 0 d QA F T HF A P E B Class C iR 74
*ﬁ' F‘?" » 4% SIPEK # FSIP Listen Porti¢ * 7;1’ #5060 » %s BT S NS ERY &

10



F i S F AR e B 2 5 B Class C4 ELIP5000-8000 Port » # FlA% £ 1 F éaps
A% S > #frideok 7 @ % 38K 605060 Port » ¥ 123 4e 47 R DT ELR o

% 41450 SIP % % 2 %

1 P ] # P 3 % Port %, 3% g Port# 1 (5000-8000)
IP:210.201.89.1/24 | % .SIP3 # » fe & 24 =4SBC % T+ 24SBC
IP:13.70.35.1/24 | A% 1% 7 3K & 72 HSBC

1R AR PR RLG % BB o AR AR 1R KA SBC o BT Kb
DEPEEEACR] 4.5 1o e

Q ? j Azure Cloud
';%;' _#HA® " [ngernet ) — 1P:13.70.35.52

IP-210.201.89.145
Bl4.5 ®pir# B

42 A PEAEE

PFEE G S X HSBCIE 7 A B ELA iy » SIS J1SBCL s IHLAE o i L g
% svwarth 4y 4 HHSBCo 4 (74 £ 4o R4.697 7 » TR i de ~ 4 5 7 L S HSBOH o)
REGISTERéf -0 ¢ * éfvdy £ -DiL R & i % Ak P el 45075 (el 5LA8 5 * a0
5L > blde 2 1000 ~ 2000 ~ 30005 - Hrfy 5 % £ A RAT 0 A4 4 o

pansenhawgkali:~$ svwar --force -D 210.201.89.145 -p7890
R 4.6 svwar ¥+ = SBC & {7 &~ {8 5L # fa 3 (74p 4
F 0 $hs s anSBCIE (7 0 e~ -m INVITES £ 2 3 54 £ 4o BIAT40 7 » s

#3 WESBCHi F:c AINVITE B % T AF Rz L o

pansenhawokali:~$ svwar --force -D 210.201.89.145 -p7890 -m INVITE
Bl 4.7 svwar —-m INVITE $3% = SBC i {7 & {8 5L 4F 45 3 (74p 4

11



[

FHR K $ 2 24 eSBCIE (74 LB A 4k (vdp £ Je BI85 7 > B R B AFRE 7
T

paNSeunawmkaLL:~$ svwar --force -D 13.70.35.52 -p7890
W] 4.8 svwar $ 2 5 SBC & (74 8 5LR 4545 4 (747 4

£ = fi«%mSBC@F*ﬂ?# » 4o~ -mINVITEd; £ 0 4 (45 £ e B14.9907 - & %
G N 1 AR K

pansenhawakali:~$ svwar --force -D 13.70.35.52 -p7890 -m INVITE
] 4.9 svwar —m INVITE # 2 5 SBC i {7 4 ¥ 5L 45 45 3 (45 4

AP EHF R ES 4L 4297 o sywaren$F iy > 4 5 ' SBC#% I REGISTER & '*F{
INVITE 3k 4 5 123 5SBC 5 b » § 5c 2 61  grk p A 5 5045 #SBCH
REGISTER FpF o B BHRAR ¢ F RS TR G B A WIS ET ¥ &SBCY
) SBC;ISK :f‘*? 401 Unauthorlzedmrjb B o F so® A #¥SBCE MNINVITER & pF > SBCiL &

ERALARRT T LKA Dy RN G SR ST SRR N D 8BRS A

% 5 &SBC* » SBC» #_% 7 401 Unauthorized= ¥ J& » ¢ Wireshark® ¥ g% 5| 4 SBCH#:
<3| # P erREGISTE 2 INVITE E&mﬁ J& 0 4cBl4.10%751 o svwarig ;= 2| %74 {5 5L

EE G50 FIrrHFHD %’?IFLIII &3 SBCens #8575 o

f 42 S SEL B R B %

R p R B3 2% Port 74445 47 £ (-m INVITE)

¥+ #SBC [1P:210.201.89.145 AFIE P AT P

Z ##SBC 1P:13.70.35.52 AFILIT R A AFILIE R A
Source Destinaton Proweol  Length St

112.104.74.42 210.201.89.145 SIP 464 Request: REGISTER sip:218.201.89.145 | (
219.201.89.145 112.104.74.42 SIP 527 Status: 401 Unauthorized |
112.104.74.42 210.201.89.145 SIP 422 Request: REGISTER sip:219.201.89.145 (
112.104.74.42 210.201.89.145 SIP 419 Request: REGISTER sip:219.201.89.145 (
219.201.89.145 112.104.74.42 SIP 485 Status: 401 Unauthorized |
219.201.89.145 112.104.74.42 SIP 482 Status: 491 Unauthorized |

Sowrce Destination Frotocol Length Info 7
112.104.74.42 210.201.89.145 ubP =4

112.104.74.42 210.201.89.145 SIP 468 Request: INVITE sip:1267824600@219
212.201.89.145 112.104.74 .42 SIP 506 Status: 401 Unauthorized |
112.104.74.42 210.201.89.145 SIP 423 Request: INVITE sip:1000@210.201.8
112.104.74.42 210.201.89.145 SIP 419 Request: INVITE sip:1100@210.201.8
210.201.89.145 112.104.74.42 SIP 473 Status: 491 Unauthorized |

® 4.10 3= = SBC = & # P# REGISTER % INVITE
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4.3 HABHR

SIE R BRSO ¢ B (blae AL 1A ) IR 4 SHSBC A 155145 82269968
' 2 2 SBCA $87650001 > #-¥fie s 4 810 J 4 AL jZ(Brute-force Attack) e 543 {7
HAR R 0 1K EGLR BT LR e SO B F L ¥ sverack$ 8226996812 (7 % A
Rl R AR AR 5 1-9999 0 e 1Fdp £ Ao B4 LT 0 BE DA N E R R o

pansenhavakali:~$ svcrack -u82269968 -ri-9999 -z4 210.201.89.145 -p7890 -v
] 4.11 sverack $1 82269968 i& 17 % 4% ¢ 4 BLjRHk (t4y £

S8 A4 6 sverack$ 8765000158 (7 % 48 Rl %45 7 1 % 1-9999 » 4 (o5 £ 4o
BAI2977 » 25 % 24503 @ A o A PEE PRI R R % 40443507 o

pansenhawakali:~$ svcrack -u87650001 -r1-9999 -z4 13.70.35.52 -p7890 -v.
] 4.12 sverack $+ 87650001 & 7 76 & + BL 33k i74p £

1435 7 IR

YR P
IP:210.201.89.145 (82269968 ) AT P A
IP:13.70.35.52 (87650001 ) ABIRIE P A

4.4 DoS =¥

A ¥ BLR)3E SBC 4418 DoS se# chit 4 0 F kst A i+ SIPp ¥ 2 = SBC
# 414 e INVITE 2 4 > SIPp 33k B sz ¥ eriPort 5 5060 > Fl 5 i@ * £ F ¥ X Hp
SIPp v M L Fende * & 0 5 7 R A iy s i g E Lo Flpt g K
WAEE E ) 10000 B 0 He vy £ 4oBl 413 957 0 T4 ¥ SBC & Binp thiekr
R LX Bjem h o PN S B 2 254 5 87650001 % 3 x4 4% 82268868
A0 3 W o 1 EE SBC 44 i DoS st i 4 o

pansenhawokali:~$ sipp uac -r 10000 -rp 1 13.70.35.52.
B 4.13 3 i INVITE 3t & % 2 = SBC i 74y 4

F 2 SBCH X1z YPF > THAIE BB ERART U F i 4o 4.14 ¢
Tk 0 SBC*t LX § F 0§ BT hk o B3 SBC chE R 6 ¢ ?J&" » SBC #
#WpF CPU ehig * & 5 5% > 4o 4.15 #7515 @ X sc P F CPU thig * F L 6% » 4
4.16 #77 » PRI EFPFET B S X e o PRIt F T AH SBC kg ¥
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Calls  EndToEnd Calls Debug Subsystems Call Statistics

ID  Protocol Direction  Received Time Peer IP PeerPort  SBCIP SBCPort  Calling # Called # Meth...
8  SP Received 2021-10-1416:26:49:348 1121047446 52788 10.3.0.5 7890 87650001 82269968  INVIT..
11 SIP Received 2021-10-1416:26:49:389 112.104.7446 52788 10.3.0.5 7890 87650001 82269968  INVIT..
12885IP Sent  2021-10-14 16:26:49:457 210.201.89.145 5070  10.3.0.5 2577 87650001 82269968  INVIT.
14 SIP Received 2021-10-1416:26:49:893 112.104.7446 52788 10.3.0.5 7890 87650001 82269968  INVIT..

B 4.14 £ =3 SBC il X seHpF o e el p 2k

Welcome: senhaw | Last Login: Nov 15,2021 11:21:01 | Logout | Help
Device Name: sbc2
Ribbon SBC SWe Lite

riobon © Wonitor Settings Diagnostics System

(OTHUEUE  Statistics  About SBC Edge
System Overview November 15, 2021 14:07:53 - @

System Name  sbc2 CPU Usage 5%

System Type ~ Ribbon SBC SWe Lite Memory Usage  93% } SBC4 %2k fe 48 M kR

Hypervisor Environment Hyper-V Total System Memory 1932 MB

Bl 4.15 2 = SBC # 8 en i sF

Welcome: senhaw | Last Login: Oct 12, 2021 15:40:20 | Logout | Help
Device Name: sbc2

riddbon @ Monitor Settings Diagnostics  [NEESTIC Ribbon SBC SWe Lite

PRI sttistics  About SBC Edge
System Overview October 14, 2021 16:09:06 - @

System Name  sbc2 CPU Usage 6%
System Type ~ Ribbon SBC SWe Lite Memory Usage  52% SBC % # 2k fiE 4 A AK 2L

Hypervisor Environment ~ Hyper-V Total System Memory 1932 MB

Bl 4.16 Z =3 SBC 1 % sz pFer i WL 3 3

ﬁ:’zr’:%é‘v SBC - 1, f T Port & 7890 - i F 5 & E f5 10000 & - 3
iF4p 4 4o 4.17 9557 « B THAPL REBTLRLE S EIRRG YL &
/z‘-ﬁ i#”T,J lfi‘? B

o

pansenhawakali:~$ sipp uac -r 10000 -rp 1 13.70.35.52:7890
B 4.17 % ¥ INVITE 2 & % Z =3 SBC Port 7890 ik | iTdp %

A SIPp $# 4 SBC # N2 £ INVITE 4 » 5 R 255 5 4)
10000 Tl; ’ v}’g" F;}‘F‘ £ -&\—_"g] 4.18 MT.]_ °

pansenhawakali:~$%$ sipp uac -r 10000 -rp 1 210.201.89.145
[ 4.18 5 i INVITE 31 & %3 % SBC i it 45 £

F R SBC W L rc IR > A EAT U FHd 0 SBC & LX § T 71 % pEes
e chk b o 4] 4.19 ¢ #17 o b pEt SBC 7;.* 9 %G ¢ gs| > P F CPU 2 Memory
i % S 4 s Aol 420 9w o g scH © A ¥ SBC ks 3 f
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Calls CPU / Memory Statistics Debug Subsystems End To End Calls ~ Call Statistics

D Protocol Direction  Received Time Peer IP PeerPort  SBCIP SBCPort  Calling # Called # Method Hold CRV  CalHl... GCID
37 SIp Received 2021-10-15 03:12:19:758  13.70.35.52 24577 210.201.89.145 5070 87650001 82269968 INVIT.. sendrecv - call-.. .0

39 SIP Sent 2021-10-15 03:12:19:953  111.71.4.189 13623  210.201.89.145 7890 87650001 82269968 INVIT.. sendrecv - call-.. .52
47 SIp Sent 2021-10-15 03:12:23:662  111.71.4.189 13623 210.201.89.145 7890 87650001 82269968 INVIT.. sendrecv - call-.. .52

B 4.19 3 =3 SBC il X seHpF o e el p 2§

admin | Last Login: Oct 15, 2021 02:56:09 | Logout | Help

evice Name: sbct
Ribbon SBC 1000

ridbon i Settings Diagnostics System

About SBC Edge

Statistics

Overview Inventory Report

October 15, 2021 03:14:56 -~ @

System Overview

System Name  sbet CPU Usage 7%
Chassis Model  Ribbon SBC 1000 Memory Usage 37% } SBC % %2k 4k M 3L

Version w1 Total System Memory 241 MB

Bl 4.20 3= =3 SBC 1 % sz pFen i SLF 3

F K 58 SBC FAzsc#® » ¥ ¢ 4n F_rc ¥ Port 5 7890 » #iFiE F L4
=X ’#ﬁf‘t‘:}%éf«&r@4.21 IR U = I AR T A - S P A s ’ﬁi‘—l?}\i ¢ E
B LAT R AF R o

pansenhawakali:~$ sipp uac -r 10000 -rp 1 210.201.89.145: 7890.
] 4.21 3 i INVITE %3 =% SBC Port 7890 i (45 4

wE et B S ek 4,497 o d Wireshark? ¥ LR § e FE IR Y IFRE

I{?Fﬁ SBC e #4c3 % = X INVITE: & & » )I‘Z LS v AcBl4.22977 0 F L7 ¥

gEig B e @ 44 Port 78905 #H pF > SBCHE: <] 5 BINVITER & > v i % > B

401 Unauthorizedzt 4, » 4-B4.23%751 » 2 & X sc ¥ 5 &) » SBCHEJz =~ £ (AINVITE# &, {8
© ATESBC & SrTiL f EGRILA 4 0 4 FI ILETT SBCHIRGR -

# 4.4 DoSsc# & %
P 3f 2% s # Port (5060) ip T F Port (7890)
Z % SBC
IP:13.70.35.52
& =#SBC
IP: 210.201.89.145

A ¥SBC & tiig = f # (B4.15) re &7 SBCefR 7%

A¥SBC % stig % f # (F4.19) P75 SBCEIR TS
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Source Destination Protocal Length Info
84.17.34.78 192.168.1.184 TCP 60 443 > 1870 [ACK] Seq=11325 Ack=554114 Win
Fortinet_©3:3a.. Broadcast ARP 68 Who has 192.168.2.142 Tell 192.168.2.1
112.104.66.184 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145 |
Destination unreachable (Port unreachable
SIP/SDP Request: INVITE sip:100@210.201.89.145 |
Destination unreachable (Port unreachable
SIP/SDP Request: INVITE sip:100@21©.201.89.145 |
Destination unreachable (Port unreachable
SIP/SDP Request: INVITE sip:100@210.201.89.145 |
Destination unreachable (Port unreachable
SIP/SDP Request: INVITE sip:100@210.201.89.145 |
Destination unreachable (Port unreachable
SIP/SDP Request: INVITE sip:100@210.201.89.145 |
Destination unreachable (Port unreachable
.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145
112.104.66.184 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145
112.104.66.184 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145
112.104.66.184 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145

@] 4.22 Wireshark g% SIPp ¢ % 252 % SBC

Source Destination Protocol Length Info

112.104.74.231 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145
112.104.74.231 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145
112.104.74.231 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145
112.104.74.231 219.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145
112.104.74.231 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145
112.104.74.231 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145
112.104.74.231 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145
112.104.74.231 219.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145
112.184.74.231 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145
112.104.74.231 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@210.201.89.145

210.201.89.145 112.104.74.231 SIP 512 Status: 401 Unauthorized |
210.201.89.145 112.104.74.231 SIP 512 Status: 401 Unauthorized |
210.201.89.145 112.184.74.231 SIP 512 Status: 401 Unauthorized |
210.201.89.145 112.104.74.231 SIP 512 Status: 401 Unauthorized |
210.201.89.145 112.104.74.231 SIP 512 Status: 401 Unauthorized |

8] 4.23 Wireshark #.% SIPp sz # SBC Port 7890

4.5 & * TLS 1 SIP Listen Port

d 3+ SIP /K% 7 Internet =% = §* » F|pt SIP ¢ Listen Port # # ¢ * TCP & +
UDP & Protocol % ¢ % 3 X F|sc# ; #4753 % SIP ¢ Listen Port % €3 7890 @ *
Protocol 2 UDP > il £ s Fend 3T 2 2 41 o 3T %4 SIP Listen Port 7 Protocol %
* TLS £ @ FRIE - B P 2 A 41~44 S4pf > d 30 41~4.4 & plzEd 242
P SBC eni % 3 m L w] > Fpt s Fenipli@ W 2 3 SBC 5 b o

H L@ % svmap $f IP:13.70.35.1/24 & (7 # 45 - #F B Port # [ 5000-8000 > % % A
FIMEPSIPERAE - F- HH I SBCEFT» B > Ff > N2 4.2 §97@ % g
oo B fifFds 2 SRR DFRT > BRI AFREFLAP - F 2 HESBCEFR
TR R NI EZJITR LB A SR BETADIE P RE c RS H DS
SBC:it {7 DoSsc# » ¢ * 1 E24n b 244 &4pk > SBCH s H T CPU & * 5 3
30% » 4ol 4.24 #7157 0 G ¥ Feeg Ao B kAR E LR E T o
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Welcome: senhaw | Last Login: Nov 13, 2021 16:23:49 |

0 Monitor Settings Diagnostics System

Overview [SEH

About SBC Edge
System Overview

November 15, 2021 11:

System Type Ribbon SBC SWe Lite Memory Usage 93% } SBC %: %i’i ﬁthfi Fﬂ ;&;X»

Total System Memory 1932 MB

System Name sbc2 CPU Usage 30%
Hypervisor Environment  Hyper-V

B 424 2 5 SBC X se ¥k g * v

d Wireshark » ¥ g% 7] SBC % 3| DoS sc# ek g4c® 4.25 #77 o H BFsc# A
@k 2 23 SBC 2% = TLS i 4 > 7]t SBC 3+ 2 %g’il’zﬂ’ti#ﬁb’%’% e - 272w
&0 4 F]H 45387 DoS st o

Source Destination Protocol Length  Info

192.168.1.5 13.70.35.52 TCP 1494 1526 - 443 [ACK] Seq=569 Ack=153 Win=66088 Len=1440 [T(
192.168.1.5 13.70.35.52 TLSv1.2 132 Application Data

13.70.35.52 192.168.1.5 TCcP 54 443 - 1525 [ACK] Seq=153 Ack=2009 Win=64128 Len=0
13.70.35.52 192.168.1.5 TLSv1.2 1244 Application Data

13.70.35.52 192.168.1.5 TCP 54 443 - 1526 [ACK] Seq=153 Ack=2009 Win=64128 Len=0
13.7@.35.52 192.168.1.5 TLSv1.2 603 Application Data

192.168.1.5 13.70.35.52 TCP 54 1525 -+ 443 [ACK] Seq=2093 Ack=1343 Win=64896 Len=0

192.168.1.5 13.70.35.52 TCP 54 1526 - 443 [ACK] Seq=2987 Ack=792 Nir\=65536 Len=0

192.168.1.13

SIP/SDP 552 Request: INVITE sip: ser‘vl(e@lB 7©.35.52:7890@ |
SIP/SDP : INVITE sip: :7890 |

SIP/SDP 552 Request: INVITE sip:service@l3.7@.35 7890 |
SIP/SDP 552 Request: INVITE sip:service@13.70.35.52:7890 |
SIP/SDP 552 Request: INVITE sip:service@13.70.35.52:7890 |

B] 4.25 Wireshark g% Z =4 SBC % st pFayk v

192.168.1.13
192.168.1.13

AFFE PR S S drd 45 977 > FPISIP XA TBHE D BEE 4] g ¢ P
2P Z2HASBC A5 BIFR S RBFRES BIED - S5 82422 43 a4pk >
DoS sz #izB#3E p ? »d SBCenhseFaP FREHITFAHSBCE» * x>
#t SIP Listen Port #7 Protocol & * TLS ¥ 4% = { & > ehfp £ o

G

\\\

F 45 RFES
BlaEoE p &

$£ip) SIP 2k AFRIEPRAE
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PG IR %ﬁﬁﬁf
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& ¥ EE (R 4.24)

é‘:
Kl

4.6 ie $EB~

FE B HE-i8 * bo 28 2 % 82269968 22 2 =8 40 5 87650001 & (7 35 d T i #
Wireshark $88~:8 32 3t & o 4oB) 4.26 #7771 » T ¥4ité » %z SBC &
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Source Destination Protocol Length  Info
210.201.89.145 13.70.35.52 M 93 Destination unreachable (Port unreachable)

13.70.35.52 210.201.89.145 RTCP 132 Sender Report

210.201.89.145 13.70.35.52 CM 160 Destination unreachable (Port unreachable)

210.201.89.145 13.70.35.52 TLSv1.2 1163 Application Data

13.70.35.52 210.201.89.145 TCP 60 24577 - 5070 [ACK] Seq=2528 Ack=3418 Win=501 Len=0

13.70.35.52 210.201.89.145 TLSv1.2 827 Application Data

210.201.89.145 13.70.35.52 TCP 56 5070 - 24577 [ACK] Seq=3418 Ack=3301 Win=441 Len=0

13.70.35.52 210.201.89.145 RTP 224 PT=ITU-T G.711 PCMA, SSRC=Bx48F7EF96, Seq=23, Time=1772807569, Mark
210.201.89.145 13.70.35.52 CLASS... 86 Message: Binding Request

210.201.89.145 13.70.35.52 CLASS... 86 Message: Binding Request

210.201.89.145 13.70.35.52 RTP 224 PT=ITU-T G.711 PCMA, SSRC=0x2443A858, Seq=1920, Time=3749724241
13.70.35.52 210.201.89.145 RTP 224 PT=ITU-T G.711 PCMA, SSRC=Bx48F7EF96, Seq=24, Time=1772807729
210.201.89.145 13.70.35.52 RTP 224 PT=ITU-T G.711 PCMA, SSRC=0x2443A858, Seq=1921, Time=3749724401

Bl 4.26 $EB~ A 510 35 P8 chdf ¢

dfEB-ihite P B § A A WA 2 TS A3 AF R SIP ¢ > W R TLS
£ Application Data 2 RTP &% 4 3t o d J0 7 B SIP 3 4 © 4% TLS 4 B i%3E >
Wireshark & & & 7 SRTP 3f ¢ o % ¥ :83% 3t =X $#15~ 7| (7 RTP Streams P > 3 I Wireshark
& xR if ﬁﬂ—qﬁﬁﬁ;“i NE AT E G Aol 4. 27 P70 Tt ¥ ¥t RTP
Streams _% 1 4¢ & MR e Ay A TLS erde B iRl » m 2 B B3N 4Fe PR o
%@ﬁé$ﬁ§ﬁﬁ%7’ﬁﬁ%§¥ﬂﬁﬁéﬁ§

M Vwireshark - RTP Player . ) =
|
. \ H \ , \
I 0 1 2 3 4 5
i
Play Source Address Source Port Destination Address Destination Port  SSRC Setup Frame Packets | Time Span (s) Sample Rate (Hz) Payloads Py
L 210201.89.145 16474 223.137.175.67 29364 Ox2d1dSae9 1977 5 0-0© o 30 6 4615
R 223137.175.67 29364 210.201.89.145 16474 0x30fe9eb4s 1977 1s98  Jo-o0©@ o P
F X
Start: 21228 s. Doublc click to sct stat of playback.
i[> jin] Output Device: [Default Output Device ~)
L
|| Jitter Busfer: 50 (2 Playback Timing: [Jitter Busfer ~ [7] Time of Day
BAEA [ ==

B] 4.27 s i 3, < RTP Streams

S

51 71 %%

2 B % s 1T o 322 UCaaS ¥ 3 25 VoIP i 213k 5 > ¥ VoIP A2 % & ehw
PREARF HRET ZHE e SBC % 2 o3 s SBC 2 > 7 TLS/SRTP i 47
SBC ¢ * 53 7 4p ¥ ot ﬁﬂﬁ/l»a\iif‘?g;‘ﬁj 2 té o SIP e £ 2 SRTP 4ef# % 97 F eh
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3 pF 3 AL e B 44 (Confidentiality) ~ = )},’f ']%_(Integrity)ﬂfr £ 4 @4 (Authentication) °
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B ROV A o
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