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An Empirical Study of Security of SBC(Session Border
Controller)in VoIP Networks
Pan, Sen-Hao '* Liu, Hsing-Hua > Woo, Tai-Kuo *

'Department of Information Management, National Defense University, Taiwan, R.0.C
2 Hivocal Technologies

3 Department of Information Management, National Defense University, Taiwan, R.0.C

Abstract

VoIP has lots of applications due to the advantages of the greatly improved integration of
information and communication technology. It has been shown in the severe global Covid-19
epidemic in the past two years. Cloud-integrated communication service UCaaS (Unified
Communication as a Service) using VoIP as the core technology has led the work-from-home
to another work style. The service of UCaaS is based on the service structure of Internet
connection, and there is a risk of security in communication transmission. This study is based
on the Session Border Controller (SBC) proposed by the manufacturer of Internet voice
equipment in recent years. According to SBC provides security protection mechanism such as
protocol conversion, data encryption, identity authentication, prevention of malicious attacks,
etc., to set up the real communication environment. Install the software version of SBC-SWe
on the Azure cloud service platform and install the physical SBC on the local side whitch it
creates a simple UCaaS communication environment to verify by implementation. The research
results can be used as a basis for product improvement, and enhance customers' willingness to

use.

Keywords: Session Border Controller(SBC), Unified Communication as a Service(UCaaS),
Protocol conversion, Transport Layer Security(TLS), Security Real-time Transport
Protocol(SRTP)

* Corresponding Author: Pan, Sen-Hao email:pansenhaw(@gmail.com
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17 - fERTen (4] fg o et ¥ FF UCaaS(Unified Communication as a Service)
ED R ERETPFE AR R EA TR AR RIED 0 &R
VLR FH AL g REFPEE LS E o H Y f%fﬁ&ﬁ&i%iﬁjijﬁ,ﬁﬁ{uVOIPé
P Popeor i B e T Jp i iE e R R B @%]“rll FEFR % FI R E
(Session Border Controller, SBC) iz BAE g F T H p ¥Z 3 2 2enE £ 4 4 o

EEFRERAE RO IMRD AR R T ENE R B RRTES Era:«m#“
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% 2 perg B aR g SBCHA B # i S ERAHE ~ 358 2~ QoS(Quality of

Service) & #yfrdf £ 11 2 J{IRFENE 23K 0 AFF 2 ARNIRIEND F 8 2 >k H i i
FE e B T 3522 IMS(IP Multimedia Subsystem) PR 740w (744254 £ & » SBCH#-AIPiE
O e E 2P PR F M A E ¢ (Kaul & Jain, 2018) o

Fr— ﬁﬂ@ﬁ%i}iﬂﬁiﬁ\fomsﬁ—i FIiF 4 & 4ol 2 aE ) # # (Jitter) ~ £ & (Delay)
7L E %4 4 ¢ if & (Packet Loss)® § 2 4F e d o 3TeR 3L 24 doVoIPAL i 47 e 2 4r
Bd oo S i BVoIP AR B RS TR A B EEE o £
F@d A2 o F:mEG IR et SR AEA 7 5 (Mclnnes, Wills, & Zaluska, 2019) -
SBCERE A VoIPLr e ez ek i » Hyprwr e FIPES 2 EH v b
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UCaaS 7 Z :HPRAFeiTe® A i > A K35 5 BARME § PRI 8 202 FPREBP o
UCaaS & J&# # Application Server 3¢ ¢ &2 4 F 5 4c AWS ~ Azure ~ Google cloud... % »
2w )T 1\% BHH I B ARAE L X 7 0B Web iF1 5 F & * WebRTC 4 i (Plug-
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2.2 VoIP h= $ it

EEVOIPIRGANp F 4 2 > U1 o (R¥F Ao ifiFfot 228 o d *“VOIP*K%‘ &
Internet t > F]y* v K8 7 Internet B 2x 7k 8 @ Lo =¥ §° (Al Saidat, 2019) » Z VolIP %
S IE G fRenPt 2 — o VoIPY 1 & * (iR G f kAR SIP(Sess10n Initiation
Protocol) (Rosenberg, Schulzrinne, Camarillo, Johnston, Peterson, Sparks, & Schooler 2002) >
BAT KT B A B GV PRAR L R R IR R M L FEARR o BvE T R AEGT
P~ iR el d 33 2 R en® > 4 (Karopoulos, Portokalidis, Domingo-Ferrer, Lin,
Geneiatakis & Kambourakis, 2015) o SIP% 3% % L s ¥ & 3= %g@(Eavesdropping) ~ AT
4 (Fraud) ~ 32 2 4% (Registration Hijack)frDoS(Denial of Service)sz # (Ghafarian, Seno &
Dehghani, 2016) i 723787 &4 5 B BIF £ 0 4o B2, 1 #7757 (Machens, Gebauer & Wermser,
2018) o A3t srs ek ﬂ:é&h AT R Suen Ak ALERE Y o P B F L AW L a4
B2. 2477 5 SR F s 78 0 FE T II?‘—‘L’ R s Gilde o Bs F iy B iF g2
fé > p:‘? X Pé Bli& = &2 PSTN(Public Switched Telephone Network) i g% e 3538 35 » 1L iE
73 3537 80 o (Gruber, Hoffstadt, Aziz, Fankhauser, Schanes, Rathgeb & Grechenig, 2015) °
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2.3 VoIP g% > 84

BoE R VOIP F kend 0 3 B K3 0 E B eniR 4] ke g VoIP ehd% 2
Moo g et Sz B Y G AL eA 45 - 14 (Signaling)Be /T 3k ~ £ > )
(Authentication) ~ 3% 4f % ¥t(Decoy System) ~ # % 1+ (Confidentiality){r 2 7& |+ (Integrity)
&2 p g SIP 5o el X jh(Nacem & Missen, 2020) » $i¢ * K& (7 & A %7 b
K i o B M B L VoIP MU R 0 R B o L
&7 85 DoS sz # (Hasan & Hussain, 2017) o

4 VolP i e e 2 122 Kk ¥ F % & 2306 0 bilde i35 1 7% F (Topology
Hiding) + { #c &% Port ~ { #7{r i 48 4255 @ *% TLS ~ fic & SIPE * |+ L 4 ~ IP tables 3%
F g R B(SBO)E > 7 1 {2 8 ¢ VoIP A #SHE™ it il £ hik i fr kb 4 - SBC
sty BBV AR 000 £ W] 3 SBCALS f% 3L ESIPen% 2 f2- % > SBCHb i 1 0
L % DoSsc o gLt k4 % E (Carino, Del Giorgio, Abeledo, Bullian, Gonzalez &
Hencek, 2018) -

24 € #HEEEFIB(SBO)
¢ 3% # %% £ 41 & (Session Border Controller, SBC) » £ & L & qi-k,__pe&x vz 4t SIP

gHEFHT - R F o L ,uﬁééﬂx b f2 SBC e forb i
- \Sess10n(§pi) ﬂg‘fﬁ’” S et > W F B3E S /AR .
- ~Border (%) et 2 B R 2 @ik > SROER L Rt el B
% é‘ﬁw’“l‘f -tk ;‘K% BRI R BB RT R RA 2RE
~ Controller (#7#]% ) SBC (L3 ~ B8 ~ R { ~ B ) 4= BAERR 0§ Fav
4 (Benitez, 2017) °

SBC X #u|fE it & 2 & » ik & FIP “THR B hs iL1d 4 3 b o SBC 28 F »ph 4
grebied B PERIZ A fogidt o BAEZE Ao 2.3 7m o SBC R F A L O R &

W
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Fdk € ke d IR (IP 35 4 /43 ) (Hautakorpi, Camarillo, Penfield, Hawrylyshen &
Bhatia, 2010) -

. SBC R

E I : <=

T\l, ) > ReER e peBX
= * E" WA R “_E—‘“" CEETIIT

YR e

4

Voice gateway

SR CES

B 2.3 SBC 7
74 kR : Hautakorpi et al., 2010

SBCehi & # it

— S EEUREEH D SBC @ % i b (NAT) KRR N AR
ZNFER OB N L A N L ETPR AR5 (DDOS) e B g0 e RARE 5 o
e % DSBC i * @K % 2 153R(TLS)2 & 2 PF @ #4 3R (SRTP)$H3u £ friat it
T4 o

o

’

’

o~ ik (Glde o & SIP e H.323 2 /)

I ~ F 1 kB bk 3 (Transcoding G.711/G.729/G.726/iLBC/OPUS/SILK)

Fos EEE”?I“J SBC ¥ M jp= §ILAE Bl 3 & X AE % o SBC ™ @i faeink & 1+ >
B RS GIRAL S S ~ B REME) R R

= SR Cd 3 SBC T TG el 3 g 3 0 FlUt A S AR RG]~ e
R RR/PARIP mnt ~SIP LA S HPRFEFT LF ~JES ~ KL~ B A E o

A~ A QoS it D SBC ¥ o E i g ey gy o pteb > Xt SBC ¥ LB T

B R R - 3 5 T R 3E(Benitez, 2017)

25 % f}?—éiéﬁSIP @A

SIP % 2% % VoIP ¢ 3#(Session)fF e & 2 4 3% o RTP &_%* % VoIP i 35 FF$H35 3
TR @%TJET";L & p53k o TLS * %t 4c % SIP éim £ 2 SRTP $H4L4c % fF 2 4% - SRTP
®F EAA RIF R 2 L AES ) AP DES~3DES BV i { Pt fERE R R & 2
1 (Abdullah, A. M, 2017) » 33 35pF c RTP 4% o TLS/SRTP i 5t ¥ 5 VoIP 4% & & i»
BRESNL F Y LR ERIR R vz % 25 VoIP €3F o Bl 2.4 1P 1 B e
* > ¢ % TLS 2 SRTP i i SIP Proxy Server & {7 SIP 3 £ % 4% 77iF 47 (Subramanian &
Dutta, 2010) °
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] 4.2 svmap 4 By [P:13.70.35.1/24 ¥ ivdp £

¥] 5 svmapif K #F s crPort 5 5060 A& =x 7 7 % K SBC#73k % SIP Listen Port 5 7890
P AT AR A E KK o

T2 IP:210.201.89.1/24 4 =c & 7 F & ”J 4e 4% i Port 4 §5000-8000 (+=
#-SIP Listen Portze 5 7890 » & &g @4f fy [ > #7020 M- [f] 3K 25 5000-8000) - 4 ,giﬁ r
e Bl4.3975T 5 4 d e “P’:Mﬁ,ﬂ'. T A & e s eSBC -

pansenhavgkaliz~$ svmap 210.201.89.1/24 -p5000-8000 -v > & Ak JE A
INFO:DrinkOrSip:trying to get self ip .. might take a while #ﬁ:’% E

INFO:root:start your engines

INFO:DrinkOrsip:210.201.89.32:5060 -> 210.201.89.32:5060 -> unknown -> disabled
INFO:DrinkOrSip:210,201.89,144:5060 -> 210.201.89.144:5060 -> FPBX-15.0,17,55(15.7.4) -> disabled

INFO:DrinkOrSip:210,201.,89.145:7890 -> 210.201.89.145:7890 -> SONUS SBC1000 9.0.2v566 Ribbon SBC Edge -> disabled
INFO:Toot:we have 3 devices

| SIP Device | user Agent | Fingerprint |
| 210.201.89.32:5068 | unknown | disabled |
| 210.201.89.144:5060 | FPBX-15.0.17.55(15.7.4) | disabled |

____________________________________ === W3 SBCHIP & SIP Listen Port
| 210.201.89.145: 7890 | SONUS SBC100@ 9.0.2v566 Ribbon SBC Edge! | disabled | W3 SBCH) B M ~ 3 B IRk
. U r 4

INFD:rm';n.:;T.l;tal time: 1:17:%.86?866 > $-:5(‘f‘1?l'f§l%f$"‘fﬁfﬂ
] 4.3 svmap ¥} [P:210.201.89.1/24 Port 5000-8000 # 45 & %

£ X #IP:13.70.35.124:8 =% §5 > /,] A #%EE.TPorth; #15000-8000 » #F 45 & % 137
35SIPK # > A=A £ ENZHHSBCY NI AHF K L EPN 0 B R oBl440rT o

pansenhavilcaliz~$ svmap 13.76,35.1/24 -p5000-6000 —v » il 4
INFO:Drinkorsip:trying to get self ip .. might take a while
INFO:root:start your engines

INFO:DrinkOrsip:13.70.35.52:7890 -y 13.70.35.52:7890 -2 SONUS SBCSWeLite 9.0.2v295 Azure Ribbon SBC Edge -> disabled
INFO:DrinkOrSip:13.76.35.243:5070 -> 13.70,35,243:5070 -> FreeSWITCH-mod_sofia/1.8,7~64bit -» disabled
INFO:DrinkOrsip:13.70.35.243:5080 -> 13.70.35.243:5080 -> FreeSWITCH-mod_sofia/1.8.7~64bit -> disabled

INFO:root:we have 3 devices

| SIP Device | User Agent | Fingerprint |

% 32 SBCHIP A SIP Listen Port
,,,,,,,,,,,,,, |
R ey eE """“'“"“T""“"_"T! """"" "*"T “““““ > Z3iSBCH B ~ VIR RRA

| 13.70.35.243:5070 | FreeSWITCH-mod_sofia/1.8.7~64bit | disabled |
| 13.70.35.243:5080 | FreeSWITCH-mod_sofia/1.8.7~64bit | disabled |
INFO:root:Total time: 1:17:16.234050 > KRR ETER

] 4.4 svmap #f [P:13.70.35.1/24 Port 5000-8000 # #5 2
AFE DR B aod 4 1977 o d Bl A § s 3 A B Class CREEFH

Js B¥ > 4o% SIP % SIP Listen Porti# * 37 3% 615060 > #-¢ 4= b e 5 7 (7 A 46 1%
F 45 & BIPH5060 Port » F] 0t Frpy ik B 22 ¥ )0 4o% SIPK # % & * 35 2% Port » 11 ~ = 7B
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% 414F R SIP &% # % %

1 P f [l # 17 3% Port 4n 24 By Port# 71(5000-8000)
1P:210.201.89.1/24 | 5 B.SIP3 % » fe 3 24 =4 SBC % T B SBC
IP:13.70.35.1/24 | A # 1z o3k & %3 SBC

1R AR PR RLG % o B R - F R AR R KN SBC BT Kb
DERIEREACE 4.5 T e

Azure Cloud

e
“jv

A T
1P:210.201.89.145
Bl4.5 R ir3 R

42 ~ BB

BRPE S I K $ISBCIE 7 A BSULAR I g5 » 38145 DISBC e B ULAS o 5 3 4
i * sywardF fw ¥+ 23SBC > 4 T/F;fﬁ £ e B4.6577 0 TR R e 3N 5 s A B EHSBCE
REGISTERE’ﬁ’éﬁ—;’ v i # rﬂ:}‘ﬂ L O DERE @A N A BB S B L s
WEIL > 4o D 1000 ~ 2000 ~ 3000% - FhHREEF T AFR TR L o

pansenhawnlkali:~$ svwar --force -D 21@.201.89.145 -p789@
Bl 4.6 sywar $3* =4 SBC it {7 A {58 4 3 (745 4

1§ Sy SBCRE 44y 0 X4 » -mINVITE4p £ o 3 (T4 £ deBl4.7950 7 > #5t
# 3 B HSBCH 7 F 2 INVITE » 5% 7 X Rz i A 4 o

pansenhawgkali:~$ svwar --force -D 210.201.89.145 -p789@ -m INVITE

] 4.7 svwar —m INVITE ¥$3+ 5 SBC i {7 » ¥ 5L88 3 4 3 (745 £
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pansenhawopkali:~$ svwar --force -D 13.70.35.52 -p7890

B 4.8 svwar ¥t 2 5 SBC i& {7 » 18 5L 4 4o 4 174p 4

EHZESBCETHFf > T4 > -m INVITE:}F, £ & T'F:}ﬁ £ 4o Bl4.9977 o B 5
AT R Ao

pansenhawgkali:~$ svwar --force -D 13.70.35.52 -p789@ -m INVITE
] 4.9 svwar —m INVITE 2 5 SBC i {7 » #5088 3 45 3 (745 4

AP EF R 5042977 o svwarehFF f > 7 5 ¥ SBC% 1 REGISTER & —‘ﬁ
INVITE ¢34 5 123 58 SBC % o] » & sc 8 0 # * 9rk p chA 1% 5578 % SBCH )
REGISTER-RPF » ig B 873 ¢ 7 %a5ch #1103 e B A 5088 £ F 5 2SBCY

» SBC#R 4% 401 Unauthorized v Jis < % s # 1 $fSBC# I/ INVITE L pF » SBC3L 3

TR LORRE T ERD DN DR E A BEIE 0 TR RE A N A LTS
%33 &.SBC¥ » SBC+ #_% 4 401 Unauthorized# ¥ J& » & Wireshark? ¥ g% 3| & SBC#:
JcF| 4 B SREGISTEZ INVITEZL & PF ek iy » 4oB14. 105077 o sywarfe % 2] 654 18 5 78
AE G T AEFH T AFIRE P 3 AW SBCaA {35075 -

42 A BEBF R S %

Frp # B 37 2% Port 7 4c # 45 4p 4 (-m INVITE)

¥ #SBC 1P:210.201.89.145 KB I P A KB I IE P A s

2 4 SBC IP:13.70.35.52 KB I e A KB I IE e A s
e Deiaaion | [

112.104.74.42 219.291.89.145 SIP 464 Request: REGISTER sip:219.201.89.145 | (
219.201.89.145 112.104.74 .42 SIP 527 Status: 481 Unauthorized |
112.184.74.42 218.201.89.145 S5IP 422 Request: REGISTER sip:210.2081.89.145 (
112.104.74.42 218.281.89.145 SIP 419 Request: REGISTER sip:210.281.89.145 (
210.201.89.145 112.184.74.42 SIP 485 Status: 481 Unauthorized |
210.201.89.145 112.184.74.42 SIP 482 Status: 401 Unauthorized |
o [Desinaien Treoea [ i oo
112.104.74.42 218.281.89.145 upe 08 48533 > JEI lepn=4

112.104.74.42 2108.2081.89.145 SIP 1468 Request: INVITE sip:1267824600@210
219.201.89.145 112.184.74.42 s5IP 586 Status: 401 Unauthorized |
112.184.74.42 218.281.89.145 S5IP 423 Request: INVITE sip:1060§218.201.8
112.104.74.42 218.281.89.145 5IP 419 Request: INVITE sip:1160g210.201.8
219.2981.89.145 112.184.74.42 5IP 473 Status: 401 Unauthorized |

@ 4.10 3= = SBC % & # F* REGISTER % INVITE
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pansenhawakali:~$ sipp uac -r 10000 -rp 1 13.70.35.52)
B 4.13 % i¥ INVITE 3 4, % 2 =5 SBC s f%:}% z

2 SBCHLFHT > TR PR B o P RAT DTV HEY > Rl 414 ¢
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Galls  EndToEnd Calls Debug Subsystems (Call Statistics

ID  Protocol Direction  Received Time Peer IP PeerPort  SBCIP SBCPort  Calling # Called # Meth...
8 SIP Received 2021-10-14 16:26:49:348 112.104.74.46 52788 10.3.05 7890 87650001 82269968  INVIT..
11 SP Received 2021-10-1416:26:49:389 112.104.74.46 52788 10.3.05 7890 87650001 82269968  INVIT..
2 5P Sent  2021-10-14 16:26:43:457 210.201.85.145 5070  10.3.0.5 2577 87650001 82269968 INVIT..
14 SP Received 2021-10-1416:26:49:893 112.104.7446 52788 10.3.05 7890 87650001 82269968  INVIT..

B 4.14 2 =5 SBC 1§l X sc ¥ pF o et v p 24

Welcome: senhaw | Last Login: Nov 15,2021 11:21:01 | Logout | Help

ice

@ Monitor Settings Diagnostics System Ribbon SBC

(CEWETN  Statistics  About SBC Edge

System Overview November 15, 2021 14:07:53 c

System Name  sbe2 ‘ CPU Usage 5%

System Type  Ribbon SBC SWe Lite Memory Usage  93% } SBC %\ %ﬁﬁt’f}i Jﬁ Hk %

Hypervisor Environment Hyper-V Total System Memory 1932 MB

]%]415?"&” SBC jr%}&pﬁm ‘zf—?—;m

Weicome: senhaw | Last Login: Oct 12,2021 15:40:20 | Logout | Help
Device Name: sbc2

ridbon i Settings Diagnostics  [EEECTIIT Ribbon SBC SWe Lite

Overview Statistics About SBC Edge

System Overview October 14, 2021 16:09:06 ~ (2
System Nam sbe2 CPU Usage 6%
System Type  Ribbon SBC SWe Lite Memory Usage  52% SBC # & EA4E kA
Hypervisor Environment  Hyper-V Total System Memory 1932 MB

B 4.16 2 = SBC i & refF pFer i AL 3
f e # 255 SBC > & ¥ 35 TTH Port 5 7890 > iEik & 5 & ) 10000 =& -
£ 4

A7 #5575 0 LLPEB*"“*%\%** BEBT TRLES HA %%ﬂlﬁ‘%@ IR

i:~$ sipp uac -r 10000 -rp 1 13.70.35.52:7890
W1 4.17 % i INVITE 3t £ % 2 2 SBC Port 7890 s it £

Sc#F A e * SIPp #1435 SBC 5 51 £ INVITE UL » # 53R 25 5 )
10000 # » 4 (£ 45 4 4o 4.18 7%

i:~% sipp uac -r 10000 -rp 1 218.201.89.145
B 4.18 % i INVITE m:\_.fjp\-f" = SBC i f%:}% ys

e SBC L5 B > A AT U F 0 SBC & LX § 7 1 % phes

rlenl & 0 4oBl 4.19 ¢ A7 o e pE3Y SBC m? IEJ_E"T ¥ ELE T > # F CPU 2 Memory
g T E S KT 4o 420 P70 o gt B T A H SBC ko stig  f $E
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Calls CPU / Memory Statistics Debug Subsystems End ToEnd Calls  Call Statistics

1D Protocol  Direction Received Time Peer IP Peer Port  SBCIP SBC Port Calling # Called # Method Hold CRV CalH... GCD
37 SIP Received 2021-10-15 03:12:19:758 13.70.35.52 24577  210.201.89.145 5070 87650001 82269968 INVIT..  sendrecv = call-.. .0

39 SIP Sent  2021-10-1503:12:19:953 111.71.4.189 13623  210.201.89.145 7830 87650001 82269968 INVIT.. sendrecv -  call-.. .52
47 SIP Sent  2021-10-1503:12:23:662 111.71.4.189 13623  210.201.89.145 7830 87650001 82269968 INVIT.. sendrecv - call-.. .52

B 4.19 3= =5 SBC il X 7 pF 4o fhed vl p 35

ct
on SBC 1000

Settings

[CPSVE  inventory Report  Statistics  About SEC Edge

‘October 15, 2021 03:14:56 &

System Overview

System Name  sbel CPU Usage T%

Chassis Model Ribbon SBC 1000 Memory Usage 37% } SB(‘ %‘- %;{ﬁg{t m ;&ﬁ()

Version w1 Total System Memory 241 MB

»
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s

.

pansenhawakali:~$ sipp vac -r 10000 -rp 1 210.201.89.145:7890]
1 4.21 % i INVITE % 3 &4 SBC Port 7890 ik it 45 £

AFE gt R % ek 44977 o d Wireshark? ¥ LR T F eI R IR E
;’z*‘}ﬂf  SBCH#4c 7] § + X INVITER LPF > §£3 43 7 i » 40422907 » 512 % $
i s SR o @ A4 Port 78905 pE » SBCH <] 5 5 BINVITER & » T w i 5 > B

401 Unauthorized:t & > 4c®B4.23%777 » 11 A =X 352 % 5 5] > SBCHE iz~ £ «hINVITE: 4, 8
» @ AZESBC & STt | BRI 4 0 4 F]UFEET T SBCHIPRAE ©

4.4 DoSsc ¥ & &
2 7 2k 3T ¥ Port (5060 ) ip T HF Port (7890)
Z #SBC
1P:13.70.35.52
+ 2 SBC
IP: 210.201.89.145

A HSBC & seid & f 3 (H4.15) FE 77 SBCPRIE
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Souce Diestination Protocol Length Info

84.17.34.78 193.168.1.184 TCP 6@ 443 -+ 1070 [ACK] Seq=11325 Ack=554114 Win:
Fortinet 83:3a.. Broadcast ARP 6@ Who has 192.168.2.142? Tell 132.168.2_1
112.1e4.66.184 210.281.89.145 SIP/SDP 1112 Request: INVITE sip:186@216.281.89.145 |

Destination unreachable (Port unreachable

SIP/SDP Request: INVITE sip:100@216.201.89.
Destination unre able (Port unre

SIP/SDP Request: INVITE sip:108@210.201.89.
Destination unre le (Port unr

SIP/SDP Request: INVITE sip:168@216.2081.89.
Destination unreachable (Port unreachable

SIP/SDP Request: INVITE sip:106@216.2081.89.145 |

Destination unreachable (Port unreachable
SIF/SDP Request: INVITE sip:108@219.201.89.
Destination unreachable (Port unr
-89.145 SIP/SDP 1112 Request: INVITE sip:100@210
112.104.66.184 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:160@21¢.201.89.145
112.104.66.184 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:188@21¢.281.89.145
112.104.656.184 210.2081.89.145 SIP/SDP 1112 Request: INVITE sip:108@21@.281.89.145

B 4.22 Wireshark g% SIPp ¢ % & sc ¥ SBC

Hource Diestination Protocol Length Info

11210 .74.231 219.291.89.145 SIP/SDP 1112 Regquest: INVITE sip:1l08@218.281.89.145
112 12,74, 231 210.291.89.145 SIP/SDP 1112 Request: INVITE sip:lee8@2le.201.89.145
112 18 _74.231 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:1lee@2l1e.201.89.145
112 _ 184 _74.231 216.201.89.145 SIP/SDP 1112 Request: INVITE sip:100@216.201.89.145
112 104 _74.231 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:108@216.2081.89.145
112 _ 194 _74.231 216.201.89.145 SIP/SDP 1112 Regquest: INVITE sip:10808@218.201.89.145
112.184.74.231 216.201.89.145 SIP/SDP 1112 Request: INVITE sip:1le8@2l16.281.89.145
112 184 _74.231 216.201.89.145 SIP/SDP 1112 Request: INVITE sip:188@216.2081.89.145
112 194 _74.231 210.201.89.145 SIP/SDP 1112 Request: INVITE sip:188@216.2081.89.145
112 194 _74.231 210.2081.89.145 SIP/SDP 1112 Request: INVITE sip:1868@216.2081.89.145

210.201.89.145 112.184.74.231 SIP 512 Status: 481 Unauthorized |
2108.201.89.145 112.184.74.231 SIP 512 Status: 481 Unauthorized |
218.291.89.145 112.184.74.231 SIP 512 Status: 481 Unauthorized |
218.201.89.145 112.184.74.231 SIP 512 Status: 481 Unauthorized |
210.201.89.145 112.184.74.231 SIP 512 Status: 481 Unauthorized |

B8] 4.23 Wireshark g% SIPp sz # SBC Port 7890

4.5 i * TLS 7 SIP Listen Port

d 3% SIP "k 7 Internet =% 3= 4» » F]pt SIP ¢ Listen Port % 2 & * TCP & +
UDP £ Protocol 3% € %5 R D5 Ay SIP o Listen Port 3% 2 5 7890 i *
Protocol = UDP » il % se# pFrend LT 7 2 41 o & T %4 SIP Listen Port 7 Protocol &
= TLS £ x:E{7R[FF > P 2 ‘H},ﬂ?l‘i’ 4.1~44 &4p ke > o 3 4.1~4.4 & pliEY T2
¥ o8 SBC ehid & ¥ 8 £ %] > F] 18 ehip32 802 2 % SBC 3 6

F £ i * svmap ¥ [P:13.70.35.1/24 i (7 45 45 » 45 Port §# F 5000-8000 » 2 % #
FREPSIPEAE « F - HHZHSBCEFTAPFR o Fh > 5882 4.2 & 5718 * chjp
o bd AR > SR i RT > EETAFREFPLE o R HHSBCEFTR
FEFR 0 @ 01 EE T’FJ}F] FBEA3 Gk  BETABIN TP R - s H I
SBC i DoSsc# » &% 1 E 2 J}F]f'i’ 44 5 4pk > SBCH X e #YFH CPU & * & 4
30% > 4B 424 577 > @ Fped b A > w Lk BT 1 K 1

_ 16 _
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Settings Diagnostics

@ Monitor

THUETE  Statistics About SBC Edge

November 15, 2021 11:

System Overvil

System Mame sbc2 CPU Usage 30%
System Type  Ribbon SBC SWe Lite Memory Usage 93% SBC% #.2 s B kL

Hypervisor Environment  Hyper-V Total System Memory 1932 MB

B 424 Z =5 SBC X st # pFein i i * Jw

d Wireshark » 7 g% 7] SBC % | DoS sc # ek 4@ 4.25 977 o H Frc & A
¥oam 2 28 SBCiE > TLS 40> F|pt SBC ¥ 2 (S 7c B i ergd v - 22w
T Flp #4535 7 DoS st o

Source Destination Protocol Length  Info
1 8.1.5 1 35_52 C 165 CP- Retiansmi=si 15 3 SH, ACK] Seq=518 Ac
192.168.1.5 13.70.35.52 TCP 1494 1526 + 443 [ACK] Seq=569 Ack=153 Win=66088 Len=1448 [T(
192.168.1.5 13.70.35.52 TLSv1.2 132 Application Data

1 1 ¢ 14¢ ¢ t-OF-Ord
192 1 1 2 « 2 [ t ion] 2 1 [ , ACK]
13.70.35.52 192.168.1.5 TCP 54 443 » 1525 [ACK] Seq=153 Ack=2009 Win=-64128 Len=@
13.70.35.52 192.168.1.5 TLSv1.2 1244 Application Data
13.70.35.52 192.168.1.5 TCP 54 443 - 1526 [ACK] Seq=153 Ack=2009 Win=64128 Len=0
13.70.35.52 192.168.1.5 TLSv1.2 603 Application Data
192.168.1.5 13.70.35.52 TCP 54 1525 + 443 [ACK] Seq=2093 Ack=1343 Win=64896 Len=0

- 58.1.5 137 ¢ ) Seq
192.168.1.5 13.708.35.52 TCP 54 1526 + 443 [ACK] Seq=2987 Ack=792 Win=6‘5536 Len=@

192.168.1.13 SIP/SDP 552 Request: INVITE sip:service@l3.78.35.52:7899 |
19 SIP/SOP 5 : INVITE sip: 17898 |

1 SIP/SDP 552 Reques INVITE sip:service@l3.7@.35 7890 |
192.168.1.13 13.70.35.52 SIP/SDP 552 Request: INVITE sip:service@l3.78.35.52:7890 |
192.168.1.13 13.708.35.52 SIP/SDP 552 Request: INVITE sip:service@l3.70.35.52:7890 |

B) 4.25 Wireshark g% 2 =3 SBC % sz ¥ o w

PR feipli i S ded 45 95 o 4FRISIP R E B B R E 4L E g =
3 P2 SBC AR S R FRES BIEP > $%E 422 43 5'"71‘?'“—:' C
DoS st #izB3 p ¢ » d SBC 1% SBFN FRE T AHSBCiE &~ x L 7
#* SIP Listen Port =57 Protocol & * TLS ¥ M3 £ { & > enfp K o

45 PIEE S
PlRTE P et
%) SIP 3% &% AFREPRE
A 1 HLES F Be FoBF T A
%78 iR AB I E P BHE
DoS sz # CPU i * gz + 2 > w g Lnv i ¥38iv (B 4.24)

I

4.6 :tq‘é' BB

FoBoR-18 * o 280 % 82269968 £2 Z =8 4 15 87650001 & (73 35 0 d &
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Source Diestination Protacal Length  Info
2160.201.89.145 13.70.35.52 CM 93 Destination unreachable (Port unreachable)

13- 7P AL152 2108.2061.89.145 RTCP 132 Sender Report

210.201.89.145 13.70.35.52 CMP 16@ Destination unreachable (Port unreachable)

218.201.89.145 13.76.35.52 TLSv1.2 1163 Application Data

130 AL 5 210.201.89.145 TER 6@ 24577 » 5070 [ACK] Seq=2528 Ack=3418 Win=501 Len=8

138 35,52 218.201.89.145 TLSv1.2 827 Application Data

2106.201.89.145 13.76.35.52 TER 56 5078 » 24577 [ACK] Seq=3418 Ack=3381 Win=441 Len=0
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Study on the Mental Model of Members from

Families with a Military Heritage
Wu, Pi-Chu ! Dai, Li-Jhe ?

! Department of Logistics Management, National Defense University,
Taiwan, R.O.C.

2Department of Logistics Management, National Defense University,
Taiwan, R.O.C.

Abstract

With the changes in the era and a significant drop in the birthrate, young people nowadays
have more opportunities to choose their career development. However, amid the influence of
so many social factors and career choice opportunities, many members who grew up in military
families still serve in the military as their career. The study investigated the members from
families with a military heritage using Zaltman Metaphor Elicitation Technique (ZMET) to
explore the factors that explain this phenomenon. Including the inner thoughts and potential
needs of the members, as well as what factors would affect the recruitment of military
personnel, and influence them to stay in the military for a longer term.

Based on the causal relationship among key constructs, the consensus map was mapped
into "initial", "connected" and "final" constructs. It was found that the initial concepts of
"Family influence" and "Reference of Fathers and Brothers" strengthen the motivation of
military family members to join the military; while the connected constructs "Career
Information" and "Relationship Capital" enhance the willingness of military family members
to stay in the camp; "Wish for Recognition" and "Final Reward" are the final value constructs.
According to the research results, the following five management implications for the
development of future personnel training and recruitment strategies were suggested: (1)
continuously cultivate talented military personnel from generation to generation; (2) Create a
transparent selection system and smooth organizational communication channels; (3) Enhance
the public's recognition of the military and create a brand image; (4) Reduce the pressure of
family care and back-up mechanisms for the military personnel; (5) Strengthen the mechanism

related to employment, job transfer and counseling after discharge from the military.

Keywords: Zaltman Metaphor Elicitation Technique (ZMET), Families with a Military

Heritage, Career Development, Consensus Map, Mental Model
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Exploring the psychological mechanism of Egoistic Value and
environmental behavior, using Perceived Military Social

Responsibility as a mediating variable
Liu, Fu-Yun! Hung, Cheng-Ze > Chiang, Feng-I >

! Gyuan Certified Public Accountants ; Department of Financial Management, National Defense
University, Taiwan, R.O.C..
2 Department of Management, Air Force Institute of Technology, Taiwan, R.O.C.

SMilitary Police Command, Taiwan, R.O.C.

Abstract

In response to the rapid development of the global economy, the environmental hazards caused
by it have attracted the attention of all walks of life, and the issues related to sustainable
management and development have become a trend. However, few studies have focused on
sustainable consumption issues in the military sector. This research draws on the perspective of
social responsibility to develop a sustainable consumption model, and expounds the mechanism
by which the Military egoistic values and social responsibility affect the green consumption
behavior of members. Through 395 valid samples (87 groups of teams) and using value-belief-
norm theory, this study uses with egoistic value as an independent variable, the perceived
military social responsibility as an intermediary variable, green purchasing behaviors as
dependent variables, and cross-level environmental awareness as a moderator variable. Explore
the relationship between perceived military social responsibility and green purchasing
behaviors to fills the above research gap. The results confirmed the inference of the sustainable
consumption model, and learned that the perceived military social responsibility is an important
factor in egoistic values and green purchasing behaviors. It shows that members of the military
have positive and significant feelings about promoting the practice of social responsibility,
which will help the government to promote future policies. And the study found that the
military's environmental values are conducive to pro-environmental behaviors, expanding the
research contribution of green purchasing behaviors, to achieve the ultimate goal of promoting

sustainable development goals.

Keywords: Perceived Military Social Responsibility, Egoistic Value, Green Purchasing

Behaviors, Environmental Awareness
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A Study on the Implementation of Needs Theory in the National

Military Recruitment Policy for Sustainable Development

Niou, Ming-Shan Lee, Cheng-Lun Liu, Hsian-Ming"

Department of Financial Management, National Defense University, Taiwan, R.O.C.

Abstract

With the challenges posed by an aging population and declining birth rates, significant
structural changes have emerged in the labor market, resulting in military units facing
competition with private enterprises for talent acquisition. This study aims to enhance the
attractiveness of military organizations as employers. It does so by utilizing the theory of
person-organization fit as a foundational perspective for assessing organizational
attractiveness. To establish an evaluation framework and criteria, we incorporate Maslow's
hierarchy of needs. By employing the Decision-Making Trial and Evaluation Laboratory
(DEMATEL) in conjunction with the Analytic Network Process (ANP), we conduct an
analysis to determine the relative weights and relationships between different dimensions and
criteria associated with human needs. The findings reveal that the "physiological" and
"safety" dimensions play pivotal roles as key influential factors, demonstrating high centrality.
They hold the greatest overall assessment importance and have a direct impact on other
dimensions. Notably, the "self-actualization" dimension is the most influenced by other
dimensions. Moreover, in terms of assessment criteria, "family relations" and "career goals"
emerge as the two most significant factors based on their weightings. Drawing from these
empirical findings, we propose strategic directions for the planning of talent recruitment

policies within military organizations.

Keywords: Military Recruitment Strategy, Organizational Attractiveness, Person
Organization Fit, Hierarchy of Needs Theory.

" Corresponding author: Liu, Hsian-Ming email: hsiamin.liu@gmail.com



B A S BORE AT R am A i M R 2 5T

-

-g.n{\’.'

he @R ARA L ER B RPMEERS TA > X T L B EH T R

B A5 s o g i ar P 2 B 4E5R 0 4 (Chambers et al., 1998; Zingales, 2000;
Saks, 2017) e W E A F BB (F2 {8 > ARVIBAFLEL | B %> Ko gEFL
g LT ‘L’f?mw:% AT EELES S VAERURIEREFY B F RS AR
R7FE LR € 7% (7 2018-2065 & £ v fa iz 3R 4 ¢ a‘ﬁ Mo AR A v aEd PiEf
N AEMEL 2 ARR > R A KA TORE RN G o 0 A T R R RARE o
b AR TR AT R 2015 EE BB E (S G BR D 0 TR fp B 2018 & 3
2065 & 0 5 40-50% 0 F AA R J{EF R R et sf (NS BELR ¢
2018) > i SAFE A R FEL AL o > WE AT EFIRIGTZ 0 o RIRG &
AT A RME T YR 0 F 2 R EIE A A G TR TR PR o

SRBITYIZ RIS AN SEMF I AFP L S LI REBEREH
e AR RN R BRI E AL | AR5 4 2 BEGLE o B E
T A FEaniex §o ARG FHEA T oL F o bi4e > Milkovich et al. (1999; 2002)
dp R NEFRPURTIA A pox sl R R R A 4 F Ak 2 2 Dulebohn et al.
(2009) 4p HAGFIAX 3o T LR 1 hE & FlF S Schreurs and Syed (2011)3‘ﬁ I A
Fa RO A4 #FFEFT R NS BT PSR REERE kgt Ly
H*ﬁ%mwkoﬂ&’%wmﬂ%ﬁﬁzaﬁémr3M@ &ﬁgfﬂ“aﬁ@

=
2
R

(o

=

%mﬁﬁﬂ%a~o?%a’gmﬁﬁAiﬁgﬁwﬁwﬁma AR A g E
EiR O R FBGIIRART L TG YRR RS kY TSR R

PR PR B S ER PR (270 2019) 0 ¢t #h o FURAR F05 7004k ) & 9E FPUAR T
PR EF AR f&%"“"’ EI- T S ;%p'ri%‘bmafaéw#%ﬂ mﬁ?b;’ N S
AMIFEPEAFEEF2 S PRERRNIGEFTH]N L & F\,v,\él 4 e & B
LI RFLFHE - BT REHEMARIIET AL ]2 R LE
22 S SR S LI AR EL Y E UG el 3k ki & ibsEa)
%o A B R RE AL A gl d o (2R 20195 BB A 2R
2019) -
MEAACAEADFEAEFREOMER o A ] REET ORI 2 G
S FIE T AR AL (EK B ’2021) ° B0 B ERT
Turban and Greenig (1997)# 1! % ?k 2SI mfﬂzé‘ P2 G e EkT B it p g
ksl 5 BA et ] o mBaild B EA T u&ﬁA%fﬁm%%f%ﬁﬁ’
B e D TR B IR B a%ﬂﬁ* B BERG EETE - B
T R RE  RRHE B (K v i 2012) - FHEA T I S T g a1 E.:Fk
ié?r* A ‘i ez 5l 4 (Cable & Judge, 1994; Zhang et al., 2020, Wortler et al., 2021) » @ ¥
BARA T 3 - ERFUREGAHFTR AN RS 2R L F G R
eS| g%}i%ﬁak ﬁhﬁ w5l 4 g1 3 (Lievens & Highhouse, 2003) - #8 @ > fréﬂ Fa o
drim i p PPl L AL Ly wRfE Tty E/.Eﬁ«&%l 4 ?2Yu (2014) 5
B 4 e %% fe i (Person-organization fit; P-O Fit) BLBE K FF 3t it e sex 314 il ok > 7



BISEEERE BV B R H

R CIEE o FI Brfd e A KBRS 5 G enip § RERP Lonif @2 7 R g
i%@%’%g%ﬁﬁwpanﬁgﬁmmﬁﬁs’@aﬁﬂﬁmﬁﬁﬁﬁgﬁmﬁ
ST A R BT A B R R R LB R 0 R o
s> Rl g R @R AL ERAES FRREED HA RGN A A Frxild o B
f%;ﬁjaiﬁ .’ﬁ«ffﬁg_é%k:,\. 5 B A 1%%& MR GAR ;%' EEe e éﬁ‘g@ AN ?{;a'x ;I*Jfﬂ”’]‘\ -] ;%v A
z_ [ en—- 3242 R (Bowen et al., 1991; Kristof, 1996) - Krlstof (1996) A>3 4 (LA 0 32
RPN AETTE DT RS A & E'_%F‘« A AR S TAA BT R
hf ik d A 4 feif o Kristof (1996)i8— ¥ f ekt i 4 chd & > Bt e R %A
%7 & -E Y (needs-supplies) 22 F f-4it 4 (demand- abllltles) ER L Er s SR TR
BB ATE S BEE RO R ERL B BREER ALy B
#E”ﬁ Rl Q‘F“Mr?ﬁ?lﬁ g 4 PF %‘;‘;—P—, iE AR A _g_é%kﬁgi}g o d %,«;15_4 K?!F*;‘};;qﬁaﬂ Wdn H
g fEp  EaRBFAIHLEETRILAE ¢ 5 4 A ik 428 % (Decenzo
& Robbins,2002; Federico & Goldsmith, 1998; Ramya et al., 2016) o Fpt é_fri Z Yu
(2014)% Kristof (1996)F7 3 = % » A&7 3 F 30 e 5% LA 1 § Reh sk R IOVE - 373490
B F R T (T e AR T R mﬁjogﬁ}i igd i&—l ,:P_:T%\ TR A 4
514 o
R sl 4w A e A R TR R (Yu, 2014) 0 feif Rehd 4 At

Feerng B (Kristof, 1996) > @ w2 2 FF A #H A 305 F 780~ B BT L Z fp
o d 3 $k 23 (Maslow's Hierarchy of Needs) #4734 4 7 feep ad 81254 >
VLA A PR L SRE 4 ¥ B A £ & ch%) 2 (Benson & Dundis, 2003) o F|#t 0 E 4L
e sl 4 KR E A A R FR LT AL HEY §RE TG TL A2
122 o Maslow h% RE B ATILRE 1 8 0H-3) 2 0 3B 4 7 Repfca) o o W
PR RERAT Y e F A AEY OB E A F o T AR E ) o Benson and
Dundis (2003)4p &1 7 F 8 =0 3236 8L R {rjpcp- B 4 - fE2 32 o 9\ TEFHT LFes
BRG AR R - BERBLE > FHEBERRRRERFH BB L b4 5
% on 3 VTR 'Uﬁ«i RPIRE A A 2 Fre il 2 B MY AT e e

2R A e SRR 2 gLk o FORAEAERITLIEAIEE  HFHREA A EREH

\@%%?ﬂ%?§£?$$ﬂ’;g*%ﬁﬁ%ﬁﬁmmmmmmég$&%&
17 (ANP)EE - EH B o S BRchip 3 LM 2 £ R M2 PR - BfS > R
FRERIALICARRPA AL TR P w2 57 > NREE LA TR FL
LA R A5 R ald 2 e

A A SRS T RIGE R A B e R FARE L A2 G

FOR M AR R T B g o ARE G T BET R S (DE T v pF R P
TR FRRF R TR T2 A AR F R A RKF72 575 NEHRH R @;’;M EeS
Toe QLT RIS E BB Aﬁolﬁy Bb-T RpEEE hAORE e 4—1 Y
U s REM AR S BURHEZ P AFRIZ Ra v 0 RFITR L *“«%“ﬁ > 1
EEE- ST I ,5%@:&:@;]’35 AR R o0 B R BAEIE L F k2
'}5 g RSl iz 5 26 2 *ﬁ“ﬂ B2 ke §iE o HA A %r%ﬁzﬁiﬁlf-ﬁm%%l

e B EE TR K2R R ‘ Ve i 2 5 & R IEATHE LR R



B A S BORE AT R am A i M R 2 5T

TAEHE B RRRERLBE T FARIRE LSS L ERAF TR
CERE SR s S S R R S L EIREY - EIRE G EE R
1T RENSE T RS B

SRS S

2.1 e sl 4

B %ch;~51 3 I"*;}‘F] KR %Fkv};ﬂ AARTRALGENZE ,aFk:L i3 &J;wmﬁ_ﬁ;;(Turban
& Keon, 1993) = Smith et al. (1999) #-fe 5 ex 51 4 THR-BERNHE- & HA
R > mrRESAR s e e 2 R LM R B AR EA AT 'F‘-”r—ﬁﬁ
AT P B RE AL FTRIFEG RIS e “*«2%14
Foaed o REENM A AR ] (R 0 2013) 0 a4 T kg e
EAE G A . ,:g_f?kv;al AT UGERHE KRR FERALS S ;@_q;ﬁrs/wgrfg B~ e a,%l;
TR I IRRE S G Ao FRF A BB E  FRARTIE ot o e %F‘w;»a
am%m%ﬁa@%A%ﬁwmm@ﬁiag,wggglﬁﬁﬁ\%w$@~%&

BEZEVHNL BHRG 58 e mldond w SRR (F o
2012) TP AL AN g R E R 4 A g5l 4 (Cable & Judge,
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FIR 2 kel B o P m R s e § Reanifng o SRR E RS R
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HFErz L8z 1Imﬁ§§vt’)fpﬁ7@;m% o BRI R R DIARRT BF R
ea ERaH Lzzﬂgu Tededh o BT KR TAARRE R, BB A2 BB ES

B Y T D IR PP B o it ;a,ﬁ R AAFRG Resf g A by reatf i
TR TR EVEIEN TR S L L ES R T
(Jerome, 2013) o A p AF RApd 2T > WESFHRE 5 e v g3 0 MR L F L
Ak =i r’v”lﬁﬂii}i%}*f“‘:‘ig PRI AR R )’@;fgf—*f“‘ WewLp f\‘-}%ﬂé‘é Tig- HhE D
poAR e Koo FPt s A3 Maslow 7 R = ’*f?m”?t&'ﬁ ; T—np ﬁ 1Z R E T E
L#E&?ﬁimlﬁi’—ﬁﬁ ,jg,;i,ﬁﬁﬁp\mrjl@J F > s 7r4gJ J£ Tp
By 5 WS A2 1L RRR S ESFRERE LA 2R Erpim‘ﬂf =5 B i
1o

—



155 B

o HEVUTIYE

FHH PERE-—F1—H

Ll B G E R R N

o ) <k 540
. . L . | Benson and Dundis (2003); Sandhya and Kumar
BORA A  E Y A £ e
4 222 % (Phl) /S f‘i . e “f:ﬂ ; e B4 | (2011); Hanif et al. (2013):Jerome (2013);:Wong ct
s SRR T ESE al. (2017); Yvette (2018)
(Ph)
o AE 1 T4 S enT 1}1’1/ MAFLORE .
¥ 4 B (Ph2) Yo B~ R Wong et al. (2017);Yvette (2018)
Kaliprasad (2006); Kennedy and Daim
[CR SRR A 3
¥ B (Sal) Ff 2R 2 FREETRIMAGL | 0010) Sandhya and Kumar (201 1):Hanif et al.
4([—.,%5;2]73"_!& )—%Syrg‘pl:\ ;,/,P?}r‘;j; 3 ’ )
(2013);Wong et al. (2017);Yvette (2018)
S
(Sa)
v RPN Kaliprasad (2006);Kennedy and Daim
EREA ] 24, LR aiTkis 4 S .
SRS IO 4 i T QS 2 BLHRE LR | 0010)Sandhya and Kumar (201 1):Hanif et al.
e (2013);Wong et al. (2017)
Benson and Dundis (2003); Kennedy and Daim
28§ FSol) BEBGER G & e @ BIF & 17 | (2010);Sandhya and Kumar (2011);Jerome (2013);
i MR TRE o AL BBEMEFEER - Hanif et al. (2013); Wong et al. (2017)Devito, et al.
(2018); Yvette (2018)
g G hwsd By Ao n ALt B Benson and Dundis (2003);Kaliprasad (2006);
(So) £ 95 1 #4(S02) _T I;i;iw' ; N gé : - % 1 H Kennedy and Daim (2010); Sandhya and Kumar
e O * T TP ST T L (2011);Hanif et al. (2013); Webb et al. (2015);
i Wong et al. (2017); Devito et al. (2018)
kSRR e e R 2= g R R s o) i . .
R 5000 | 50 L b o 8 g | et o 997k 201 e
A FIEM  o ’
Benson and Dundis (2003);Hundley et al.
..... PR RA L P Rfo@ib2 § 1419 | (2005);Kennedy and Daim (2010); Sandhya and
R (Es) #f T ER G WEE LKL 72 | Kumar (2011);Jerome (2013); Hanif et al.
7 A2 g etEa By o (2013);Webb et al. (2015); Devito et al.
¥ & (2018);Yvette (2018)
(Es)

2 8F = (Es2)

Benson and Dundis (2003);Kaliprasad
(2006);Kennedy and Daim (2010); Sandhya and
Kumar (2011);Jerome (2013);Webb et al.
(2015);Wong et al. (2017); Devito et al. (2018)

f R IR(Se)

HERTEEORRLIENFEYATES 2 | Maslow (2000);Benson and Dundis (2003);Hanif et
KT B (Sel) | BTN > 1 iTY £ T Heriena 17 | al (2013); Kaliprasad (2006);Kennedy and Daim
LFp G- (2010); Webb et al. (2015); Wong et al. (2017)
MR E RH e B4 0 # | Kali d (2006);Kennedy and Daim(2010); Webb
B%*li}iﬂ #(5e2) ;fgp : il f]g;fé ! %D i aliprasa (. );Kennedy and Daim( ); We
Hy¢FmL3 BR FaB AP et al. (2015);Wong et al. (2017)




B A S BORE AT R am A i M R 2 5T

z PR

PR A ARG Y EER S S TPt 3 A F - BRI Ao
P R HER G PR o A R E R DE RER $;$a%§n&
(Multiple Criteria Decision-Making, MCDM) » % &3&* % @R & = 2 kg § f2i4 - &
pw 7_ P m,:;—'r—:\tf._k*“ gz%k %51 4 B A B g% ﬁoimﬁ,@ﬁ.x_'ﬂ um@fi&g A ﬁ E4
*maaﬁ-‘“mﬁ41¢r*% Hﬁﬁ”“ﬂ%’fﬁﬁb“f#%aﬁ R
ARG N R P TR R > L EH R F % 4~ 177 (Decision Making Trial and
Evaluatlon Laboratory, DEMATEL),s; & 4t R 5% 172 (Analytic Network Process, ANP)
FERREHEHG BRI MG AR SR FF R M bR > FE LT
F2ITEEM RS ENBNUELREZPERE S CRALIRRAAEARRL S w2
5 e

FHAPT A EAARERG TR BRFAF DT PG 2R s
17 % ## (Analytic Hierarchy Process, AHP)# it = }_ﬁ”é T$ » F| LR H G A fRAE R IR
AR k22 0h 30w B BE AT e B K B A 72 (ANP) d e B R s 4 4772 (ANP) B3R
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