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A Steganalysis Method Based on the Back Propagation Neural
Network for Digital Images in the Spatial Domain

Liu, Hsing-Han Yang, Chuan-Hao~ Chou, Shih-Yuan
Department of Information Management, National Defense University, Taiwan, R.O.C.
Abstract

The development of steganalysis techniques nowadays is mainly based on manual stego
feature selection. However, selecting appropriate stego features manually is not an easy task.
Besides, it is also possible that the selected stego features are no longer applicable because the
adopted steganography algorithms have been different or modified. In such a situation, effective
detection is not guaranteed. Therefore, considering the fact that the manually-selected stego
features are not capable of being adjusted to fit the condition of each individual image, this
research investigated the feasibility of utilizing an algorithm to automatically select appropriate
features and applying the machine learning technique to performing stego detection. The main
objective is to use the machine learning technique to integrate feature collection and
classification in the same framework, and to automatically complete the training and learning
processes among a massive amount of feature data. To achieve such an objective, this research
proposed a spatial domain digital image steganalysis (SDDIS) method base on a machine
learning technique, namely, the back propagation neural network, to effectively detect the
spatial domain-based stego techniques. Various experimental tests have verified that the
proposed method can achieve a higher detection accuracy (96.6%) and is worth applying to the
field of information security.

Keywords: Machine Learning, Steganalysis, Feature Selection.
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L4 RAEREE G R

= I 3 3 (x100%)
= REE i s N e A AR LL e Gl de s L TP+ TN
B A T3 AP Yt L@%"_L;L &Y o
Accuracy RF 2 AToRE S (R AR ) TP + TN + FP + FN
o FE BT HETE R B f%’»‘ﬁ' LRI S TP
Precision PR F2 F o TP + FP
7w & RETFRRELRREGE Y o TS TP
Recall R R oo TP + FN
2
F1 Score WS 82w F o fol 0¥ o I 1
Precision + Recall
FRAITEE®AT & -
E FF 14 (True Positive, TP) » i /&2 %] 5 & % B 2 3R #ic
[ lF;J% 14 (False Positive, FP) » 45 22| é OB 2 Rk
E F£ 14 (True Negative, TN) » I F& 2| %] % i\ WP 2 ik
IF;»L% t#(False Negative, FN) » 4 32 %] 5 §“ 88§ ij2 5% #kc
(FH KR 2 237 A Liu, 2019)
431 27 FRMEPFHEED VB L SER UL R
A oA I TR 2 R E B R 4 D BE T e R )

(Ruk 2592 5L FERAX$I R RS O A
%\ Pl S Ard 5~10 957 (A W &4 100% ~ 75%% 50%3F % £ 2. B e (7 1 8]) o

B S BB R AR A 17 32+ BB LSBIPVD 5 % 4 100%5 %
Bhj B RIDAES TT E 96.6% 0 T AH T5%ZE S0%F % R 2 B ife s S E 5
84.4%%7 T5.7% » 'F Bt A LBAGE P N2 W R RS RS o 11 4
) ¥ % IEMD/PVD E?ﬁﬁjﬁloo%ﬁﬁt%ing. CH R RS T BT E 85.4% -
B4 T5% 2 S0%R % B 2 B ije 7T ET] 80%% T4.6% 0 B iR R A S BAE RS 1
2R WAL & (F & 0 il Ao 12997 ) 0 o SRR A FT R R A %fw % i o
i * 37X LSB/PVD £ IEMD/PVD 5 & 4 2 % FF 8 i i HAPTie (7 i 1 2 B0 fh o

(w,

=1

5 EPEFAGEE S N8 X S S0 A (654 LSB/PVD ~ 100%5% % £)

& # 3% & LSB/PVD & % % % (100% 5§ % € )2 @ B % %
HE |2 2 7 @ B HE K KEB> S S| L KE RN (b=0)
= ¥ TP FN TN FP AC & TP FN TN FP AC &
1 2972 28 2819 181 96.5% 2999 1 2751 249 95.8%
2 2960 40 2834 166 96.6% 2991 9 2751 249 95.7%
3 2965 35 2834 166 96.7% 2988 12 2743 257 95.5%
4 2969 31 2815 185 96.4% 2999 1 2751 249 95.8%
5 2974 26 2825 175 96.7% 2993 7 2757 243 95.8%
6 2966 34 2830 170 96.6% 2999 1 2752 248 95.9%
7 2965 35 2834 166 96.7% 2994 6 2753 247 95.8%
8 2954 46 2848 152 96.7% 3000 0 2739 261 95.7%
9 2965 35 2834 166 96.7% 2999 1 2751 249 95.8%
10 2976 24 2811 189 96.5% 2998 2 2767 233 96.1%

AC(i Rl 2 FEF) 96.6% AC(T ip| & 7E ) 95.8%

P Recall(Z # &) 98.9% Recall(Z * F) 99.9%
Precision(## 7 %) 94.5% Precision(## 7 %) 92.3%

F1 Score 96.7% F1 Score 96.0%
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%6 FBEFHERS 8L
¢ % 3 ;¥ LSB/PVD

LB SO g A (444 LSB/PVD ~ 75% % £)
B G (75% % % £ )2 @ F B %
B 3

6;‘ 'i" 1,\1’§

HE |2 P 3 i B ¥ K A F P K E RN (b=0)
= #% TP FN TN FP AC & TP FN TN FP AC &
1 2836 164 2275 725 85.2% 2600 | 400 2309 691 81.8%
2 2836 164 2275 725 85.2% 2590 | 410 2339 661 82.2%
3 2601 399 2384 616 83.1% 2519 | 481 2343 657 81.0%
4 2788 212 2294 706 84.7% 2572 428 2351 649 82.1%
5 2707 293 2313 667 83.7% 2713 287 2290 710 83.4%
6 2694 306 2382 618 84.6% 2627 373 2337 663 82.7%
7 2812 188 2255 745 84.5% 2570 | 430 2378 622 82.5%
8 2587 413 2371 629 82.6% 2547 | 453 2391 609 82.3%
9 2737 263 2375 625 85.2% 2632 368 2171 829 80.1%
10 2836 164 2275 725 85.2% 2595 405 2351 649 82.4%
AC(T B FEF) 84.4% AC(T B FEF) 82.1%
Ty Recall(Z ¥ %) 91.5% Recall(Z ¥ %) 86.6%
Precision(## 7 %) 80.2% Precision(#% 7 %) 79.4%
F1 Score 85.5% F1 Score 82.8%

7 @ REFHCERS NE A LER LR A (4% LSB/PVD ~ 50%F % )

& # % & LSB/PVD K &% ® % (50%m % £ )2 & 7 & %

Hix |2 F 3 @ BB EKE>S N[ L F kE B RX (bh=0)
= # TP FN TN FP AC & TP FN TN FP AC &
1 2368 632 2177 823 75.8% 2424 576 | 2080 920 75.1%
2 2368 632 2177 823 75.8% 2472 528 1945 1055 73.6%
3 2380 620 2156 620 75.6% 2358 642 2066 934 73.7%
4 2354 646 2192 808 75.8% 2354 646 | 2033 967 73.1%
5 2514 486 2077 923 76.5% 2378 622 2144 856 75.4%
6 2368 632 2177 823 75.8% 2333 667 | 2039 961 72.9%
7 2380 620 2156 844 75.6% 2331 669 | 2078 922 73.5%
8 2354 646 2192 808 75.8% 2472 528 2094 906 76.1%
9 2514 486 2077 923 76.5% 2466 534 | 2022 978 74.8%
10 2372 628 2120 880 74.9% 2410 590 | 2076 924 74.8%
AC(1 B & 72 ) 75.7% AC(1 B & FEF) 74.3%
P Recall(Z * ) 79.9% Recall(Z * ) 80.0%
Precision(# £ %) 74.4% Precision(# 7% ) 71.8%
F1 Score 77.0% F1 Score 75.7%

408 M EAGERS A8 5 E R 2Ot A (445 IEMD/PVD ~ 100% % £)

& % TEMD/PVD ¥ % ¥ % (100 % & % £ )2 & p & %

Hi7 |2 2 1 @ BB & KkKE > )2 53 8 KkE B3 (bh=0)
Z#% | TP | FN TN FP AC & TP FN TN FP AC &
1 2692 | 308 2440 560 85.5% 2857 143 2143 857 83.3%
2 2670 | 330 2466 534 85.6% 2825 175 2131 869 82.6%
3 2676 | 324 2408 592 84.7% 2850 150 2124 876 82.9%
4 2685 | 315 2447 553 85.5% 2848 152 2113 887 82.7%
5 2681 319 2406 594 84.8% 2800 200 2197 803 83.3%
6 2661 339 2433 567 84.9% 2879 121 2105 895 83.1%
7 2673 | 327 2463 537 85.6% 2833 167 2148 852 83.0%
8 2700 | 300 2480 520 86.3% 2820 180 2164 836 83.1%
9 2683 | 317 2410 590 84.8% 2859 141 2140 860 83.3%
10 2699 | 301 2479 521 86.3% 2862 138 2133 867 83.3%
AC(T R FEZF) 85.4% AC(T R FEZF) 83.1%
P Recall(z # ) 89.4% Recall(z # ) 94.8%
Precision(## 7£ &) 82.8% Precision(## 7£ &) 76.8%
F1 Score 86.0% F1 Score 84.8%
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W4 (444 IEMD/PVD ~ 75% % % £)

}
@&%IEMD/PVDﬁmgaf;(7s%§?;§)~lg,zjga
HiF7 |2 F 1 # BB $ #KE 2> &4 3 #F kE B3 8 (bh=20)
= #% TP FN TN FP AC & TP FN TN FP AC &

1 2676 324 2146 854 80.4% 2640 360 1932 | 1068 76.2%

2 2639 361 2129 871 79.5% 2785 215 1987 | 1013 79.5%

3 2651 349 2192 808 80.7% 2660 340 1884 | 1116 75.7%

4 2633 367 2204 796 80.6% 2699 301 2030 970 78.8%

5 2648 352 2190 810 80.6% 2584 | 416 | 2042 958 77.1%

6 2621 379 2148 852 79.5% 2655 345 1990 | 1010 77.4%

7 2668 332 2163 837 80.5% 2766 | 234 1994 | 1006 79.3%

8 2659 341 2161 839 80.3% 2684 316 1840 | 1160 75.4%

9 2663 337 2086 914 79.2% 2704 | 296 1866 | 1134 76.2%

10 2662 338 2069 931 78.9% 2598 | 402 | 2008 992 76.7%
AC(H B FEF) 80.0% AC(i§ R FEF) 77.2%

P Recall(Z # &) 88.6% Recall(Z # &) 89.3%
Precision(## 7£ &) 72.3% Precision(## 7% 5 ) 72.0%

F1 Score 79.6% F1 Score 80.0%

% 10 F RHEFHCER S VB A SEE S O R (444 IEMD/PVD -~ 50%% % £ )
I E /PVD ¥ % B % (50 % % % £ )2 @& # 2 %

£ % M D
Hi7 | > F 1 F B & &% E > 354 5 ¥ fkE BN (b=0)
=< ¥k TP FN TN FP AC & TP FN TN FP AC &
1 2530 470 1950 | 1048 74.7% 2602 398 1720 | 1280 72.0%
2 2517 483 1925 | 1075 74.0% 2469 531 1812 | 1188 71.4%
3 2523 477 1957 | 1043 74.7% 2443 557 1754 | 1246 70.0%
4 2514 486 1943 1057 74.3% 2641 359 1664 | 1336 71.8%
5 2497 503 1977 | 1023 74.6% 2656 344 1703 | 1297 72.7%
6 2545 455 1935 | 1065 74.7% 2618 382 1746 | 1254 73.0%
7 2503 497 2005 995 75.1% 2520 480 1749 | 1251 71.2%
8 2512 488 2001 999 75.2% 2570 430 1806 | 1194 72.9%
9 2508 492 1966 | 1034 74.6% 2574 | 426 1715 | 1285 71.5%
10 2499 501 1941 1059 74.0% 2606 394 1700 | 1300 71.8%
AC(fE R FES) 74.6% AC(T8 | FEF) 71.8%
T Recall(Z # ) 83.8% Recall(Z # F) 85.7%
Precision(## 7z %) 70.8% Precision(## 72 &) 67.1%
F1 Score 76.7% F1 Score 75.2%

432 AR L RCH A 47 5 2 CSR A 47 3L

AFE 3 AP 3t 2014 & Denemark % 3 :‘"?"k a3 ep % E # A 4 (Content-
Selective Residuals, CSR) & ?A\%‘r:}iﬁtr AFE G R AT R 2 R R R LR (R
Bedpdeod 11 2 12 #7r) 0 H A & R T BESAGER S VG 5 ok o F R T
24k 2 »CSR er%a:’** A S EB VR ,T%b BITAIRAARZ PRI ER LR
12 FH(M A L EP P E AR S =8 DR EL 0)

Z 11 $-§aTst LSB/PVD PR BRI FES S E VA

R F/# 7% LSB/PVD R % F »L 100% % % 5%5«% 50% 3 %
AP IR R AN R iE'J =+ 96.6% 84.4% 75.7%
A G EEER AN Y RF 95.8% 82.1% 74.3%
CSR F % A ¥ # # 0 B & 84.1% 62.7% 53.5%
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*FE L OR B A E R F 85.4% 80.0% 74.6%
AR B EE R LR ORF 83.1% 77.2% 71.8%
CSR F % A& # # i # #l ¥ 77.4% 63.3% 53.9%
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