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Abstract

In the post-COVID-19 era, the prevalent utilization of ICTs offers an excellent contrast
against the pessimistic prophecy of past literature, which is that over-dependence on ICTs
makes human society extremely vulnerable to digital catastrophe. While the Russia-Ukraine
War starting in 2022 also indicated that the Russian cyber force may be very active prior to
the conflict, it has accomplished no significant achievement since the conflict has escalated.
Given that Taiwan faces a unique geopolitical threat from China, it has often been argued by
scholars that Taiwan shall enhance its offensive cyber capability to defend itself and improve its
cybersecurity. However, this kind of mainstream view is based on the same assumption of the
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military operation in the physical domains that "offense is the best defense." Such an argument

ignores that the advance in "technology" and the change in "operational environment" are two

essential factors to include when considering the preference between offense and defense. This

research plans to reduce the knowledge gap between cybersecurity and the above factors, to

improve the understanding of cybersecurity among the epistemic community of security and

strategic scholars in order to offer policy-relevant recommendations for the future improvement

of Taiwan's cybersecurity policy.
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