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The Enhancement of Information Security for the Access
Authority of Military Cloud System

Su, Pin-Chang Huang, Cong-Ren Su, Tai-Chang *
Department of Information Management, National Defense University.

Abstract

With the rapid development of technology, the application of cloud space had already
entered the general era. More and more private enterprises and government agencies had
utilized the cloud space to provide services for their customers or rapidly information
acquisition for their employees. To achieve rapid information transmission and system unified
management, it is necessary for the National Army to implement cloud space systems.
However, only the Active Directory (AD) account and password were used in current National
Army user management for the authentication to enter various systems. Therefore, there will
be a risk of sensitive leakage if the accounts were been stolen. In this study, the information
security and process speed of the cloud space service system of the Nation Army will be
enhanced based on the Elliptic Curve Cryptography (ECC), random backpack cryptography
system and combined with smart cards, taking the advantages of an elliptical curve key with a
smaller key length compared to the RSA encryption algorithm and achieving the same security

and random backpack cryptography system operation.

Keywords: Cloud Architecture, Identity Authentication, Hybrid Cryptosystem System.
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