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An Improved Steganographic Method Based on Least-Significant-
Bit Substitution and Pixel-Value Difference

Liu, Hsing-Han® Ho, Sheng-Chih Lo, Yu-Fen

Department of Information Management, National Defense University, Taiwan, R.O.C

Abstract

This research proposes the least-significant-bit ( LSB ) substitution combined with the
pixel-value differencing ( PVD ) steganography in the spatial domain, which hides secret
information in grayscale images when the observation ability of the human visual system is
limited. This research is an improved information hiding method based on the hybrid LSB/PVD
method proposed by Jung et al. in 2018, which divides the original cover image into three
consecutive non-overlapping blocks and selects the second pixel in each block as a base pixel.
Next, the 4-bits secret data are embedded into the base pixels through LSB substitution and the
Optimal Pixel Adjustment Process ( OPAP ) .The difference values between the base pixels and
their left and right counterparts will then indicate the quantity of information that can be
embedded. The improved hybrid LSB/PVD method is used to embed the secret data, and the
pixels are divided into high-byte and low-byte groups based on the LSB method. The 2 bits
LSB method is used in the low-byte area and the new PVD method is used in the 6 bits in the
high-byte area. The least-significant-bit ( LSB ) substitution combined with the new pixel-value
differencing (PVD ) steganography increases the image embedding capacity and maintains a
low-distortion image quality.

The experiments are tested with 8 grayscale images such as Lena. The experimental results
show that the average embedded capacity is 1,075,071 bits. Compared with the original hybrid
LSB/PVD method, it can be increased by about 2.3% (about 24,219 bits ) .When the embedded
capacity is up to 4.1 bpp, the image quality can be maintained at about 30.82 dB. The
experimental results show that the proposed method not only increases the embedded capacity,
but also maintains the acceptable of the human eye image quality.

Keywords: Steganography, Least-Significant-Bit Substitution, Pixel-Value Differencing.
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Ao H G 0101 ik 25 (23)3 B ik B s B 5 Q) =141 div 4=35-Q/, =
117 div 4=29-Q{, =87 div 4=21> £3* 8 Q{2 Q{; Q£ & d}j;=[29-35| =6
HRAEFRTZL 2 Fid, ER R E S 3 2~ PREKMFR =4 Vd,=
20-21|=8 @4 dj, €R, > FHEZ 3 A P RFEKPR, =4 25 (25)
HEDb,=|d, —lyl,v=1,2 b, =6—4=2> b -2 E5 (010) 2> ¥ b, =
8—4=4 > #b - ei=H @5 (100)2 £ #P, P, % B - 8T HFE M2
~o W (01) 22 (11) 20 Bfd > RABEMTHRETUL > TEFZERRAL s =

(01010101000111) 2 -
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Pi’l Pi’c Pi'Z
141 | 117 | 87

} 117=(o111p101),

P} P P, Py P/ P,
141 | 117 | 87 141 1 117 87
Qi gL 9 R R;. R,
35 29 | 21 1 “ 3
d g AEE
6 8 R, R,
iy iz 0 1 1 1
3 3 (01), (11),
'{11 '!iz
4 4
biy bi,
= 2 4 A8,
A3 A
U |(010)2|(100)2| 7T

|

s = (010101010001 11),
W6 #F%P%i&RTLN
FlAA YL g itd Jung FF R RZORR AL E R B REZ A
ﬁyﬁ%agwgoa%Pii%uﬁﬁ%é&wﬁ’iia%%éQﬁ(m)ﬁﬁa
HRGEOE A E e $HE7 QB3R 0 B KA ELLl 7
$AZFEENA AFTEFTA 3N T LR kBT o P
ATV RTLF kR .

% 3 FEikmt

. B 3\ # X Side A # X LSB/
wie PVD | LSB/PVD | wpatch/PVD | LSB/PVD | MPVD | k#%
> 2003 2012 2018 2018 2020
Lena 0 7 0 0 0 0
Airport 11 0 0 0 0 0
Boat 37 4 0 41 0 0
Goldhill 1 0 0 0 0 0
Baboon 28 0 0 75 0 0
Tiffany 1110 1138 0 2534 0 0
House 45 12 0 5 0 0
Peppers 383 0 0 4113 0 0
Average 201.87 145.12 0 529.5 0 0
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T ~FE%ES

o4

AR AT T R D 2 EBMEABRRZAENZLEZ TR ERFIFE
$EEFRAF R EFREL B RV GE TR I RRERREA S 2T
fhom ARFEAFATTRIFEZAITZ LR GG AEE S RIE P FERER
A 4T PR (7 R ER R

4.1 7§ %RER

cam
o

F SR TR LY @ * o Baboon ~ Boat ~ House ~ Airplane ~ Goldhill ~ Lena -
Taffany - Peppers % 8 3& + -] 512x512 il 38 A PF 8% s 7 38)3% (L B 4) ; i?llg‘#ﬁz v
EETHE QRN Pl o PRFALUVEWFEOX LT P el FREE
REER A 2 A (PSNR) 5 ‘H‘##B itk (SSIM) iF 4 7 *Fﬁi"?

Goldhill Lena Tiffany Peppers
W7 *Fg* 2ZPEEE

42 B BE A4

AT AR A 203 R 0 2 B8 Rds PVD %2 (Wu & Tsai, 2003) ~ #75¢ LSB/PVD
# %% (Khodaei & Faez, 2012) -~ #7;% Side Match/PVD % %2 (Liuetal, 2018) - &
& LSB/PVD & % (Jung, 2018) -~ #7;% LSB/MPVD & %;# (Liuetal., 2020) i& {7+t
oo BB E I REF LA 4 -PSNR 2 SSIM gt % B & 5 A1 o k4 A4 %L
2 A &gk o~ 5 (bitperpixel, bpp) (F58p) chiE) & {71 fa > 7 A4 PVD F %
E o R B FFIVE - R S ﬂﬁ«?‘ﬂﬁqﬂ\ FApEL X o @ F7;% LSB/PVD & %
;% ~ Side Match/PVD # % % 228 & LSB/PVD & %% fr#75% LSB/MPVD & % )% &
2R R &AL PVD 22 B B R nE m{»» Foom MG
e 2R 4 LSB/IPVD & %2 o+ 1% o ziﬁ:“ﬁfJ'éaLrs g * 2 AT PVD R 2
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EARGALEREL  PHRTFHNRFFAREE R F 2 APV R OP TGS
'%,fr °
24 2BFREAH FRA (F ubit)
k R e 3730 %75V Side R s 737V LSB/
# | PVD |LSB/PVD | Match/PVD | LSB/PVD | MPVD Ly
¥ i 2003 2012 2018 2018 2020
Lena 409,807 | 809,966 | 712,112 | 1,049,742 | 962,452 | 1,067,749
(1.56) (3.09) (2.72) (4.00) (3.67) (4.07)
Aiport | 409834 | 809.262 | 717511 1,050,973 | 963,471 | 1,062,797
(1.56) (3.09) (2.74) (4.01) (3.68) (4.05)
Boat 420,638 | 820,391 735413 | 1,051,124 | 965,764 | 1,080,448
(1.60) (3.13) (2.81) (4.01) (3.68) (4.12)
Goldhil | 411896 | 813968 | 720,574 | 1,049,093 | 962,633 | 1072427
(1.57) (3.11) (2.75) (4.00) (3.67) (4.09)
Baboon | 257105 | 886,516 | 808760 | 1054327 | 977,179 | 1,113,184
(1.74) (3.38) (3.09) (4.02) (3.73) (4.25)
Tiftany | 407:365 | 806847 | 709764 | 1049.513 [ 961484 | 1062916
(1.55) (3.08) (2.71) (4.00) (3.67) (4.05)
House | 420:123 | 818,580 | 729785 | 1051474 | 965871 | 1.074.960
(1.60) (3.12) (2.78) (4.01) (3.68) (4.10)
Peppers | 407:643 | 802228 [ 713,062 | 1,050,571 | 961,563 | 1,066,084
(1.56) (3.06) (2.72) (4.01) (3.67) (4.07)
Average | 418051 | 820970 | 730873 | 1,050,852 | 965052 | 1,075071
(1.59) (3.13) (2.79) (4.01) (3.68) (4.10)

# S HHTE B AR & F L PSNR 2 SSIM (& (4533 p chiE ) &7 o> 7 2%
R4 PVD & %2 ~ 3738 LSB/PVD & %2 ~ #73% Side Match/PVD & % /% Flak % & it o
R RG> A AT R PSNR T35 5 30.82dB > 72 & LSB/PVD
A o AEBERS 23% (924219 =~ ) > @ % ERGEF PSNR & & T 1%
6% (% 1.96dB) - SSIM & T ' ¥ 0.013 » ¥ 5 & r% TRBEVRARDE
TaFvRELORET (155 3082dB) -

B BKRFEAL TR BB R T R ﬁ;ﬁl‘] R E MR o 4% BossBase
442 (BOSSBases v0.93) 10,000 3& & .+ /| & 512x512 % p# @ it 7 i £ 2
P Fanty %25 LE2 697 AT RBHIRPE LIS L 1,063,855 =
~ 5> PSNR & X354 % 31.11dB > 2258 & LSB/PVD iz 4pt » B8 2 1.3% (4
14,210 ==~ ) » @ R ifs 5 PSNR &7 "% 42% (% 1.365dB) - SSIM & ™ *% ¥ 0.013 »
FHRESEF AT ZEA 0 AR FEFEBVROTFEARFATE 2 APV
BX mﬁ/l%\w%"
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25 %

= /% PSNR & SSIM * #& %

Sl R4 750 375¢ Side s 377 LSB/
pES PVD LSB/PVD | Match/PVD | LSB/PVD MPVD Y
9 e 2003 2012 2018 2018 2020
Lena 41.18 37.63 36.70 33.21 35.35 31.47
(0.978) (0.936) (0.929) (0.805) (0.896) (0.801)
Airport 40.20 37.53 36.19 33.19 35.33 31.8
(0.973) (0.931) (0.923) (0.787) (0.882) (0.797)
Boat 39.71 36.53 34.97 32.84 3491 30.65
(0.981) (0.941) (0.941) (0.846) (0.918) (0.829)
Goldhill 41.00 37.55 36.23 32.54 35.31 31.16
(0.983) (0.944) (0.944) (0.859) (0.920) (0.843)
Baboon 36.96 36.29 32.04 31.74 33.93 29.67
(0.987) (0.934) (0.934) (0.927) (0.956) (0.901)
Tiffany 40.89 37.79 36.84 32.47 34.76 30.37
(0.974) (0.922) (0.922) (0.780) (0.876) (0.758)
House 39.15 36.44 35.47 32.73 34.96 30.96
(0.977) (0.937) (0.937) (0.838) (0.908) (0.834)
Peppers 40.61 37.97 34.83 33.55 34.89 30.49
(0.978) (0.927) (0.927) (0.806) (0.900) (0.785)
Average 39.96 37.21 35.40 32.78 34.93 30.82
(0.978) (0.932) (0.932) (0.831) (0.907) (0.818)
%4 6 BossBase B FTHEHGEFY Ti0E
* | B45PVD RT3 #73" Side R E VAES
pES LSB/PVD | Match/PVD | LSB/PVD | LSBMPVD T
221 2003 2012 2018 2018 2020
R 409,780 805,717 719,708 1,049,645 962,718 1,063,855
PSNR 40.858 35.146 35.502 32.475 34.906 31.11
SSIM 0.969 0.919 0.909 0.783 0.878 0.77

43 % 2L

FTHEFPLFORA A e BN LEARA LA 2E 527 ?‘%%ﬁ“ﬁ% TR
WARAGREFRBEGALIF & SELARRAITHFER IR F R A 5K
AR L TR IR R E T SRR A4 2 R B 2B L ik
£ ® % = B (Pixel Difference Histogram, PDH) % p % i # A £ ( Content-Selective
Residuals, CSR) & & i A 7 H it (7 % S8 o id i o
431 % 2 B2 > B4 17

- BARRBG G E M8k HEAN 0T 255 chge Rl 0 Ao A d GRR - Tk
ZEEEY KA RARAR MG L BN R - BPMP B E ¢ IR
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F¥AEAFELB8(a) #r7 0 B g]ﬁﬁévplg\%y}_la CGidh s F £ EanditE o B ikE
BB AEZF R ARG TR G F L EE K LRI F

B8 (b) (c) (d) #fm %’E”‘v@nm FrEtrgkahas R GE  LHFLAGDLE
BOEEALEDE R VAR E RN LEERERB AL -

AT A R4 PVD 2~ 375% Side Match/PVD & %2 ~ iR & LSB/PVD & %
%~ 3758 LSB/IMPVD 2 2 3 1 IR 2 A REFRBEL B AL i F L@
EoBEFE 2T (M Lena B 5 b FERGDRZE > BILE 8 (a) 7 >
AR EAL G FAEE S BAME (b) (c) (d) (e) (f) #r7r) - &8
(b) (¢) (d) #57 » 4> PVD & %% ~ #75% Side Match/PVD & % i 22 #75;% LSB/MPVD
RREERTREZETCMALIGFAEE P RPHELIRT L ¥ gtk A o io4f
B bR B AT 2 o B8 (e) (f) 7 » R & LSBPVD it &2 AFT 5
PR B T EAL GG L EE CRERTEAS AT RA KT F L EE
Bl % A 47 1R

12000 {
w00 1
i 6000 i
w000
05
00 ‘ ‘m
||||||Ilm.-.......,. ’ I“I“l |||||[|| o - ...||m|||llll|m|||||| ||||Illuumnnn
wowm o oW g % 50 w0 @ 2 0 0 w0 » w
e Value Pixel Difference Value

_*lnl‘
o @ W 0
Pixel Dforon

(c) #75%Side

¥ o -
(a) F 4R i (b) R4~PVD Match/PVD
nllll|‘ H‘l“"ﬂllm — a ERRO i ..|||||II|||||“‘“ Hhhn
(d) #7;VLSB/MPVD (e) & £LSB/PVD (f) 7}‘\55 Fy

W8 :RBPAEZLGRLEE *F

4321 FEHAZL AT

P % i # 2% 4 (Content-Selective Residuals, CSR ) %2 it % & 7 ##> £_d Denemark
E F 20 2014 = F o SERIRA R g 1183 B 16 Bt e 47 B R ) ¥
A FERAB ML AT Y BossBase B 3 AL A 4 iE 10,000 3 B2 i o) 5 512x512

-62 -



WFERHE S AT R RER R E GG T RIS 1T B ISR R A 1T 1R N TR B
¥roanEo gy (Accuracy) 358 » 25 (26) #7r > FrE S f 1A 7RG D
ZrPHG o HY LA EA -3~ w5 TP (True Positive, TP) 5 7 "2 & %28 (§3F
Walaﬁﬁrﬁ\TN(Tmermw&TN)m FEBFEPIFEPRPI A FER o A%
A = 38 & % 5 FP (False Positive, FP) % % %% 5 38 §Ig R 5 & %28 %~ FN (False
Negative, FN) = # % 5 B AR GIFR Z HFER G-

TN+TP

— 0,
Accuracy = NiTPiENaEr 100% (26)

A7 43758 Side Match/PVD & #% 7% ~ 2 & LSB/PVD & %% ~ #75% LSB/MPVD
2RO RNER S EAUEY CSR PG FERA > 2 8Fm @ ip  9%%%2
Z T 977 0 AT AR B S Z 0 TERE ORI E S F 56.22% o B2 AR AT
LSB/PVD - #75¢ Side Match/PVD & % /2 228 & LSB/PVD 4 % % 1 2%~3.12%% 0.13%>
i BARE L ET2 P B0% > RpF kRS S > AT R B EF F oedid CSR B i
B R R %§ﬁ£m$%*@’_$%§Wéimﬁﬁam£5¥ﬁﬁﬁ1ké
iR o

Fl AT G TR B S R % 4 (Steganography ) z e * o @ LYok B
(Watermarking) ek &= SpHE* F#F7 F o “TF A2 Mt E 77 B o &
AFTL P AR MR R A AT HE TR RS 0 0 A E IR BT § R e
(dra# P e ~ B &70 2 ~ % E ) B7FHP o

2 7 CSR B iipes

m Accurac
Yy
< i3 TP TN FP FN (%)
#r7% LSB/PVD 4999.1 423.2 4576.8 09 54.22%
#7;% Side Match/PVD 5000 3104 4689.6 0 53.10%
£ LSB/PVD 4996.8 611.8 4388.2 32 56.09%
#1r3% LSB/MPVD 5000 659.2 4340.8 0 56.6%
T 4999 623.3 4376.6 1 56.22%
SHBARFEY v
5.1 %%
ALY RN R R TR BN e Jung B iR £ R LR R 2 A
M AP R RA R R - A %%m}“ B3 2o A g F R T REHE
TRl T SEE RARG 0 AT AR GA R 1IX3F E AT ] 0 E T
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THY RE L AAGE  ARGAHET BT LSB 2 OPAP H it §t » 4 A LR
WAL HAGZ B R RS PARG S FL B E 5 :x LR & LSB/PVD % (75 %
MENRARBE LD T PRAFVRIOPGRSET o F %P0 Lena £ 8 3% A1

PR AHS R Ay TR E L 1,075,071 =5 > 2198 & LSB/PVD
@}¢¢MK’@?ﬂ B2 e 2.3% (9 24,219 =) 0 @ B ER T PSNR & &
w5 6% (4 1.96dB) > SSIM & T % 5 0.013 -

SR AT TR N R R BT B Y7 R RE A eh R LM o 44 BossBase -
R AR 10,000 55 i o] 5 512X512 AR G TR B R 2 BRSOt E 0 AR
£ T35% 5 1,063,855 =~ s PSNR &L #5955 31.11dB> #2372 & LSB/PVD i @& i% 4914 -
HpER 13% (414210 =2 ) > @ F 5§ PSNR &7 % 4.2% (5 1.365dB)
SSIM &7 %% 4 0.013 > %P AF 7 F B2 7 § ek F R E PN AT ARBEIRY
PEFIR o AT X 2R AHEF ZFBT LG ZLED B (PDH) 2 p 7 EHR
Z (CSR) & fam 7 pre 7§l » B AT S %M 2T 7 “THRIE R HMFL T 2 -

52 % kAT %

ARTLRE L RAFH SR G RGBT 0 FA RS A R FUR AR
BodeB R R B R E RS §&3ﬁ4®'%§ o R LERE
FRARG ST 2BR 0 AR @

&iﬁﬁ

53 RMFAES 2

ﬁﬁ%*???ﬁﬁir%i&%@%%’ﬁw4 LFE Y TR
Mg~ TARFLNS PR SR 2 FAKER O RER PP E 2L DEL L%
%7? #Zk?ﬁ‘wf'ﬁuWi&im%\ﬁi’mﬁfaowwhw FRZR2FEFAR ]

W%“W%@*A%%@ﬁﬁﬁmaﬂvoﬂ&’% ITHRERPFEAZ 2FR

:{ijh‘lﬂﬂég 3 A ﬁ -’ﬁjz»}"%’}l-
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