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Abstract

Due to the continuous advancement of technology, cyber attacks have gradually become
a new type of modern warfare. It uses a mixture of conventional and unconventional methods,
transcends traditional geostrategic models, and innovates various combination attack methods
similar to traditional attack methods. In comparison, it is flexible and diverse, and this new
way of fighting has gradually become a critical part of emerging combat thinking. However,
due to the uncertainty and ambiguity of international laws and regulations in cyberspace,
which is a potential factor for conflicts between countries nowadays, it is difficult for the
international community to apply the existing international laws in cyberspace. It is imperative
that scholars should continue researching issues of cyberspace. Therefore, how to use and
exert the diversified functions of the military in compliance with the norms of international
and domestic laws becomes very important. Besides, it is also an urgent matter to deepen the
globalized, digitalized homeland defense, and prevent state-organized cyber hacking activities.
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Hence, it is a challenging and needed task to avoid the damage of critical national infrastructure

and construct a safe and reliable network to protect invisible homeland security.

Keywords: Armed Attack, Cyber Attack, Critical Infrastructure, Peacetime, Espionage
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