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Analysis of the Constitutionality of Online Search: Commentary on

Relevant Regulations of the German Code of Criminal Procedure

Kao, Kuo-Yu

Abstract

In the era of digital technology, criminal methods are innovating, thus
leading to increasingly diverse crime patterns, all of which pose challenges
to the effectiveness of criminal investigation. To tackle such challenges, in
the newly-revised German Code of Criminal Procedure (Strafprozeflordnung,
StPO), investigative agencies are authorized to conduct online searches (Online-
Durchsuchungen), which allow the implanting of Trojan horse malware to
achieve the purpose of secret and comprehensive surveillance of the opposite
party's use of the information technology system. In view of the serious

interference of the aforementioned measure on the citizens' fundamental rights,





