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Abstract

Due to the development and popularity of the Internet, hostile countries can destroy
military or civilian infrastructure through the Internet. Cyber-attacks have become a form of
military attack today. The Ministry of National Defense (MND) follows the policy of
information equipment co-location and energy conservation and carbon reduction formulated
by the Executive Yuan. Its purpose is to integrate information services and uniformly dispatch
information resources to satisfy the information operation needs of military units at all levels.
However, it must be considered that resource centralization is a high risk. Therefore, how to
explore the mainly indicators affecting the information security of the military cloud data
center is an important issue through scientific methods. This study shows that the highest
weight among three categories is “organizations and the professionals’ capabilities," in which
the top three indicators with higher weights are "senior executives' awareness and support on
information security,” "personnel safety assessment," and "system operation and management
capabilities.” The findings of this study can be used as an important reference for the military
cloud data center during designing information security specifications and implementing
information security practices. As a whole, builds a dedicated cloud data center, the impact of
"people™ on information security is more important than "equipment™ and "management";
therefore, improve the information security literacy of senior executives and implement
assessment and evaluation of information Personnel competence and personnel training to
make the developed system comply with the information security protection standards are top
priority.

Keywords: Cloud Data Center, Information Security, Delphi Method, Analytic Hierarchy
Process (AHP)
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