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Abstract
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1. The main stream of PLA’'s military modernization is the asymmetric warfare, and the
emerging nano-technology is one of the main targets, which should be concerned.
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2. Nano-technology may improve information technology and its characteristics may
change the nature of materials. That may bring a renewed arena in the military development
beyond current knowledge in the near future.

AARFBEE TR EEEE  HESETREMEI LAY > A EEF4A
BAFR TR B RA %U%%k—i% °

3. There are three approaches that can be used in the military development: to
integrate the current technology; to partially upgrade existing systems and to develop new
weaponry. It should follow the way of from “small to big, little to many, point to whole, slow
to fast, and simple to complex” in progress. It is a sequence “from quantity change to quality
change” and this is an un-reversed course, according to history. No matter whichever
approach we take, it will be connected with the changes or adaptation of the doctrine,
operational concept, tactics, organizations, etc.
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4. Nano-weaponry has its own limitations. One of them is that the size is too small. Its
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build-in functions and operational range are limited, too. Mother Nature is its biggest enemy.

Z2HRRBARAGAHERS > B2 —ARERD NEIHREEEERER

B3R wiumn BB 54865 )



RIEENA
The Nano-tech Impact on Future Military Affairs
FARBERRES CEE

141

o HERRBABKRE R

5. Currently, there have been three nano-tech regions established by the PRC
government already, and it planned to build a base in the Tianjing area to coordinate the
efforts of the industry, governmental, academic and defense circles for developing and
researching their nano-technology.
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6. Nano-technology has emerged, no matter we like it or not, and this is the truth.
There have been some changes now and will be new and significant. To face such kind of
impact comes with the question: are we ready to respond to the challenge ahead yet?

ARHRECER  FERMERAT > TAFF - BACHA LAY &
R BRI o BB B o PR RITETE TR R Y AT
BT?

Foreword

After the military action of the Operation Iragi Freedom (OIF) accomplished on April 14,
2003, the effectiveness of the Revolution in Military Affairs (RMA) triggered by information
technology (IT) in the late 1970s was proven on the battlefield again. There is no doubt that
the combination of artificial intelligence (AT) and information technology into the military
operation will be the mainstream in the next decades. But another phenomenon that the
media and multi-based sensors providing real or near real time battlefield pictures to not
only the military decision makers but the whole world also remind the military planners that
the term “Surprise” needs to be reconsidered about its nature. We may find that the weight
of emerging technology will be increased in terms of “Knowledge Surprise” especially.
That is why the People’s Liberation Army (PLA) wants “to take the road of composite and
leapfrog style development” for her military modernization.@
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® “China’s National Defense in 2004” by Information Office of the State Council of the PRC, Dec.
2004, Beijing, pp.12~13.
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There is a consensus in the Asian-Pacific regional security issue that the PLA is
the main threat to the Republic of China (ROC) on Taiwan both currently and in the near
future. However, before 2020, the PLA has her own subijective limitations, which should be
overcome, especially about the lack of the high quality human resources. That is to say, we
should be carefully watching the modernization of the PLA not only in the feasible future but
also the decades beyond. If the asymmetric warfare thought is the main stream in PLA’s
military modernization, the development of Nano-technology will be one of the main
objectives, which should be put into consideration on military planner’s minds. Because
the potential of the nano-technology may greatly enhance the effectiveness of the AT & IT
capabilities, which will be housed in new weapon systems in the future.
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The impact of nano-technology’s characteristics on the military
affairs
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The nanometer (10°meter) is the description of the scale of length. The distance
between one and one hundred nanometers is called the nano scale®. A nano material
doesn’t belong to the macroscopic fields in traditional classical physics and the microscopic
behavior of quantum physics. It is between those and presents the Meso-scopic
phenomenon. Because the electron, photo, quantum interact itself and each other, there
interactions will induce apparent material, element and system changes, which exceed the

® The width of ten shoulder-to-shoulder hydrogen atoms is about one nanometer. See Lue, She-
Yuan, Nanometer New World, Science Development, National Science Council, Taipei, Vol. 359,
Nov. 2002. p. 6.
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current physical, chemical, and biological phenomena that we know. They can no longer
be reasonably interpreted by traditional or current scientific theories and technological
models. The main theme of nano-technology is to explore those characteristics by means of
manipulating structure of atoms, molecules, macromolecules, and effectively manufacturing
or utilizing these apparatus to improve the livelihood of human beings.
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When the material shrinks to the nanometer scale, because of the surface and volume
effects, which induce changes in its nature, it is called a nanometer micro-particle, and has
four characteristics and effects: quantum scale effect, miniature scale effect, surface and
critical effect and macro-quantum tunnel effect which constitute the basic characteristics
of nanometer-particles and solid nanometer objects. Under their interactions, materials
produce the following physical and chemical characteristics: low melting point, high specific
heat capacity, high extensibility; high catalytic, high diffusivity; high hardness, high tenacity,
high elasticity; strange magnetism; hyper-wave-absorbing ability. Therefore, they are multi-
phased composites materials; can combine materials structure and functions, and are
intelligent, low-pollution, recyclable, energy-saving, and durable materials. Currently, the
most advanced fields in this area are the electronic components and integrated circuits.
Many papers indicate that the future nano-electronic components will be “smaller, faster,
and cooler”. In other words, the extent of “digitization” will be magnified by less component
volume and power consumption, but have more capable server and databank functions.
According to our experience, whenever artificial intelligence capabilities become more
powerful, innovation and development will be greater as well.
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Since we thought the application of nanotechnology will change the manufacturing
processes and methods of future materials and components fundamentally, it will be
inevitably applied to the military field and will generate profound impacts on weapons,
equipments, operational concepts, and doctrines etc., as a decisive factor in “Knowledge
Warfare” in the future.
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In contemporary thinking, nano-technology has a great potential in the military area.
For example,
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- For the electronic technology, they may improve the acquisition and detection
capabilities of intelligence information, have better data transmission advantage, greatly
enhance the capacities of C4/I/SR system, and reduce the damage of the electromagnetic
pulse (EMP) effect on the electronic subsystem of the equipments and weapon systems.
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- For the construction material, they may strengthen weapon systems performance to
enhance the quality, reduce the weight, increase the range and payloads of the platforms,
and prolong the shelf life of equipments and systems.
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- For the micro-weaponry, it is reported that experimental types such as nanometer
unmanned aerial vehicle, and miniature smart weapon system, such as spy grass and spy
ant, have been available. It may increase the flexibilities of strategy, tactics and deployment,
and gain more activeness on the battlefield than before®.
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-For the mold simulation, it will make current methods for mold simulation more
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effective®.
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Comparing with the traditional weapon systems, the future nano weapons will be
extremely small in size and be highly intelligent. The fighting capacity and functions of such
weapons will far exceed our current understanding for a single soldier platform. Meanwhile,
because they are cheap, small, portable, and can be easily deployed, the inferior side could
likely use these weapons as an asymmetric means massively against the enemies with
superior equipments and armaments.
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Because it can greatly absorb and scatter electromagnetic wave, the nano coating can
be a protection means used on the traditional armored vehicles. Such painting can reduce
the echo signal to a minimal level, and achieve the purpose of invisibility in the electronic
environment. It can also be used to receive electronic pulse, to adjust the armored vehicles
camouflage with the battlefield terrain and plants, by changing colors quickly, or following
the instructions to change the coating pixels. By reducing detection of infrared and optic
reconnaissance and surveillance devices, it can help the combat units to avoid the enemy’
s long distance smart weapon attack, and can develop its strength when needed. For the
inferior, who should survive first before engaging enemy, this coating provides vital factors
to win the war.
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® Zhao-dong (ed.), “Nano-tech and Weaponry”, (Beijing: Jun Shi | Wen, Sep. 2001), pp. 161~168.
(Chinese version)

O Huang Der-huan, “Nano-tech changing the world” Published by Ying-zhou Publication, Taipei, July
2002, pp.133~134. (Chinese version)
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When the term of nanometer semiconductor was known to the public, it means the
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deployment of nanometer-weapons is not far away. The efforts of improving current systems
or developing new systems will break the boundaries of current fluid mechanics. These can
cause current early warning, information reconnaissance and target selection functions and
operation plans by various radars, optic devices, and radios useless. In order to respond to
the new “emerging threat”, we had better think earlier how to deal with it, in order to prevent
surprise or defeat by nanometer weapons of the enemy in the battlefield.
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Because of the character of nanotechnology, to acquire the target information will be
more difficult in the future and we need more time and knowledge to analyze the information
that we gathered to make right judgments. It is a time-consuming work indeed and it will
reduce our reaction time dramatically. In terms of force planning, if it is possible that the
enemy will take adventurous actions into crises or conflicts against our national security,
it will, without doubt, use surprise attacks. If this assumption is accepted, we should
accordingly change our means and responses of fighting.
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The main problems of current nano-technology
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Although we expect that nanotechnology has a great advantage of making the new
weaponry micro-sized, smarter and intelligent, there are still some limitations. Because
of the nanometer material is hard to compose, and is small in size, the performance will
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depend on the weather situation, in other words, the biggest “enemy” is perhaps Mother
Nature. Furthermore, because of the small size, no matter the power of micro turbojet
engine is from fuel or solar battery, its capacity could not sustain system operational and
communication for a long period. That is why right now the operation range of experimental
micro unmanned aerial vehicle can only fly 2-3 kilometers away from the operator, and in
the air for about an hour.
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People can foresee that emerging nanotechnology will have a brilliant prospect in the
future life and have great influences on the human society, global economy and national
security, but there are still too problems from theories to realities. However, the spending on
the basic research is too big and the risk of development is too high for any individual or a
corporation. Nanotechnology should depend on national support to carry on the research
projects after all.
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Taiwan, United States, Japan, Western Europe, and the People’s Republic of China,
all have their own national projects to support research and development in this area. Each
nation has her center of gravity of course. The PRC began with the “eighth 5-year project”,
which started to research nanometer material composites and manufacture devices.
Taiwan has her own 6-year project, too. Along with the accumulation of knowledge and
technologies, the upcoming 10 to 15 years is the most important period to every country
and the military®.
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® Gong Jian-hua, “The Nano-tech You Should Know” Published by Shi-Mao Publication, Taipei, July
2002, pp.209~210. (Chinese version)

" hERE 95FER




148 PHEHE
mmm=  The Nano-tech Impact on Future Military Affairs

AR RRESEE

B RBBRAGTA " XF3E ) - HMELBAREZEN HEEAUREFH
T RRGI0~15F Ak & R H90F%] -

The approaches of nanotechnology in the military development
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The approaches that nanotechnology can be used in the military development are: to
integrate the current technology; partially to upgrade existing systems and to develop new
weaponry. There should follow the way of “from small to big, little to many, point to whole,
slow to fast, simple to complex” in progress. It is a sequence “from quantity change to
quality change” and this is an un-reversed course, according to history. No matter whichever
approach we take, it will be connected with the change or adaptation of the doctrine,
operational concept, tactics, organizations, etc.
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Currently, the main trend of the nanotechnology research and development is to
melt nanometer powder into conventional materials, and to perform so called “nanometer
amendment.” The purpose is to let the materials have partial nanometer characteristics
and functions but without adjusting current production lines drastically. This is the fastest
way and most economical measure to upgrade the combat strength we have now. To the
conventional services platform and weaponry, coating with nanometer powder or pellets
over the surface on the traditional materials, may reduce friction coefficient and drag forces,
and in traditional fluid mechanics increase speed and mobility. Especially, it has superior
electromagnetic wave absorbing and scattering ability, which can reduce the echo signals
greatly, and achieve the purpose of invisibility in the electronic environment. For the coating
on the sizeable weapon systems, it can blend the weapon into the terrain, and feature
as natural plants, for example, making those equipments invisible from infrared and optic
detection, and getting the advantage of preserving before it engages the enemy.
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The nanometer coating technology has other excellent merits, such as prolonging
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systems duration time in corrosives, and lasting heat resistance, all benefit to prolonging
the shelf life. If this idea is correct, it is worthwhile to upgrade parts to improve the weaponry
and equipments, which have been deployed. It is very important to the country whose
financial resources are limited or unable to develop new weapon systems. At least this
approach may lighten the defense expenses quite a lot.
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2.To partially upgrade existing systems
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The automated C4ISR has a significant influence on the modern armed forces.
The critical points are whether the volume of database and the transmission methods of
information could well serve the need of creating precise Common Operational Environment
(COE) in order to make commanders of different levels have identical situation awareness,
share the same combat plans with other friendly force, and achieve the missions by the
most effective force assignment.
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If we review the development of information technology, we may assume that within 5
years, nanotechnology shall have a significant breakthrough. Hard disks will be size smaller
and smaller in size, with capacity higher and higher, and the speed faster and faster. Based
on those developments, products can extend the current standard of miniaturization and
artificial intelligence. If the volume of database becomes smaller, and its decision-making
supporting functions becomes more effective, these products can replace old or outdated
parts and constitute powerful sub-systems or parts according to the demand of war-fighting.
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Besides, the additional compatible subsystems can be integrated into original systems with
“applique method”, to make a digital upgrading for better performance.
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3.To develop new weaponry
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Since nanotechnology makes artificial intelligence weaponry “micro-sized”, there
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have been a lot of reports about “spy grass,” “machinery bug,” “ant soldier,” “sparrow
satellite”. Those system functions are very limited, and they are easy to be massively
produced. Besides, it has self-destruction device embedded, and the damage control is
better than currently deployed mines. Another advantage is that the cost is relatively low
and hard to be detected by the adversary. Those new weaponry may become the trend
of future. However, if there is no strong command and control capability to support those
devices, they may be cheated by the opponent forces or be jammed by excessive and
confusing data or information, letting the user hard to make decisions or ever make a
wrong one. Moreover, because the size is so small and they are easily influenced by the
weather, these new weapons could at most be used as a supporting role to assist the
surveillance and reconnaissance. Currently, we should not expect these weapons too
much in view of that.
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For the research and development on the main battle platforms and weapon systems,
because of improvement of materials, the thrust, accuracy, and lethality, thermal efficiency

will all increase. The trend is moving toward to reducing the size, and various missile
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systems and unmanned aerial vehicles are the highly possible options, as the material
needed in these new weapons will be much less than the fighters, tanks, and ships.
Besides, missiles have no problems about the survivability of pilots in high speed, high
altitude, high G-force environment, and therefore, they can achieve the objectives we
desired.
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Nano-tech development policy of the PRC
P2 ARBR

The PRC is enthusiastic about improving and innovating her weapon systems,
including basic and strategic high-tech researches. The goal is to form a defense
scientific research system to enhance the independent capability of defense-related
sciences, technologies and industries®. The Chinese recognized that the info-tech and
bio-tech are supported by nano-tech, and the opportunities will be lost if they still follow
the old way.@.
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Currently three nano-tech regions had been established in Beijing (north), Shanghai
(east), and Shenzhen (south) already, and the PRC planed to build a base in the Tianjing
area to coordinate the efforts of the industry, governmental, academic and defense
circles to develop and research its nano-technology. The short-term goals are focusing on
semiconductor, biological, and medical researches, coating and rocket booster®. Although
the progresses are not as good as they desired but the their published paper indicated the
basic research efforts are very promising.

0@ “China’s National Defense in 2004”, p. 76.

@ Lee Feng-sheng (editor) “Building Nano Economics” Published by Shu-chung Publication Taipei,
Dec. 2002, pp. 264~265. (Chinese version)

O Ibid, pp. 269~274.

" hERE 95FER




150, BHRHA

mmm=  The Nano-tech Impact on Future Military Affairs

AR RRESEE

BAj > PR LR (k) ~ B& (ER) BRI (Fd) BHFo o KL
BARMARER  EATUAREHEALMN  EE6EE - BF - ARG E T
BRI E R - AHAUNFETRE A4~ BR - BHAXKTEEAES

BEARHEE I Ao TR > B P A R BB E A AR Y E -
Conclusion

War is the field that the two adversaries fulfill their will freely. It is a relationship of
functions, in a mathematics term, which changes as the situation changes. When the tactics
and equipments used by one side are significantly changed but unknown to the other
side, the former would very likely take the surprise strategy. In retrospect, we could make
a conclusion that all faults are nothing but from misunderstanding, misconception, and
misjudgment, or even worse- ignorance- to detect the trend of changes and prepare earlier.
In the era of “Knowledge Warfare”, the worst approach is to meet the challenge and resist
the change arrogantly.
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The war instruments and methods evolve as knowledge progresses, and such
evolution waits for no man. We learn and know that if we want to survive under adversary’
s attack, we better use new approaches to think about the future, especially in a time of
knowledge, which almost decides every thing. Nanotechnology is emerged, no matter we
like or not, and this is the truth. There have been some changes now and will be new and
significant ones in the future. To face such kind of impact, the question is: are we ready to
respond to the challenge yet?
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