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What Will You Receive in Collection
(Surveillance and Stored Comms)?
It varies by provider. In general:

Current Providers

+ E-mail
+ Microsoft (Hotmail, etc.) * Chat - video, voice
+ Google * Videos
+ Yahoo! " olos

Stored data

+ Facebook VoIP
* PalTalk File transfers
* YouTube Video Conferencing
+ Skype + Notifications of target activity - logins, efc.
« AOL + Online Social Networking details
* Apple + Special Requests

Complete list and details on PRISM web page:
Go PRISMFAA TOP SECRET/SI/ORCON/NOFORN

B #gEETE (PRISM) £\ G B EEERIEE
&R The Washington Post 5 http://www.washingtonpost.com /wp-srv/special/
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W asisuan Dates When PRISM Collection
Began For Each Provider VY

Skype

YouTube 26m
9/24/10
PalTalk
m

1/14/09

PRISM Program Cost: ~
$20M per year

I I I I I I
2007 2008 2009 2010 2011 2012 2013
TOP SECRET/SI/ORCON/NOFORN
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U.S. as World’s Telecommunications Backbone N

* Much of the world’s \
communications flow
through the U.S.

« Atarget’s phone call, e-mail
or chat will take the
cheapest path, not the
physically most direct
path — you can't always
predict the path.

* Your target's
communications could

easily be flowing into and
through the U.S. /

International Internet Regional Bandwidth Capacity in 2011
Source: Telegcography Rescarch
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P2ESQC120001234

VY v Y
PRISM Provider s s R
A Fixed trigraph, denotes Year CASN established :
P1: Microsoft PRISM sgurze collection for selector ‘ Serial #
P2: Yahoo
s e Cortent Type
) A: Stored Comms (Search)
P5: PalTalk B: IM (chat)
Pé: YouTube C: RTN-EDC (real-time notification of an e-mail event such as a login
P7: Skype or sent message)
P8: AOL D: RTN-IM (real-time notification of a chat login or logout event)
PA: Apple >| E: E-Mail
F: VoIP
G: Full (WebForum)
H: OSN Messaging (photos, wallposts, activity, etc.)
I: OSN Basic Subscriber Info
J: Videos
. (dot): Indicates multiple types
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Reference: B/T199BA /50015114
Date: Drecomber 2008
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[esued by: B8, CCHQ

OPTIC NERVE - Yahoo Webcam display and target discovery

Summary
A report on the development of OPTIC NERVE - a web interface to display Yahoo Webcamn
images sampled om unselected intercept and s system for proportionate langel discovery
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