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Snowden ) HYREEM: » T A RERRISS BB AL A - SLEHEAF 2013
TN TR SR BT - BRI R EEINBUGaEF - &8 A T ERE
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- B (PRISM)ET

"HEgEEtE ) (PRISM) BBz 42)5) 0 B 2007 FERGEA 7N E Fileats - ZetENE
ARy TUS-984XN - "REIREER 911 FHE » FIESAAALETHAERER L2 RER " RS 75
TEatE J(Terrorist  Surveillance  Program ) » MiAEEREE & (Barack Obama) S8 &7EHF &S5 MNEU 17 # B 22 5Re (FISC)
BRI - FatERH I BGNEEERE TR > BiRENEsE T E - e - sBEss
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RSt EEdAi 2007 52 1 A 8 H - MR HEIB 2038 429 H 1 H > HE RS T EALEEEAH
ik (Microsoft) ~ FEFE(Yahoo) ~ A8K(Google) ~ B (Facebook)  Paltalk ~ {842 (YouTube) ~ Skype ~ AOL K Apple °
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" Savage, Charlie, Wyatt, Edward; Baker, Peter.,<U.S. says it gathers online data abroad>. {New York Times) >
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TOP SECRET//SI// “ON/NOF A ’ o : m
TOP SECRET/SI/ORCON/NORQREpy N1 hotmal  G00gle vy pitak™._ B
o, Gl"l i facebook YAHOO' " AOL & mail &

s PRISM Collection Details § i )

What Will You Receive in Collection
(Surveillance and Stored Comms)?
[t varies by provider. In general:

Current Providers

* E-mail
* Microsoft (Hotmail, etc.) * Chat-video, voice
+ Google * Videos
* Yahoo! Photos

Stored data

+ Facebook VolP
* PalTalk File transfers
* YouTube Video Conferencing
+ Skype * Notifications of target activity - logins, etc.
« AOL * Online Social Networking details
* Apple + Special Requests

Complete list and details on PRISM web page:
Go PRISMFAA TOP SECRET/SI/ORCON/NOFORN

B Bt PRISM) SBUAFISE A ERIEE
B A The Washington Post 5 http://www.washingtonpost.com /wp-srv/special/
politics/prism-collection-documents/ * (B2 HHA : 10949 H 1 H)

TOP SECRET/SI/ORCON/NOFQRY % Hotmall Google vy k™. 1ol
- Gmail YzaHoO! .’ AOL & mail &

Y s Dates When PRISM Collection
Began For Each Provider

Skype

YouTube 2em
9/24/10
PalTalk
m

1/14/09

PRISM Program Cost: ~
$20M per year

I I I I I I
2007 2008 2009 2010 2011 2012 2013
TOP SECRET/SI/ORCON/NOFORN

B = : #gEstE (PRISM ) &\ 5] BIFR#E
BRI JE: The Washington Post 5 http://www.washingtonpost.com /wp-srv/special/ politics/prism-collection-documents/

(MZEEE : 109F9H 1 H)
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45 PRISM 5t HYRAE R S 22 B » tH 5% Bl Ry BRSO » 0N S SE R B e 4 L & e 5 B, -
IR S5 B B 25 2 FEIY A AR R R SN Z TR S B AN ) - B 7 R R A i P B A 1 1A
B SRA p S5 R A A s (R I R Ey s

TOP SECRET. SI‘()R('()N‘&\"()!’ RN ,;ﬁﬂotmall' (‘xOUSIC SR a}:} [alkm You
o, Gl el YAFIOO! & AOL & mail &

(TS//SU/NF) Introduction

U.S. as World’s Telecommunications Backbone

* Much of the world’s \
communications flow
through the U.S.

« Atarget's phone call, e-mail
or chat will take the
cheapest path, not the

physically most direct
path — you can't always
predict the path.

* Your target’s ; ‘
communications could s amaccs | Jae b

U
& Cartboan

easily be flowing into and /
w‘roth the U.S. / International Internet Regional Bandwidth Capacity in 2011

Source: Telegcography Research
TOP SECRET/SI/ORCON/NOFORN

&Y eEKE A E ARG E
BRI JR: The Washington Post ;5 http://www.washingtonpost.com /wp-srv/special/ politics/prism-collection-documents/ 2

(BZEHE  100F9 A1 H)

PRISM 1B Al & S 2iim B ) TR H 3 RGK - SR — (%5 B (TR RN SRR SN
EB N REER H&EFAFRBEZIRE KR KB REE B EERNE g A" % %45 (National
Security Agency * fiifl NSA)EL "2 /5 | (Federal Bureau of Investigation > fifif# FBI) & HEE#ET T4 JE BT
{EH B H AR S HARTR T - IR AR ER &3 - Red S RIRFEE R - GEF &Y AT FRAE - RIS
GRof & —ETEE HAR S A B A T EP AR B4 ay mT DABACE A B BT 8 R 1 B s o EARAYEE S -
Bian - sxeaEhsy - TP AR AERMEAYER  REES 0 TA) RFEEER - "B, AREFEH - "C
RFETEEENFEA > "D, RFMATEEIENFEA > "E ) RRE\ETEHE > "F ) RIS E T iWaE

"G, RFEEERRE) 0 TH ) RFREIEER 0 T R EER > [T RFEEA e
#hoy - EEN TS HmEEy | EEREAES  KEEY | BRI - QE T

" The Washington Post ; http://www.washingtonpost.com /wp-stv/special/ politics/prism-collection-documents/ > (F& 23 H H :

19F9IH1H) -
"EEE 4 H 230
68 st 281 HIhERE 110 4 8 A58



ISSN:22218319

TOP SECRET/SI//ORCON/NOFORN \" Hotmail Gox '8IL TS ta_lkw' W Tube
Cl"l |} facebook YAHOO’ “ AOL & mail &

asisunn PRISM Case Notations

P2ESQC120001234

v Y Y
pﬁsﬁmgsﬁt"der Fixed trigraph, denotes Year CASN established Serial #
g PRISM source collection for selector
P2: Yahoo
gz’; S:ffg‘:ok Content Type
: A: Stored Comms (Search)
P5: PalTalk B: IM (chat)
Pé: YouTube C: RTN-EDC (real-time notification of an e-mail event such as a login
P7: Skype or sent message)
P8: AOL D: RTN-IM (real-time notification of a chat login or logout event)
PA: Apple >| E: E-Mail
F: VoIP
G: Full (WebForum)
H: OSN Messaging (photos, wallposts, activity, etc.)
I: OSN Basic Subscriber Info
J: Videos
. (dot): Indicates multiple types

TOP SECRET/SI//ORCON//NOFORN
& 71 PRISME ZE 4R 5t

BRI JR: The Washington Post ;5 http://www.washingtonpost.com /wp-srv/special/ politics/prism-collection-documents/ 2

(BEHH 10959 A1 H)
— ~ X-Keyscore &

BFELE - RS REEEE () e EREEREHREE " X-Keyscore | 32 TRAGHAA » 8%5C
HEAESE ~ 3~ 0 RS (ARBSE-ER =) I BAEEEIE o "l B EohRE A (E
NGt B HEITRE S AR IEHE - SN ETE T » BB E R AR R B A R4 » (E BRIt

REL 700 AERES" > QEN)ZS ERBEEE 300 22T - MEREH P ritEsE - EReEL
BRI RS AN > BRT EBIAR LI - tEREMRAERT - FEIREEZ ARG SR o " X-Keyscore ; 51
PR HAN B 2SN WP ATE R S8R A RS | > (k] 5 - ¥ X-Keyscore 2L
KA RN EERAER > AMEFETERSE - HAESERIVEIZE T IRFE 30 K - X-Keyscore H 9 KIJAE
AN

1

s
1

(MEFEHE  TEESEMNESIFTEERA - Pl - FESEEIFEA L -

(T INEE © Z 800 DU A &% B N2 i S = 3 A RS 2 T s
MBS 2 o KB B AR Ay 4 -

ES

% ERA TR ERAVES

(EfifofEa © A FIZEON A RE S8 A 48RS (VPN)IE Bt o 40h > X-Keyscore A RUITRERE =8 FRAV(E FHE

“The Guardian.,< XKeyscore presentation from 2008 - read in full >.http://www. theguardian.com/world/interactive/
2013/jul/31/msa-xkeyscore-program-full-presentation?INTCMP » (l#ZE HEH : 1099 H 2 H) -

" Tdownload > http://www.idownloadblog.com * (fZZ HHA : 109 4F 10 A 21 H) -

YEFE4 0 H 29
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FHAEESHATH: -

(TU)FEERAERR 5 - AR LRURE S - T EEEE SR FIk s BUS BERGH E H H 4C 8% > X-Keyscore RE L= HHRALC
SRR Ry TR -

()RESIEHE - BHThREE G " = R ) iV - R2EmHIhRe A e R ERVItE - 17 B AE =5 B IR
1 TIEHE T -

N HEACHREE - B RS EAVEEIE & hac i TaHE R 2 - BI0 © 1 GOOGLE MAP f##z 5L R -
X-Keyscore jRF & 12 H FEEEL U BERHAGHET T REM 4w 3 16

(EE= 4 © Bl T KEYWORD | =481 EAHRRARY SR ER -
VODMTHELCE N © MFHEERZ mHHESUE IR H B SOETERE ~ o1 -
OB HE  FIH HAAY ID SRR E - E MmN E R &R

X-Keyscore ZFTLAFEA » fEP = HEE AT 23K - O RIJREFTEER AN PBHE R - E TRV EERE W T
FAA - B R AR TR R s EE 1 300 24 -

TOR SECRET//COMINT//REE TOIUE

Where IS X-KEY

Approximately 150 sites

Over 700 servers
TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL

&S @ X-KEYSCORE 4R 43 AfilE
ERIASIE: Idownload » http://www.idownloadblog.com » (MZ HHA : 109 4£ 10 A 21 H)
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Fairview /o2 HSEEIBIR 2 45 (NSA) B M) — TR 2 KRR BE - BE(ERVEI Sy (At B MNEIREEhET PRI R
HUSTETEIE H - 3278 H Y B LR AL AR B SN A R T B ER S B - AR s s S A NSA & 1E 2013 4R
1 AFEEARBERMFR 23 BH80E - NSA TR ABRZ A B BEAVINE A F Z:4 © FIF T Fairview ; > NSA
REAEROE ARG LAY - RERIEENEA - 15 - HEIVEER S B EAE - SERIEPE R
B2 BkE LR FEREE R - 7

PY ~ Optic Nerve

SERUE R 24 5 (NS A) s B BB 8 sHARES (GCHQ) - FIFHTTENASE Optic Nerve HI(HZE Z:47° 2008 £
2010 M - B ZEEHERE (Yahoo SERAY B HI(E T 3 # LA — X B B el - Hh 2 EFE AR EE - HA
AR 180 BEMEZEFE - GCHQ B M2 ME R H#FET G » QET) LREEHR AR B8 A
BUEIHIRAR AT AT BEIRSE - EE AR A BRI PR 28 - fROMEH T A BEES > MB R IE R
TR REE AR ZIRSE R E T -~

SECRET STRAP1

Reference: B/T199BA/5001/5/114
Diate: Diecember 2008

Copy nix
[ssued by: B8, GCHQ

OPTIC NERVE - Yahoo Webcam display and target discovery

Summary
A report on the development of OPTIC NERVE - a web interface to display Yahoo Webcam

imnges sampled [rom unselscteal intercepl and & system for proportionate langel disoovery

&+ OPTIC NERVE fi#k
BBIARJE: Idownload » http://www.idownloadblog.com » (f&#ZZ HEH = 109 &£ 10 A 21 H)

*BUA espionaram milhdes de e-mails e liga¢aes de brasileiros, O Globo, 6 Jul 2013. Retrieved 9 Jul 2013 » (f#ZZ HEA : 109
FI0H21H) -

TS spies on Chinese mobile phone companies, steals SMS data: Edward Snowden, South China Morning Post, 23 June 2013.
Retrieved 9 Jul 2013 » (l@Z HHEH © 100 4E 10 H 21 H) »

P4 H 34
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http://oglobo.globo.com/mundo/eua-espionaram-milhoes-de-mails-ligacoes-de-brasileiros-8940934
http://www.scmp.com/news/china/article/1266821/us-hacks-chinese-mobile-phone-companies-steals-sms-data-edward-snowden
http://www.scmp.com/news/china/article/1266821/us-hacks-chinese-mobile-phone-companies-steals-sms-data-edward-snowden
http://zh.wikipedia.org/wiki/South_China_Morning_Post
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