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ABSTRACT 

The dual stego-image reversible data embedding methods have been developed rapidly, such as 
exploiting modification direction, magic matrix, and center folding strategy. However, the maximum 
secret digit once occurs in these strategies. It seriously decreases the visual quality of the stego-image. 
To overcome this problem, this paper proposes a novel encoding method to reduce the secret digits 
and decrease the occurrence frequency of the maximum digits by the joint neighboring pixel similarity 
and frequency-based encoding method. Experimental results show that the proposed method can 
achieve a greater PSNR value than previous methods under the same embedding rate, thereby 
confirming that the proposed method is effective. 
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ABSTRACT 

Most search engines retrieve documents strictly based on keywords because of which other 
content that is similar in idea is not easily accessible. Therefore, query expansion becomes imperative, 
for which ontology is a critical foundation. There are two purposes of this research. The first is to 
design a novel Keyword to Formal Concept Query Expansion (K2FCQE) algorithm to automatically 
construct the relationship between ontology and vocabulary concepts and then to proceed to query 
mode verification. The second is to develop a prototype of a Military News Retrieval System based on 
the K2FCQE method (K2FCQE-MNRS). The results of this research verify that K2FCQE is more 
efficient than other query expansions methods and that the K2FCQE-MNRS is helpful for users to 
search military related news. 
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 . INTRODUCTION 

The reversible data hiding method can 
prevent attacks from hackers through embedding 
secret messages into multimedia, e.g., images 
[1,3, 4, 6, 7, 9–13, 15– 18, 22–24], videos [5], 
DNA sequences [2, 8], and compression 
codes[19–21]. After embedding the secret data, 
the stego-media is still similar to the original 
media, thus the method is very suitable for some 
applications, e.g., steganography, watermarking, 
and annotation [14]. 

 
The previous reported methods are mainly 

classified into four types, i.e., difference 
expansion [24], prediction error expansion [6, 10, 
13, 22, 23], histogram shifting [18], and dual 
stego- images[8–16]. In 2003, Tian [15] 
proposed a difference expansion method that 
doubles the difference between two adjacent 
pixels and embeds one secret bit into this 
difference. Fig.1 shows a diagram about the 
method. However, difference expansion may 
distort the stego-image seriously. 

 

 
Fig.1 Difference expansion method 
 
In order to avoid this problem, Thodi and 

Rodriguez [22] proposed a prediction-based 
method which derived by relationship between 
adjacent cover pixels to generate an exact 
prediction value. As a result, the prediction error 
is significantly smaller than the difference 
between adjacent pixels, and causes a slight 
distortion. 

 
Ni et al. [18] proposed a histogram shifting 

method. After counting the frequency of 
occurrence of cover pixels, they only modified 
the cover pixel between the peak point and the 
zero point to embed messages and control the 
distortion to maintain an acceptable image 
quality. The peak point means the cover pixel 
with most occurrence frequency, and the zero 

point means the cover pixel with lowest 
occurrence frequency. Fig.2 shows a histogram 
example of cover pixels. The pixels between the 
peak and the zero points were shifted for 
creating an embedding space. Afterwards, the 
cover pixels that were equal to the peak point are 
used to embed messages. The method can 
control the distortion of each pixel within 1, but 
only embed a few secret bits. 

 

 
Fig.2 Histogram shifting method 

 
Different from the previous methods, 

Chang et al. [1] embedded a large amount of 
secret data into two identical images by using 
the exploiting modification direction (EMD) [18] 
skillfully. This type of method is called 
dual-image hiding scheme. Obviously, the 
method needs more spaces to storage two 
stego-images, but no illegal person can extract 
secret data and recover the cover image without 
both stego-images. This approach provides 
greater security and be regarded as a special case 
for secret sharing. 

 
Unlike a single-image hiding scheme, the 

dual-image hiding scheme generates two 
stego-images to share a secret message. In this 
scheme, two images are duplicated from a cover 
image, and the secret message is then averagely 
concealed into the generated images. An 
authorized person who can extract secret data 
and recover the cover image must have all the 
stego-images. Fig.3 shows the difference 
between the single-image and the dual-image 
hiding scheme. 
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Fig.3 Diagrams of the image hiding schemes 

 
Lee et al. [10] proposed a high image 

quality data hiding technique with a 
direction-based technique, as shown in Fig.4. 
However, the method only can embed about 50 
% probability exists that four bits are embedded. 

 
In 2013, Lee and Huang [11] enhanced the 

modification rules from four directions to five 
directions, and embedded base-5 digits into two 
stego-images, as shown in Fig.5. The method is 
redesigned for increasing the hiding capacity, 
and controls the modification level of pixel 
within 1, thereby maintaining good image 
quality. Nevertheless, the method still can’t 
embed large number digits effectively. 

 

 
Fig.4 Direction-based embedding rules 

 

 
Fig.5 Embedding method base on 5 directions 

 
Unlike in the direction-based hiding 

method, Chang et al. [4] embedded base-9 secret 
digits into two stego-images with a magic matrix, 
thus the method increased the hiding capacity 
successfully. The magic matrix is generated by 

 
  (1) 

 
M(Px,y,Px,y) represents the value of the 

magic matrix, and Px,y represents the cover pixel. 
Fig.6 shows the magic matrix. 

 
Although the method can enhance 

embedding capacity effectively, the modification 
level of pixel is large, leading to the serious 
distortion of the image quality. 

  

 
Fig.6 Magic matrix based hiding method 

 
Lu et al. [15] adopted least significant bit 

(LSB) matching to embed one bit into the pixel. 
For embedding more bits and maintaining better 
quality of the stego-image, Lu et al. [16] 
proposed a center folding strategy (CFS) that 
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adaptively transformed K secret binary bits into 
smaller decimal digits and reduced the distortion 
problem. 

 
However, CFS still cannot decrease the 

frequency of occurrence of the largest value. In 
this paper, we propose a novel encoding strategy 
to reduce the frequency of occurrence of the 
largest value. Thus, we can decrease distortion 
of the image in the data embedding phase. 

 
The rest of the paper is organized as 

follows. Sections 2 and 3 present the CFS hiding 
method and the proposed method, respectively. 
Section 4 compares the proposed method and the 
five related methods in terms of the embedding 
rate and the quality of the stego-image. The 
conclusions are presented in Section 5. 
 

II. RELATED WORKS 

For enhancing the quality of payload and 
reducing the distortion, a center-folding strategy 
proposed by Lu et al. [16] transformed each 
decimal digit to a smaller digit, thus reduced the 
modification level of the stego-image. Fig.7 
shows the flowchart of the center-folding 
strategy. 

 

 
Fig.7 Flowchart of Center folding strategy 

 
The strategy transferred the secret data 

from R={0,1,,…,2N−1} to R’= {−2N−1, 
−2N−1+1,…,−1,0,1,…,2N−1−2,2N−1−1} with 
follow formula: 

 
. 

 
The R’ is folded with 0 from original data 

R . Obviously, the strategy is effective and easy 
to implemented, but cannot decrease the 
frequency of occurrence of the largest value. 
Fig.8 shows the problem, some images 
transformed with the CFS method with K=2 still 
have a lot of digits with largest value which will 

cause serious distortion after hiding to cover 
media, so that the CFS method cannot diminish 
the number of the largest embedded value 
effectively. 

 

 
Fig.8 The occurrence distribution of digits in the 

CFS encoded image with K = 2
 

Because the center-folding strategy cannot 
reduce the frequency of the maximum absolute 
value’s occurrence, and this disadvantage 
diminishes the visual quality of the resulting 
stego-image. Consequently, Lu et al. [17] used a 
frequency-based encoding strategy to reduce the 
distortion of the frequency of occurrence of the 
maximum absolute value in 2016. As shown as 
Fig.9, after using CFS reduced the digit stream, 
the frequency-based encoding strategy further 
re-encoded the digit with the rank of occurrence 
frequency and exhibits better embedding 
performance.  

 

 
Fig.9 Example of the frequency-based method 

 
Although the frequency-based encoding 

method can solve the problem about the 
distortion of the frequency of occurrence of the 
maximum absolute value, it still does not 
consider the relationship between adjacent digits 
so that the method still can be enhanced further. 
 

III. PROPOSED METHOD 

In the Section, we exploited the relationship 
between adjacent digits to reduce the number of 
the largest values. 
 
3.1 Encoding and data embedding 
 

Since most pixels in general images have 

(2) 
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the local similarity, we use a codebook to “cache” 
the value transformed from the pixels and, 
replace its original value with the cache index of 
the codebook for decreasing the number of the 
largest values while the cached value occurs 
again. Fig. 10 shows the diagram of our 
encoding and data embedding procedures.  

 

 
Fig.10 Diagram of the proposed method 

 
The proposed procedures can be elucidated 

further by the following algorithm. 
 

Step 1: Transform a set of K secret bits into a 
decimal value, i.e., , and 0 
≤ di ≤ 2K – 1. The notation i denotes the ID 
number of the decimal value. 
 
Step 2: Generate the codebook which consists of 
2K codewords, and the indices are set 
sequentially from 0 to 2K − 1. 
 
Step 3: Replace decimal value di by the index Ii 
in the codebook, where its codeword is equal to 
the decimal value di, and the index is replaced 
by . 
 
Step 4: Update the index of the codeword, i.e., 
modifying the index of the selected codeword 
from Ii to 0 and increasing the index of the other 
codewords by 1. 
 
Step 5: Perform the Steps 1 through 4 mentioned 
above until all secret bits di have been 
transformed to . 
 
Step 6: Compile the occurrence frequencies of 
the transformed digits, sort them in descending 
order, and the index of sorted results is denoted 
as Oi. 
 
Step 7: All of the relationship between the 

transformed digits and indices mentioned above 
must be recorded for use in the reference 
information of image recovery phase. 
 
Step 8: Classify the pixel in cover-image into the 
embeddable pixels and non-embeddable pixels 
to avoid the underflow and overflow problems. 
The pixels between 2K – 1 and 256 – 2K – 1 are 
labeled as the embeddable pixels. Otherwise, 
other pixels are the non-embeddable pixels. Fig. 
11 illustrates the mentioned range. 
 

 
Fig.11 Solution for the overflow and underflow 

problems by pixel classification 
 
Step 9: Reduce the index Oi to O’i by Eq. (3), 
and according to the pre-determined random 
value r, embed the reduced index O’i into two 
stego pixels by Eq. (4). The random value r is 
generated by the pre-determined random seed. 
  

 

 

 

and            

 

         
Step 10: Perform the step 8 and step 9 until all 
O’i have been embedded into two stego-image. 
 

All of the procedures are illustrated in Fig. 
12. There are 15 secret bits and set K = 3, thus 
the codebook with size 2K=8 is built and all 
indices are initialized sequentially from 0 to 7. 

, otherwise. 

, if r = 0. 

, if r = 1. 

, if r = 0. 

, if r = 1. 

 (4)

, if Ii is even. 
 (3) 
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The first trio of secret bits “111(2)” are 
transformed into 7(10). Other bits are performed 
by the same procedures until all of bits are 
transformed into decimal digits. 
 

 
Fig.12 A coding and embedding example of the 

proposed method 
 

Furthermore, the first decimal digit 7(10) is 
matched with the index of codebook, and 
replaced by the index value of the matched 
codeword. Then, the index of the codeword is 
updated from 7 to 0 for enhancing the matching 
possibility. 

 
Following, the second decimal digit is still 

7(10). Because the digit matches the first index 
value of renew codebook, and the value of the 
index ”0” is used to represent the second 
decimal digit. Since the matched index is first 
one, the codebook remains unchanged. The 
procedure is continued until all the decimal 
digits accomplish the codebook matching for 
coding. 

 
After the procedure of coding, these 

encoded indices ={7, 0, 2, 0, 2} are encoded 
further by their occurrence frequency, thereby 
decreasing the absolute digit. As showing in 
Fig.12, the digits of occurs the most 
frequently are ‘0’ and ‘2’; therefore, their value 
are recoded as ‘0’ and ‘1’. The last digit  is ‘7’ 
and recoded as ‘2’. 

 
Before being embedded, all of the digits are 

folded with ‘0’ as Eq. (3) for decreasing the 
distortion as more as possible. 

 
After all the procedure mentioned are done, 

the origin stream of decimal digits di={7, 7, 1, 1, 
0} is reduced to O’i ={1, 0, -1, 0, -1}. Apparently, 
the proposed method effectively changes the 

digit from a larger value to a smaller one. 
 

3.2 Decoding and image recovery 
 
In this section, we make a dissection about 

the encoded digits are extracted from the 
stego-image as well as the process of cover 
image recovery. 

 

 
Fig.13 The extraction and recovery example of 

the proposed method 
 

Fig. 13 shows the example of image 
recovery and secret extraction and decoding of 
the proposed method. First, the average value 
between the first pixels in two stego image is 
calculated to obtain the first cover pixel, i.e. 

 

 

 
Moreover, the embedded index can be 

derived through the difference between pixels in 
two stego-images, i.e., 

 

 

 
According to Eq. (5), the difference 

between the first pixels in two stego image is 
calculated by = P1,1,1 – P1,1,2 = 105 – 104 = 1, 
thereby obtaining the first embedded value. 

 
Next, the original index Oi is decoded by, 

i.e. 
 

 

 
By the Eq. (6), the embedded value “1” is 

double to obtain the sorted index. By passed 

, if O’i 0. 

, otherwise. 
 (6) 

, if r = 0. 

, if r = 1. 
 (5) 
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the stego-media is still similar to the original 
media, thus the method is very suitable for some 
applications, e.g., steganography, watermarking, 
and annotation [14]. 

 
The previous reported methods are mainly 

classified into four types, i.e., difference 
expansion [24], prediction error expansion [6, 10, 
13, 22, 23], histogram shifting [18], and dual 
stego- images[8–16]. In 2003, Tian [15] 
proposed a difference expansion method that 
doubles the difference between two adjacent 
pixels and embeds one secret bit into this 
difference. Fig.1 shows a diagram about the 
method. However, difference expansion may 
distort the stego-image seriously. 

 

 
Fig.1 Difference expansion method 
 
In order to avoid this problem, Thodi and 

Rodriguez [22] proposed a prediction-based 
method which derived by relationship between 
adjacent cover pixels to generate an exact 
prediction value. As a result, the prediction error 
is significantly smaller than the difference 
between adjacent pixels, and causes a slight 
distortion. 

 
Ni et al. [18] proposed a histogram shifting 

method. After counting the frequency of 
occurrence of cover pixels, they only modified 
the cover pixel between the peak point and the 
zero point to embed messages and control the 
distortion to maintain an acceptable image 
quality. The peak point means the cover pixel 
with most occurrence frequency, and the zero 

point means the cover pixel with lowest 
occurrence frequency. Fig.2 shows a histogram 
example of cover pixels. The pixels between the 
peak and the zero points were shifted for 
creating an embedding space. Afterwards, the 
cover pixels that were equal to the peak point are 
used to embed messages. The method can 
control the distortion of each pixel within 1, but 
only embed a few secret bits. 

 

 
Fig.2 Histogram shifting method 

 
Different from the previous methods, 

Chang et al. [1] embedded a large amount of 
secret data into two identical images by using 
the exploiting modification direction (EMD) [18] 
skillfully. This type of method is called 
dual-image hiding scheme. Obviously, the 
method needs more spaces to storage two 
stego-images, but no illegal person can extract 
secret data and recover the cover image without 
both stego-images. This approach provides 
greater security and be regarded as a special case 
for secret sharing. 

 
Unlike a single-image hiding scheme, the 

dual-image hiding scheme generates two 
stego-images to share a secret message. In this 
scheme, two images are duplicated from a cover 
image, and the secret message is then averagely 
concealed into the generated images. An 
authorized person who can extract secret data 
and recover the cover image must have all the 
stego-images. Fig.3 shows the difference 
between the single-image and the dual-image 
hiding scheme. 
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information about relationship of frequency 
mapping and codebook, the recoded indices  
and the original indices are seriatim obtained. 
Finally, each secret digit is transformed into K 
secret bits by the binary conversion.  

 
The sorted index is mapped by the 

codebook to obtain the secret value “7”. Since K 
= 3, the secret digit “7” is transformed into the 
trio of secret bits {1, 1, 1}. In addition, the 
codebook is updated, where the first codeword is 
replaced by the current secret digit “7”, and the 
indices of other codewords are increased by 1. 
The above procedures are repeated until all 
secret data are recovered and all of cover pixels 
are recovered without any distortion. 

 

IV. EXPERIMENTAL RESULTS 

In this section, we implement the proposed 
method and five related methods (the orientation 
combinations [11], the CFS hiding method [16], 
the frequency encoding based hiding method 
[17] , the magic matrix [4], K-N [7]) to confirm 
the effectiveness of the proposed method. We 
measured the embedding rate and the visual 
quality of the stego-image where the embedding 
rate R was computed by  

 

 
 

where C represents the total secret bits 
embedded in the dual stego-images, E is the size 
of the extra bits for recovering processes, i.e. the 
mapping table and codebook, and the H × W 
means the number of cover pixels. Because there 
are two duplicating images for secret embedding, 
the “H × W” should multiple for ‘2’. A higher 
embedding rate indicates more excellent hiding 
ability. 

 
The peak signal-to-noise ratio (PSNR) is 

taken for indicating the visual similarity between 
the stego-image and the cover-image, which was 
computed by 

 

The MSE is mean square error between the 

cover image and the stego-image, i.e., 
 

 
 
A higher PSNR value means that the 

stego-image is more similar to the cover image. 
Generally, if the PSNR value is greater than 30 
dB, the unauthorized person can’t detect the 
difference between the cover image and the 
stego-image. [14] 

 
Fig.14 shows the cover images and secret 

image, where the former includes Lena, Peppers, 
Lake, and the latter includes Brain, Dolphin, IM , 
NCHU , Google, Baboon and Barbara. 

 
 

 
Fig.14 The pictures for experiment  

 
Fig.15 to Fig.21 show the comparison 

results among related methods [4,7,11,16,17] 
and the proposed method with all seven secret 
images. Table 1 shows the detail data of 
embedding different secret images into each 
cover-image. 

 
 Both our proposed method and [17] take 

the maximum digits having the occurrence 
frequency as the smaller value. This advantage 
implies better PSNR than other methods. The 
conclusion can be obtained from Table 1 easily. 
Even with complex textures like brain, baboon 
and barbara, our proposed method and [17] still 
achieve about 51.4 dB, which is greater than [4] 
(41.73dB), [7] (47.42 dB), [11] (49.89 dB) and 
[16] (51.38 dB). 

 
In addition, our proposed method used the 

relationship between adjacent digits to encode 
secret data so that the proposed method can 
achieve higher PSNR value than [17] in most 
conditions. Especially, for the two secret images 
Dolphin and NCHU, the PSNR value of the 
proposed method is at least 1.43 dB more than 

(8)

 (7) 

 (9) 
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[17]. This finding proves that the proper 
processing of the relationship between adjacent 
digits and the maximum digits having the 
occurrence can achieve better stego-image 
quality and reduce the degree of modification. 

 
Fig.15 The result for the secret image “Brain” 

 

 
Fig.16 The result for the secret image “Dolphin” 
 

 
Fig.17 The result for the secret image “IM” 

 

 
Fig.18 The result for the secret image “NCHU” 

 

 
Fig.19 The result for the secret image “Google” 

 

 
Fig.20 The result for the secret image “Baboon” 
 

Fig.21 The result for the secret image “Barbara” 
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prevent attacks from hackers through embedding 
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[1,3, 4, 6, 7, 9–13, 15– 18, 22–24], videos [5], 
DNA sequences [2, 8], and compression 
codes[19–21]. After embedding the secret data, 
the stego-media is still similar to the original 
media, thus the method is very suitable for some 
applications, e.g., steganography, watermarking, 
and annotation [14]. 

 
The previous reported methods are mainly 

classified into four types, i.e., difference 
expansion [24], prediction error expansion [6, 10, 
13, 22, 23], histogram shifting [18], and dual 
stego- images[8–16]. In 2003, Tian [15] 
proposed a difference expansion method that 
doubles the difference between two adjacent 
pixels and embeds one secret bit into this 
difference. Fig.1 shows a diagram about the 
method. However, difference expansion may 
distort the stego-image seriously. 

 

 
Fig.1 Difference expansion method 
 
In order to avoid this problem, Thodi and 

Rodriguez [22] proposed a prediction-based 
method which derived by relationship between 
adjacent cover pixels to generate an exact 
prediction value. As a result, the prediction error 
is significantly smaller than the difference 
between adjacent pixels, and causes a slight 
distortion. 

 
Ni et al. [18] proposed a histogram shifting 

method. After counting the frequency of 
occurrence of cover pixels, they only modified 
the cover pixel between the peak point and the 
zero point to embed messages and control the 
distortion to maintain an acceptable image 
quality. The peak point means the cover pixel 
with most occurrence frequency, and the zero 

point means the cover pixel with lowest 
occurrence frequency. Fig.2 shows a histogram 
example of cover pixels. The pixels between the 
peak and the zero points were shifted for 
creating an embedding space. Afterwards, the 
cover pixels that were equal to the peak point are 
used to embed messages. The method can 
control the distortion of each pixel within 1, but 
only embed a few secret bits. 

 

 
Fig.2 Histogram shifting method 

 
Different from the previous methods, 

Chang et al. [1] embedded a large amount of 
secret data into two identical images by using 
the exploiting modification direction (EMD) [18] 
skillfully. This type of method is called 
dual-image hiding scheme. Obviously, the 
method needs more spaces to storage two 
stego-images, but no illegal person can extract 
secret data and recover the cover image without 
both stego-images. This approach provides 
greater security and be regarded as a special case 
for secret sharing. 

 
Unlike a single-image hiding scheme, the 

dual-image hiding scheme generates two 
stego-images to share a secret message. In this 
scheme, two images are duplicated from a cover 
image, and the secret message is then averagely 
concealed into the generated images. An 
authorized person who can extract secret data 
and recover the cover image must have all the 
stego-images. Fig.3 shows the difference 
between the single-image and the dual-image 
hiding scheme. 
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V. CONCLUSION 

In this paper, we propose a novel encoding 
method that can effectively encode the secret 
digit to reduce the frequency of occurrence of 
the largest value and take the relationship 
occurrence frequency of digits, thereby 
decreasing the modification level obviously in 
the data embedding stage. 

 
Experimental results show that the PSNR 

value of the proposed method is greater than 
that of the related methods [4,7,11,16]. 
However, for the image “ Google ” , the 
PSNR value of the proposed method is smaller 
than that of the frequency-based encoding 
method [17] with the same embedding rate. 
This is because the difference between two 
adjacent sets of secret bits presents the uniform 
distribution, decreasing the encoding 
effectiveness of the codebook. However, in 
other images, the PSNR value of the proposed 
method is significantly higher than that of the 
frequency-based encoding method. 
Consequently, the proposed method has high 
practicability in the application of data hiding. 

 
In the future, we will attempt to improve 

the codebook to enhance the possibility of 
matching the first several patterns, thereby 
achieving better PSNR. 
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[1,3, 4, 6, 7, 9–13, 15– 18, 22–24], videos [5], 
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codes[19–21]. After embedding the secret data, 
the stego-media is still similar to the original 
media, thus the method is very suitable for some 
applications, e.g., steganography, watermarking, 
and annotation [14]. 
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expansion [24], prediction error expansion [6, 10, 
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proposed a difference expansion method that 
doubles the difference between two adjacent 
pixels and embeds one secret bit into this 
difference. Fig.1 shows a diagram about the 
method. However, difference expansion may 
distort the stego-image seriously. 

 

 
Fig.1 Difference expansion method 
 
In order to avoid this problem, Thodi and 

Rodriguez [22] proposed a prediction-based 
method which derived by relationship between 
adjacent cover pixels to generate an exact 
prediction value. As a result, the prediction error 
is significantly smaller than the difference 
between adjacent pixels, and causes a slight 
distortion. 

 
Ni et al. [18] proposed a histogram shifting 

method. After counting the frequency of 
occurrence of cover pixels, they only modified 
the cover pixel between the peak point and the 
zero point to embed messages and control the 
distortion to maintain an acceptable image 
quality. The peak point means the cover pixel 
with most occurrence frequency, and the zero 

point means the cover pixel with lowest 
occurrence frequency. Fig.2 shows a histogram 
example of cover pixels. The pixels between the 
peak and the zero points were shifted for 
creating an embedding space. Afterwards, the 
cover pixels that were equal to the peak point are 
used to embed messages. The method can 
control the distortion of each pixel within 1, but 
only embed a few secret bits. 

 

 
Fig.2 Histogram shifting method 

 
Different from the previous methods, 

Chang et al. [1] embedded a large amount of 
secret data into two identical images by using 
the exploiting modification direction (EMD) [18] 
skillfully. This type of method is called 
dual-image hiding scheme. Obviously, the 
method needs more spaces to storage two 
stego-images, but no illegal person can extract 
secret data and recover the cover image without 
both stego-images. This approach provides 
greater security and be regarded as a special case 
for secret sharing. 

 
Unlike a single-image hiding scheme, the 

dual-image hiding scheme generates two 
stego-images to share a secret message. In this 
scheme, two images are duplicated from a cover 
image, and the secret message is then averagely 
concealed into the generated images. An 
authorized person who can extract secret data 
and recover the cover image must have all the 
stego-images. Fig.3 shows the difference 
between the single-image and the dual-image 
hiding scheme. 
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prevent attacks from hackers through embedding 
secret messages into multimedia, e.g., images 
[1,3, 4, 6, 7, 9–13, 15– 18, 22–24], videos [5], 
DNA sequences [2, 8], and compression 
codes[19–21]. After embedding the secret data, 
the stego-media is still similar to the original 
media, thus the method is very suitable for some 
applications, e.g., steganography, watermarking, 
and annotation [14]. 

 
The previous reported methods are mainly 

classified into four types, i.e., difference 
expansion [24], prediction error expansion [6, 10, 
13, 22, 23], histogram shifting [18], and dual 
stego- images[8–16]. In 2003, Tian [15] 
proposed a difference expansion method that 
doubles the difference between two adjacent 
pixels and embeds one secret bit into this 
difference. Fig.1 shows a diagram about the 
method. However, difference expansion may 
distort the stego-image seriously. 

 

 
Fig.1 Difference expansion method 
 
In order to avoid this problem, Thodi and 

Rodriguez [22] proposed a prediction-based 
method which derived by relationship between 
adjacent cover pixels to generate an exact 
prediction value. As a result, the prediction error 
is significantly smaller than the difference 
between adjacent pixels, and causes a slight 
distortion. 

 
Ni et al. [18] proposed a histogram shifting 

method. After counting the frequency of 
occurrence of cover pixels, they only modified 
the cover pixel between the peak point and the 
zero point to embed messages and control the 
distortion to maintain an acceptable image 
quality. The peak point means the cover pixel 
with most occurrence frequency, and the zero 

point means the cover pixel with lowest 
occurrence frequency. Fig.2 shows a histogram 
example of cover pixels. The pixels between the 
peak and the zero points were shifted for 
creating an embedding space. Afterwards, the 
cover pixels that were equal to the peak point are 
used to embed messages. The method can 
control the distortion of each pixel within 1, but 
only embed a few secret bits. 

 

 
Fig.2 Histogram shifting method 

 
Different from the previous methods, 

Chang et al. [1] embedded a large amount of 
secret data into two identical images by using 
the exploiting modification direction (EMD) [18] 
skillfully. This type of method is called 
dual-image hiding scheme. Obviously, the 
method needs more spaces to storage two 
stego-images, but no illegal person can extract 
secret data and recover the cover image without 
both stego-images. This approach provides 
greater security and be regarded as a special case 
for secret sharing. 

 
Unlike a single-image hiding scheme, the 

dual-image hiding scheme generates two 
stego-images to share a secret message. In this 
scheme, two images are duplicated from a cover 
image, and the secret message is then averagely 
concealed into the generated images. An 
authorized person who can extract secret data 
and recover the cover image must have all the 
stego-images. Fig.3 shows the difference 
between the single-image and the dual-image 
hiding scheme. 

 


