it ATR Y
//{]é ‘%,\ 3“ ]szi].i:. Ei \QJ_%] %%ﬁ Fizéﬂ}%
5}70’]‘{%‘% ﬁ‘ Fi—i. i ﬁ ;é:( %I’S F}f\$%—ﬂ

B8 EEL PR

BE

— ~ RPET AR ZE BB S - 20094F =B P ERHE & & HAR RS MR AL 4 S =] <
B o BRE[EJR - S HA SRS B K - SR HPTRRRVERE IR - (£ = T o
SR R R R A IR 7 dme ~ BE SR 7

T~ 200747 H 1 H BN ED Ao LI B A A EE T - R IR A B A AR
BOtRpEE P EEEE ) - REEAEHRES R ZEE T EEEE &
HIBE BRI AR BB ? FEHE SGZ N ARE ?

= BgEEEIR > SREIEE R AR 2 IR = AL B 2011 0 - R IR A (S A0
1 (WA b s B AR E R ER PR B s Ry R =] 80 - B BRak EifiR 2 388 - DURCHIHE
HPEF MR K - fetl e T IR R | & 4 T - DIRRERZK
TEERFR K -

B ¢ AR - GEEREN - EEES - EREE -

I

Bl

2013 4 » ERFEEAETETH (Frase gl - DUOGEATER - 2R B RSl JE
A (Preparing the Army to Prevent, Shape and Win in Cyberspace) ) 5 » & [EEH 44
PR E A AR BEMETR PR ZE NV B BB (ESS - K se BRRG FRE TS - [N - SSEE R4
EEE] < HR(U.S. Army Cyber Command, ARCY BER) e {4fiES 2 ] i 78 o e f > LA(E
TEIGEZE ~ 0 TSRS » 4 BUSREMEAIEA] - 12016 R FERAE =%
i E SR (Edward C. Cardon)ZEor : | BEE 4L B/ ERER T H M s 8 > Rk E
VRGBS, » IRARRRE FHU A EEAC R ER P A 2/ R - | 2RI > SERAR
[t e B R R R - RFER T A S BRI RE S AR A -

TR IFECTEA] > S HEE deit BA R IRVENR o FEE > SAL AR 2= fE Y
il = B BN H B — S B AR B TR T AT ER R - 20155E9 H R B R Y Fom

' Rhett A.Hemandez » Pk 2 75 3% - 3 |45 % 7 48 14 =2 [ # & 77 1 % % (Preparing the Army to Prevent, Shape and win in
cyberspace) ) (EIFs #4E) (Bdb)  F AL A E LM - Bl MRGHLAE 201451 K5

2 Edward C.Cardon, David, P .McHenry and Christopher Cline » # )5 3% > ( A = {EB A3 oy EE M (The
Relevance of Culture:Recognizing the Importance of Innovation in cyberspace operations) ) { B fr 24 ) (E4k) > & 44
%3 BHGMBGH#AZE 2017F3 A H23-

WA AR T4 130 11BN 107 42 9 H3&{T 65



YO o A B
A DA AR 2 R SRR BB R S B R A o PEsL
201742 F 23 H £ B AGRS 5] H 5] 45-R % (Paul Nakasone) AR - " BAH
BRESEAIAE I SRR R BEEMEE - HIL IR A ERE
FIRAYE S 2 KRR E R - S 2 WS ERIRAVERAGEK ST - RO B

PRl el O HIFER

2017 4 » BB (TUEHARPG 2 MET ) s (Quadrennial Defense Review, QDR)E[I#5
T B E R R LB FERAE T - LRI ~ N ERERRECE A - (EMRa A S E A
DAWHRE H R EE R R - | C[EI4E 6 F 29 HE54R4HIE TimEEE | FEEIE RS T
VEREER > ST ELGAEZNERITE  FiG o " EIEERE ) RESEET
BT EEIFEGEET - Bl s RS HEEAVE B AR - 5 g iE S T aY
SE—JEWRIE ST o | CHILEEE R B EAT AR - (LB T (R B R A
[k =22 5 o VB P e e

Grer bl o GRS ALK R B AR At B S - 2RI 0 B 2017 A 7 HJK >
PRET PRl B B P ERE T AE A5 i e PRI AR TR oK - B B 1B S s Bk a8 1F Fs
Zamal o E AR PR R E AR < A - AIE T o SRR Ehn AR R
S r A A 1 VN S o T~ Y ol o [ v =1 [ SR G e e
HENRRIIREEEEE ) - EERASHICRYEINE - 828 - PP EE IS B e AR F
B TR oK B ER A 2 20HE - (B EL R L SRV B 102 Bk R
SRR — B o SO SR (B ZEHTTE o B e BRET SE B E A RS H R B 4 P B Rl
R - Rt Ei s e i As - BEEPRE TR ~ B o e HEFEGREE 2 - 99
BE R T (TR, © 1% o PRI EE A A A A A

AR T X B i R
UERRZE PR AERE O~ 22 RORZEIES TLARRS - SRIRA AR - Mt RS B
- BERAHIMENE - LU ERERAER IR - DAREIRAERE 22 2 200 -
— ~ ERSEBR BB I e
i E GRS SR - GRS R A S R R B - R EE -

&‘;ﬁ

* Ferdinand H.Thomas » #5 %2 & 3% » { 3 [k 48 % #% A 4+ ¥ H (Retaining Soldiers on a New Battlefield:An Army
Plugged into Cyber Needs Talented Specialists) ) (B[ #H Y (£4b) > # 43 5% 2 8] > E W ¥ HEN T - 2016
#£2 H > EbB7o

* Bill Roche, “Summit brings leaders together to build ready Total Army cyber forces,” Arcbyer,https://www.army.mil/
article/184339/summit_brings_leaders_together_to_build_ready total army cyber forces,(March 15, 2017), 2017/8/2.
* Wt o (106 £ QDRAM BAEERL THWET ERBHE D (FEHHR) () 201743 178 -
ML

g BB (ABTEHENRR ANBEBEIH) (FEEH) (B4) 201746 A30H > 2

66 [EEEE-FET 130 ], KREY 107 4 9 H 31T



E— i A Y

()RS ER B (T 4 EE)

SRS 22 ] Ry BRI P~ B AGARES RS o E PITIER - sERERER ~ B H
HpgZEM o BERUEESZE 2 (B3 - 18 T REEE MRS =0 ) Auhia - SREEE
MRS ARV - BURAERIFEEE G « BN E AR ATV = T > AR
BRI TENAY E Eh o 0 - FEAERI e A% IS - 12013 4E 6 A WS REPiRR T4
TSR R T AR ~ oo fraiEs z= Mt B I k) - DA AiRe e (g 23 > WIESH
BB KRS S - ST AE R 22 A S AR AR BB - ) "594h > 2015 4EREE
— i E AL o $EREE(Cyber Warriors)JRIE S FHEEEEEETT - HSCRr B S S
HERATHEE THYRER T Ry - SRS B B (E C O RS = A 2Ry - WA 1B
ESODN ~ IEFTE: - JENEIG RIS - HEMBEREUT & 280 he TRV REE IR -

(2 A S B

2001 £ - S=EPeT R o5 AL (Arquilla) Kz BIZERE (Ronfeldt) Z R SR & 50 Ry - AEREEK By
FREIZ AT Ry > T R BURFAH A, BERGBZ 5 3l ek T Mg R+ ) Rwdaiam o
"2004 55— HEEFDR T (Leigh Armistead)Fer - HEREER R EL - PHLAR Sl B B S
EAERS hHVE RN RGBS A S - TR ERIERRA R RO BRER ~ f5 8 Ra8H - (e
[EEOT A E R FIPMEE R R E AL PRI - 2015 AFEEE G — (IS
t o SRR (Cyberwarfare) Fy (£ AFIES 22 ] o AT B B FH D VARG ARV TE) © A
WEETEEIRAERN AL T ~ 2GRS M B R - 405 [SHX AV FRE » B
/K > ERUEK K W05 e sh M B R T M BR e, - VAL - HERSHE i
FH4ERS Sl T-Ee( ~ ME4REE) - B\ 2= ] TRV ERD ~ AR 17 S &% F = I HY
BRI E AR DS ECE AR RS [FIRFORE C T MR =] N2 A&
HETT B B B R R SRR~ 5 [ N R - P BEBUT AR -
=~ SR B A T o L A R B L R

BDmEEE > RURN AN ENE S - BREIGERFERES - sl AR R
[FEI TR B ~ DR SRR ECRPOTAiE 22 el A RO T B -
(HECRIEE i i

T «Cyber officercareer,” Acybe, 2010 .U.S.Army, https://www.army.mil/article/40195/cyber-command-to-unite-

network-defense-efforts, 2017/8/2.

® Ferdinand H.Thomas » #5 %2 & 3% » { % [k 48 % #% A 4+ ¥ H (Retaining Soldiers on a New Battlefield:An Army
Plugged into Cyber Needs Talented Specialists) ) Bl F7 ##4E ) (Z4t) > % 43 %% 2 4 > BEW HBHH#ANF > 2016
#£2HH59.

* % - A F A ohn Arquilla)~ BB 3 ¢ A B > (B RAEBR) (St AR XILES - 2003 4 8 4 )
E 56 -

10" 2 .J9 % #7 4 (Leigh Armistead) » [ |7 25 % B4 32 % - (& 46 B UL & % W] &9 B 2 (Information Operations : Warfare
and the Hard Reality of Soft Power)) (Z4dk : # % X{.JE¥% > 200848 F) » H 146-147 -

1 Catherine A. Theohary, and John W. Rollins, “Cyberwarfare and Cyberterrorism:In Brief,” Congressional Research
Service,Washington D.C.: Congressional Research Service, March 27, 2015, pp.1-3.

W AR5 130 i1,/ REY 107 42 9 31T 67


https://digital.library.unt.edu/search/?q4=%22Library%20of%20Congress.%20Congressional%20Research%20Service.%22&t4=dc_publisher&src=ark&searchType=advanced

"‘/@ HUE AR B

"EERSETEIE - fEIESEM(S | - 2010 47 6 H 2 HEHTEREIAYEH 55 8 s BT H
(Gen. Steven W. Smith) %7 « T [ [ B 4GRS B X & SR AP B A RS 22 IRV i & 24749
PEAAA s (RS ZE M TP R SRR AR E R - ERllihENERHES - DU ERE
GIRHVIEE 248 - | iBhEEEE T B AERRR 2 > EARU R R - DU
F A IR o hnos B R A Rs TS B AT T T Eh AR EE A B 4 1 4 7 Bk (Dynamic
Computer Network Defense Operations) | » DUFE(RIH S TEE TG AT o BR &4 > 2017
F7 H 31 HER (EIF3HE ) SEREH - RKEBUSEAZEEENRGY T » Wi
AR AREL R 2 SE IS ER (Multi-Domain Battle) ; B — T [gH SR 75 SK RIS il PR iEs 22 [
NHTIEE 24 - YA > TR SR TR E 29058 - WREEEE R
HY IR E R L e IR R &S -

(D)L EEFHESS

b S P - B 4EpS G & BB SR E % - BRI EBEFE
(WEEHE - FHEPRERER) BT E A AR B - K r] gl sk F e R EE -
[EN - EEEEIFRES - BhECEIEMRUTIH SRR 20 - MR His
BEhn - A BB S AR B S A Ry EE AV AR o0 HoA o MRS 2 TR E
ok 7 T B M EE AR S O F A T A S B (R AR - %2014 4 EERH
R R IR R ¢ T AR 2 R A E R S PR IR R - L H R REIS WA
SAERIG)IS - QR BRI I - i T bR 1 B T By 28 R S H H AR B T 18R -
[EIRG > JRTT 50 5 B M B AE A R Ze P R B e D - | VIR o ABRR ISR B H B
FRALAgER 22 M HHYE EIFEUESS - WANSRE S TFEUS Ay 22k - Hm)shsn - fe(54ERs
ZE R =G - BRRIREAIE R IR -

W7 FmFECFEEA] o SRR A 22 T P ORI B AR SV - DASJERE
BEIFEUESS - PR ER A B IR L R HE I G B 1 B P AR RV 4 Rs 25 FE A2 HIRE - 7]
FTSSRT AR (E FH4EEs 25 FE Y B HRE © BREAER 22 IR H R - S S EtE A
HY EBHE -

2 C. Todd Lopez, “Cyber command to unite network defense efforts,” arcyber, https://www.army.mil/article/40195/
cyber-command-to-unite-network-defense-efforts,(June 2,2010), 2017/8/2 .

3 Rhett A.Hemandez » Pk Z 7532 » ( [ F 74 4318 22 [ By £ 7 1 % & (Preparing the Army to Prevent, Shape and win
in cyberspace) ) CEIF;3##) (Z4L) >  HF 41 %% L5 - M BB GHAE > 201445 1 A > H56-

Y Sydney J. Freedberg Jr, “Build Bare-Bones Network & Small Satellites For Multi-Domain Battle,” the breakning
defense, http://breakingdefense.com/2017/07/build-bare-bones-network-small-satellites-for-multi-domain- battle/,(July
31,2017), 2017/8/2 .

5 David S.Albets » = F %% > (L HES W & E B 4:(Key Concepts for Information Superiority) > { Bl 5 =Z 4 ) (&
) F36KEAH By MEGHAE 200944 4> H 1321 -

16 «U.S. Army Cyber Command,” arcyber, http://www.arcyber.army.mil/Pages/ArmyCyber.aspx, 2017/8/2.

7 Rhett A.Hemandez » [ & 7522 » { 3 [k F 4 44188 22 (5] 4 & 77 % ¥ (Preparing the Army to Prevent, Shape and win
in cyberspace) ) (E B E4) (£4h) > HALHE LH AW HRGHAE 2014 %1 > H5-

68 [EEEE-FET 130 ], REY 107 4 9 31T


http://breakingdefense.com/2017/07/from-concept-to-combat-making-multi-domain-battle-real/
http://breakingdefense.com/author/sydney-j-freedberg-jr/
http://breakingdefense.com/2017/07/build-bare-bones-network-small-satellites-for-multi-domain-battle/

B & LE A&t ;3\"
EEEERESREKSE
PEE ARSI S K AR 2RI A Has g il - Rt L e r s
firfb ~ 1R L HYSEEEE EE EE R - IR S I 2 il s - E AT
BZ o BN Rt pE el -
— EBEEZERTR
MR BURAERECFA]  MEORAEES 22 IR M Bl 4 » RIS S5 B
BT Tm I — 35583 oY BRI H A
() H b
RS BULAEGGES | BT HREES - L E R ORATES 22 I H T8
BER A DIE IR - BEEMEpSRH RS - 8ifh ~ BELHVEE RS - TR b
EFERZ REE 281 » AT ER AV BRI - R LM A R T RE SR A A 598 - [F]RF -
ROt AT DUE P AERR ST - BRAIAERR BB - 1°2006 FERHIEER S T &
[ (Chief Information Officer) 148 & iz = [ B AE 655 fm it (Susan Laurance) ¥ A\ FHFR 8
" EFEAC GG E O] DUERR IO o (ER A R B 2 A AR N e —
TEPKER o 5990 FHEBR S5 1M E A MR R REE 1 Rf i oo (Robert Shea) ST /2 565 < ' 449
B EEIFEAVE L o (BRI SR AR EEAE G TIE: - U5 > EEE
BHIE » 2008 » EEETERMUTRFAANG » REHE S s i o R & S A Y O A
B - HAER S/ M ERIEYEkes - I DR GIEHEENEIEE R - RO e
B EE A S AV EE M - BRI E R R AR T L B T T8l (Operation
Buckshot Yankee) ; - ZFFEZHEEIERYAIRE T © 2010 FRHMEE N HEERARE
(William Lynn)JR45H7 @ 2000 424 2010 A A (2 5B E S pE AR AR E H 22
P o PSS AN BT FEK - B E P A I S - T SR SR TR E R - |
580 o 4% 2011 FEFEEBIFEFT > GEREMERE R Ry R o7 T-HUBR(E S BRABES © YEISER
e SN RS - C A > EEIEE AR e e R E M -
Rt > e — L AR 25 M - RO EBRVERE B - NEREH - HEEE
BME > RiEEEE -
(C)FTH 58 (A P ER)
A S R I A » BN 7 i P R A A e 2 ] TP AL SR RG T £ - B ER

U R (XEEANEEFRS ) (hE C Hpy k& > 20084) 5 H 33
9 Stew Magnuson > % % B » ( 48 % B2 B B B 3 B O 2 48 % 98 JE (Cyber War:Network Vulnerabilities Worry
Pentagon) ) (B f7 ##Ae ) (Zdb) > # 33 K% 12 41> B MBEH WA E » 2006 4 12 A » H 25~

“Lynn, William J, 111, “Defending a New Domain,” Foreign Affairs, Sep/Oct 2010, http://search.proquest.com.ezproxy.
ndu.edu.tw:2048/docview/749414296/fulltext/77EF5B9019CF4A3APQ/3?accountid=7983#center, 2017/8/2.
L % — 13 > G.Stavridis and Elton C.Parker I » { i 5] 48 #% 2 #% (Sailing the Cyber Sea) ) (B [ 3245 ) (£4k) > &
OEESH M MBGHAZE 201248 | » H8-

WA PR )55 130 i1,/ REY 107 42 9 31T 69


http://search.proquest.com.ezproxy.ndu.edu.tw:2048/indexinglinkhandler/sng/au/Lynn,+William+J,+III/$N?accountid=7983
http://search.proquest.com.ezproxy.ndu.edu.tw:2048/pubidlinkhandler/sng/pubtitle/Foreign+Affairs/$N/40670/DocView/749414296/fulltext/77EF5B9019CF4A3APQ/3?accountid=7983

“/\r?r HUE AR B
MU E 2470 (E A TE A8 RS 22 R R A B IR &R - 2002 FERH RS A 52
R 16 GRAE S |  BOREIPGELHIE T 48RS 22 fi TEIERES (The National Strategy to
Secure Cyberspace) ; - 1% %5 2005 4F 3 H » ZEER 78 &40 ( E78mE 22 (The
National Defense Strategy)) BEAWEFSH! @ " 4EERZEIAVERIS I - BARE - )5 ~ 22 - K
YRR R E R S T HEAERE 2R IR A o ) PHESh - 2006 4E > FEE R
( 4 B B - 35 B I [ 30 & 0 L 48 % R JlE (Cyber War:Network Vulnerabilities Worry
Pentagon) ) SEEEEH - JLiE K PR R VRS HRRK » LT REIE 22 2 2 i i EE KB
%o [Ei > EFEVVER RS E L B BT B e 2 H ¥ A\ & (Information Assurance, IA) |
DIFBEFE5#01% - M T SR A8 | EAIEBEF - *FEatt - 2010 4%
PR EEHE H— R ( 4aEs 22 1l E (R4 (A Treaty for Cyberspace) )/REAfESS H -
AR 22 ] LR Ry IR AR AR E BT 2 oy N (&R » BRIV ATECRE RS 25
I FHEIGIR GG HAL - [EIE - BRSNS B — (B Ay rsel@is - (HEHRAAR
FERU ARV 2 Rl AR B AR 5 [ 7 - [RAh  d8ps 22l e T N — 5 F vl %2
EE A EME—AYEZE > R~ fREERT ~ HIE - SRR - AR RS AR DA Y
HAR e RATE GBS - P AR R S EIAE R R C 4 A\ RS 5 A - S AR
HUSEEGES KT mAKE R EERNE -
Rl > EEFEE AR H B B S 22 EE T - RESWENE HE
i~ NEREH > R ERE - [N CFPESEHEBEDTECERS B - BUS4Ers 22 HaY A
Bl WRTTE N5 F T - 5950 - dHERAR iR B I SR R &
HY 48 22 [ il r=n B Y A BB -
- EEEEERTRERELHE
Va2 4 B T RR A 2R (L R AR IS B 2 SR B AR SR AL B i &
BRIE VA RS B E R TR MBS L - B4R BT ~ T - 555 SOl (i [E AUV R o HATHS
FH4EES HETEE - B AR HEE - IS -
()T RS B e R P L
2002 FEEFEE 12 T T BEE (S 52 B (Army Signal Command) sz 48E&FHY
F51E 2 (Network Enterprise Technology Command, NETCOM) - Fg§1& % 2005 4 » 25

2 The whit washington, “The National Strategy to secure cyberspace,” https://www.us-cert.gov/sites/default/files/

publications/cyberspace_strategy.pdf, (February, 2003), 2017/8/2.

8 The National Defense Strateqy of The United States of America, (March 2005), p13.

24 Stew Magnuson » 5 5 By »{ 485 By 22 B B [ 3 B 0 B 48 %98 3 (Cyber War: Network Vulnerabilities Worry Pentagon) )
(Efr#A) (Bd) > £ 3345% 128 B HBHH#AE 2006 4 12 A - H 26-28 -

% Rex Hughes, “A treaty for cyberspace,” International Affairs, Vol.86, No.2, March 2010, pp.523-541.

PRED O (FEBEALSEGERBRAMSEERAN) (EEXH) (LK) EF B > 2016 £ 12
H > H 53-56 -

70 [EEEEE-FETS 130 ] REY 107 5 9 HET



B o HlE ﬁ]-‘f’ra\

BN =] HhaEAn (R ERE RS A ps { F Rk & (R Z (Joint Concept of Operations for
Global Information Grid NetOps)) #5 1 » S B T 4ERLME H A Ze FIAIs i 0] &
BRI S-S H | B 5 (AR S BT " R B i T 8 .0 (Computer Emergency
Response Team, CERT) | o 2" [H0i% 55 B b B A LG 1 o 128 R TR (R ARIRR 22 T 224 > 4K
S EEAE Ry i
()RR A rS R

2008 4 7 H - RIFEEEIFGERTY 2009 Ak a7 4858 5] Hi(U.S. Cyber Command) |
P > SEERMERE R I — S e AmHIEY T 48RS (Network Warfare Battalion) | - “°Eijit
(A > T [ R 2 A A [ S ] 0 e B = - E0(U.S. Army Space and Missile
Defense Command/Army Forces Strategic Command, or USASMDC/ARSTRAT) | HY4gES
ERR D ERBETEAT  °2010 4 > EEEPEHIERIT " FEFELER S 4 E(Army Forces Cyber
Command, ARCYBER) | b { £ 24 Ea48Rs 714 #(USCYBERCOM) T HEAAH R 1% - ]
15 > {e B E G R 2 B 1 Tt 0 DI bR - 7Y 2012 FE AL
SEEBAE ST SRERE 4 BTN 2 B ELEE(Ft. Belvoir, Virginia) «

2014 A Fy5i A LAgRS S SRE ) - SSE e B =] < Ef Bl S5 e B 5| R R A Al =]
S o SR[ER IR ARARET " REEE AR 14k .0 (Army Cyber Center of Excellence) | (7
JATEN) o s o KRR E RSB EAT (S - Hrs - BB E B 4Es 22
FAEFSEAE 7> DU 2 8RR 2Pl (RBPT #8 - 41> 2015 42 4 H 14 H 5B RZeF#(LL. Gen.
Edward C. Cardon){FE E4di& 1= F1HEE4(Military Cyber Programs and Posture)§& & &r
BfEH T RSB ARSI A G - EEIPEE ORI LAY fofE 17(Cyber Branch
17) 5 7% 3,806 # B iz LA HBERVE S N BN R - o 4D - EEIREHE AR
H]SHD - THEKS 2016 4 10.2 (B T (FEHEERTHE 1,265 (8357T) » & 9,000 &=t
HeE TSRS 0 ) B EERAEE - Pk )

/)

%7 Department of Defense United States Strategic command, “Joint Concept of Operations for Global Information Grid
NetOps,” (Washington D.C, 2005), pp.25.

PRE AN BOEE BRE  REH (% R-E K LW K2 K EH 2 4 (Cyber war:the next threat to
national security and what to do about it)) (b F: E A & I it - 2011 4 11 A) > H 33 -

# «Qrganization History Establishment of U.S. Army Cyber Command,” arcyber.army, http://www.arcyber.army.mil/
Pages/ARCYBERHistory.aspx, 2017/8/2.

% Gen. Edward C. Cardo, “2014 Green Book:Army Cyber Command and Second Army,” U.S.Arcyber, https://www.
army.mil/article/134857,(September 30, 2014), 2017/8/2.

3 “Information Warfare:More Cyber Warriors Created,” Strategy Page, https://www.strategypage.com/htmw/htiw/2014
0914.aspx,(September 30, 2014), 2017/8/2.

%2 Rhett A. Hemandez - [ £ 7 3% - { 2 [k F 7 4414 22 5] ty £ 7 . % ¥ (Preparing the Army to Prevent, Shape and win
incyberspace) ) (B F7 s 45) (Edb) > AL %% 18> B ABBHLAZE 201451 A K78

% David Vergun, Coming Soon:More Cyber Careers? science.dodlive, http://science.dodlive.mil/2015/05/19/coming-
soon-more-cyber-careers/,(May 19, 2015), 2017/8/2.

W AR5 130 1]/ REY 107 42 9 H#fT 71


https://www.hsdl.org/?view&did=685398
https://www.hsdl.org/?view&did=685398
http://science.dodlive.mil/2015/05/19/coming-soon-more-cyber-careers/

Wi e At  ——

R FPEEEHEREAEL

HK| Fp REL

1 |2002-4 4| 2002 £ » EEHIEEHE SR ERIL T REH (5 =< H DA SRS FHS T RS -

SRR =] > H0 5 AT ( EERE S AR (F R = R ) fia
2 | 2005 4% |FEPEEARSIFRED " ORZE NS R E] S B AR E S8 &F  [F
IRFE S BE L " BRI EEE L | -

7 H o BEEEEIL TSR (HERR RS RS o %2 RIS B SR A

3 | 20085 | prmun s gm s » BT BEIREES -

5 A BT gk » T U T — (B A V48RS B
B » DL RSB BT B — T B RS (1
416 F 23 B > EEED R R RIS S R
RSl o2 -

4 | 2009 4

2 H1H > FEHERF-RAAEREITMER E S > =S HEAM A ERIX
HEOE - 10 H 1 H > PEEE$AAEE 2010-26 SR4A6 S » B EEAERE =]
SHEEE R=ET - EFEFEEETEE - 12 A 780 {#EH
FEHIR - AREET S -

5 | 2010 4

5[5 P B A I ) S 0 R )1 R BE B R =] -8  [B] Ry BEEE AR )1 4
1.0 5(Army Cyber Center of Excellence) ;- 5% 50 » B & F 5|40 55 57 22
HALM(E - #5E ~ BT EE BRI R FERE T DI
E& 2 R (E BT R

6 2014

4 H 14 H > FEIEEHERESEES R PR EE R ENRR

7| 05T e e T L AR A S > 5 A SR -

BRIR © B - ( SERIEREAE 2= M FEER R A e st it ) () - &
F= S 0 2016 /£ 12 A » H 53-56 ; Department of Defense United States Strategic
command, Joint Concept of Operations for Global Information Grid NetOps (Washington
D.C, 2005), pp.25 ; “Organization History Establishment of U.S. Army Cyber Command,” U.
S. Arcyber, http://www.arcyber.army.mil/Pages/ARCYBER History.aspx, 2017/8/2 ; David

Vergun, “Coming Soon:More Cyber Careers?,” science.dodlive, http://science. dodlive.mil/
2015/05/19/coming-soon-more-cyber-careers/,(May 19, 2015), 2017/8/2.

LS AL X mAE EA =
SR AT PGS R E R - MHER BAFHYRAH B 4R
— ~ EEEE E RS ER PR 4R4E
(—)4HEARS

2005 ARl B RS (R RS A SRR EI ) =g R - s - | " EE
R ZEAI BT E ] < BRSO 8 ) AR RGBT - ST - ML TTE
H T BEE IR TEIN L L BE - MRRIFERTTED - AIEEE " RS TEIIL
Z=tf 0\ (Theater Network Operations and Security Centers, TNOSC) | & & - b4} » EREE
R T I EE BRI e 2 (] JE 43 B¢ (Army Computer Emergency Response Team, ACERT) | >

72 EEEEFETS 130 ] REY 107 5 9 HE(T


http://science.dodlive.mil/2015/05/19/coming-soon-more-cyber-careers/

I T
Dlsa{bidpsse B FnR E I8 - BEE &M TEIIZ 20 - # T ERSE (O]
FESYRR - *(nE— - )

FEIERE Rt s TEEEE Y] $ROLFEG ST E S 0 mavEFI 2 ZaE 77 » (kI
AEPS ST ~ [ B PR T » & oy S A B VRS B - 2011 R =] 5
B TR 1 EER/EER S E0(1st Information Operations Command) | K T {FHif1ZE & 545
=0(U.S. Army Intelligence & Security Command) | ~N&EHY" 780 B S &K (780th Military
Intelligence Brigade) ; 44 A\ S5EIFEBELEES S S0 o PO B AR S F 249 LR~
(Arizona State)iy " 4R FRHLIEHEED , (MR SERENVEE A R) - DU FETE)
FRTBSN 1% - P15t EREFER S HEAH S AR s e s e
A S PR e B R R AT RV ARSI B ~ T B HETHRE I3 -

[ — 2005 4735 [ A RS S0 AH A AR A [

2 5K 49 281 ¥% 4% 18 30 PR (AGNOSC)
| | \’
49195 || £ B MR E Ao § 8Py 5] 430/

if’;f?(’,ﬁ M 9% 28 5] 4~ 3P (usasunc/arsTRAT )

i 3] 481 ) ¢

-

(NE l((N)
}\1: ; 4 1= 0 32 2 NN
(ACERT)
W% GE W38 47 ¢ Ho L W) X{q h“r . Wi [ 4 38 47 $4 $o - Pl # °—J "HT"J‘ i W;H!r'b
S o ) N '/‘—-,:- 2 o o S S
CTNOSC) l\(N ) e L TNOSC) (TNOSC )
& K [ .A,__m b [ h » PR AimE
TREF | [ ma T hr v | [ ama
3] % B 3) Kﬁjizz ) 441 3) 4 8 AREL
(PACOM) (EUCOM) (SOUTHCOM) (CENTCOM) ( NORTHCOM)

&}k  Joint Concept of Operations for Global Information Grid NetOps, https://
www.hsdl.org/?view&did=685398, 2017/8/2 ; Jeffrey L. Caton, “Army Support of Military
Cyberspace Operations:Joint Contexts and Global Escalation Implications,” The United
States Army War College, https://www.hsdl.org/?view&did=761896, (2015/1), 2017/8/2.

% «Joint Concept of Operations for Global Information Grid NetOps,” https://www.hsdl.org/?view&did=685398, 2016/
8/5.

% Mr. Richard A David, DoD Training Day, “what’s Cyber Hot,” U.S Army, ttp://www.isaca-washdc.org/presentations/
013/201402-session5.pdf,(February 11,2014), 2016/8/5, pp.4.

PRE AR EBMAEE BRE  REHE GBKR-E R 220 H B K 2 % (Cyber war:the next threat to
national security and what to do about it)) (b Z: E A 2 I it - 2011 4 11 A) > H 33 -

Wi B AR T4 130 11/ REY 107 42 9 HE&{T 73


https://www.inscom.army.mil/

“/\'?—rhi R %, B

2012 7 12 H S=EE P Ef AL T H s R B A M B o2 2 Jey A R R L &R 17 133
SRS RS R (Cyber Mission Force)VataEs o HpREBEAVER S s H | 41 S4ers
BORR o 5540 - (IR TFER H AV ELRRAE A [E > 48ps a0 Ry = FEAY © QRIS xR
(Combat Mission Team, CMT) » & 5 SRR H S TEHSGHEBTE) ) BFIRESH TR
(National Mission Team, NMT) & &[5 & B0 5 A SR ARSI - [ (T S RS TEN G R
R BRI TR (Cyber Protection Team, CPT); i EE S5 5 P9 FTs SR 4R [ 525>
BREfE - B EEG Ea  HAEE -

MNMEWIL » FEEEC A2 R B oAV AR - R FEEArS E ST =0T - 4
P22 MW EANARIEE | I RE R ) T T 1R 1 ) AR ER > A RERT S AR SRIFERFR K -
Bogh o EE TEEGER ) MR > NEE AR NI DR - EE T HEE
R ) QRS ERRR - RITAT DASE 2 I B AT I ~ R SR B BAH 4R, ~ ALZ BN ILE
P2 FRIRG BEIE T » s b3S RPE S S a2 TR EkAE ) - 2015 4E 4 H 14 0kt
BRI T Ry LR ST 0 P A e 5 B [ R e g LR A B [ 7 - SRR EEAERE
2 BR AR ER TR (A M B B i P ket 21 (E4Es % - R s i B (B &4
BRAEEK > DU DUR ERRALVEERFT - ) 4R 2017 4F BT 4B 5] M A
HEEE Rl E T SER 62 (4GRS BN SR (41 {18 Ky IERAER - 10 B R THIFH 1L » 11 {8 F
VR R R o SRR S (R T S u - ERIAERS S SR SRR (R - Y
F e RS O R AR AHAC 2 B > SRR A RS B O B A T A BT - Co5eRE
RGPS T EAVEE S -

BE L A e 2 MRV EAGE ) - BV MR BB TR E
i E - 2014 FE R FEE GRS 5] S0 NSO [ E AR 22 I F R B & L (Army
Cyberspace Operations and Integration Center, ACOIC) | » HAFH & HE( T2 L4 Eg 2= 1
TERRTTEN - & oo B e M =] - ~ Fof s B Ay QRS (R RER T - SEEIRT
BB AR - Y50 > EEIPEE Ao b4ERs 22 R A B AR S AL ) 0 I
HRHSF A S ER LR P (Cyber Electromagnetic, CEM) - &5 B EHH1E B E 4EpE 2= ] 1 8

%" Gen. Edward C. Cardo, “2014 Green Book:Army Cyber Command and Second Army,” Arcyber, https://www.army.
mil/article/134857,(September 30,2014), 2017/8/2.

% Rhett A.Hemandez » Pk £ % 32 » { £k E £ 441 22 [ 4 & 7 fx % ¥ (Preparing the Army to Prevent, Shape and win
incyberspace) ) (BB #0) (Zd) 41 %% 1B B ABHHLAE 201451 A HT-

% “National Guard Bureau Cyber Mission Analysis, Assessment,”http://www.ngaus.org/sites/default/files/pdf/SASC_
FY14NDAA%20Sec%20933e%20Assessment_29SEP14.pdf, (September 29,2014), 2017/8/2 .

0 David Vergun, “Coming Soon:More Cyber Careers?,” science dodlive, http:/science.dodlive.mil/2015/05/19/
coming- soon-more-cyber-careers/,(May 19, 2015), 2017/8/2.

1 Bill Roche, “Summit brings leaders together to build ready Total Army cyber forces,” Arcbyer, https://www.army.
mil/article/184339/summit_brings_leaders_together to_build_ready total_army_cyber forces, 2017/3/19.

2 Jeffrey L. Caton,“Army Support of Military Cyberspace Operations:Joint Contexts and Global Escalation
Implications, The United States Army War College, https://www.hsdl.org/?view&did=761896,(January,2015), 2017/8/2,
pp.24 -

74 PEEEEFETS 130 1 REY 107 5 9 HE#T


http://www.ngaus.org/sites/default/files/pdf/SASC__FY14NDAA%20Sec%20933e%20Assessment_29SEP14.pdf
http://www.ngaus.org/sites/default/files/pdf/SASC__FY14NDAA%20Sec%20933e%20Assessment_29SEP14.pdf
http://science.dodlive.mil/2015/05/19/coming-soon-more-cyber-careers/

B & A ;3\"

WEAERE Y C ~ THEIEIE - CIbsh o BhisedErs EEkI4k - [ 3 AfEREEHIS T
HYEE | BEEEE B - PEpSECEFETER » AL F@ﬁg}%{ﬂgé}l[%:{mumrmy Cyber
Center of Excellence, ACCE) |, - 2015 4 10 HzZ 0 2488 ~ WS T8 9k
EEENTET= = S i )

ANA[EET o DRE SRS R AE R BT RS RH B S, - RIS B s pe 44
OREFASERA B EIRRC SR ey 2R T - SR AR =] S R R A b > B
BURF ~ SEFURCERAIT S » DUERBRIETY " 48p&2=[HEF(Cyberspace Constellation) ; 445 -
[EIF - SEREE =] 80 (B P E R AR i 7T 0 ~ PEEE I ST E B R HAt B %
VIEfE - DA A - CRIE > EEEE BT mAEREE - IR
EHES - JhE - B B IWERIES - DURSEEIEHEFARIAErS #Hy Hr 220 -

[ — S A A

K B Wl 8] 80 | ¥ B 49 3% 3) 48 ¥ 4
(USSTRATCOM) | | (cyber ) e 3
¥ B 3% 3] A0/ H 24 M K
(ArCyber)
| mEaBomie | | e
R o , BT S
(ACOIC) | | 42 i 9 2 & (PROPONENT)
ooy v
R R e AR || BRI | | EEN AR
B R BRI || BRI mosgs ) 4an || WaA | | sk(780)
e -3 I e 55 PR (NETCOM) (1st 10) | |CCYBERBDE) |
(ARNG cyber ( USAR L I L I =
unit) cyber unit)
1% 10 %
#9485 91 15, M || A1 % 498530 1%

B ARE: Jeffrey L. Caton, “Army Support of Military Cyberspace Operations:Joint
Contexts and Global Escalation Implications,” The United States Army War College,
https://www.hsdl.org/?view&did=761896,(2015/1), 2017/3/19 ; Gen. Edward C. Cardo,”
2014 Green Book:Army Cyber Command and Second Army,” arcyber, https://www.army.
mil/article/134857,(2014/9/30), 2017/3/19.

* Gen. Edward C. Cardo,” 2014 Green Book:Army Cyber Command and Second Army,” Arcyber, https://www.army.
mil/article/134857,(September 30,201), 2017/8/2

G EEEE
> Rhett A.Hemandez - [ £ % 3% - { 3 [k B £ 481 22 [ th & 7 (L % ¥4 (Preparing the Army to Prevent, Shape and win
incyberspace) ) (B E4) (Bdb) > F 41 %% 14> M BB B#HAZE 2014451 > HG6

W AR T4 130 11/ REY 107 42 9 H#&{T 75



T ok Aot -

SIYMER—HRIVE - 20074E IR ) RIS SR R S
AR R bR (LB S AR R T B O AR (PR AE D e BB o -
S9b A L RARAE BT TR O RS (PR S » S RIRAR DL LY
Bifir TP T AR RIE ) o DI SRR R R TP A SO M IR
HEES -

48 » B AERE HIR 1 2006 4F S A - ELTARARL A ABBSRHE D (T
RABRSEITRES) - TRIERIEE S B0 (EROE) R 7SO HR | (RS %
SR8 - DIRGLEIIZ AR o SSFE R BRI ) A TR0 ) SRR - DL
T R B B B A R R B B A R AR R O P S (T
IFRRABBSZZRIOEF - LS » Rl BRS 2B B > oS ETE 4R 22 (o
SR AR E - T ROCHE G - [FIR - R ERGI a  EEE  dERe
L G DR(AERFRAE
= - EEEEERE RS E

TS 22 R ORI~ 4B i R B MR BTGB - LS 50 b e 4R
S A MERR A 2 R - ARG S M IR - BRI -
TR S AR - DL E e PTG A 57 -

()ERE

2000 4 12 F 22 H 3 FR B < HSGHER RAOHUE - i85
ELBEIEH300 A) » EESHR T AEHRAEOE - IRAE 10 H - e S T4 2010-26
WS fEE S R A SRR T R - IR 561 A SYEAE
FERERIGIEIE - “I65 2012 4765 6,000 B 2014 421 1 1 4 T+ ¥ 2016
FER2EITE "

TR ) AR SR M IR - R AT A 4 B AR
T 16,000 5 » Byl & (EBRERSEIIAEIE 220 - FRAL(RA AR E R AR R 2 - 53
G+ QB IRERR(TB0) LI B S DRI R A > 4R Es 1,200 B > Horp 80% BHA -
b 20% RIS A B R TR 2 (E8 5 R 781 B(BEND 6 ERMIIDKEIE) R 782

CHEFR (BRREMHERRI-—EHARECAETRY BEBHES) (FEEH) (Fd) 2017 £ 2 A
12H > g5

47 «U.S. Army Cyber Command,” arcyber, http://www.arcyber.army.mil/Pages/ArmyCyber.aspx, 2017/3/19 .

8 «Qrganization History Establishment of U.S. Army Cyber Command,” Arcyber, http://www.arcyber.army.mil/Pages/
ARCYBERHistory.aspx, 2017/3/18.

PR EANE (CEBRERERVERNER) AREE) (LK) 459 H - BREF N R - 2015 4 4
A » B 82-83 -

%0 «Network Enterprise Technology Command,” arcyber, http://www.arcyber.army.mil/PagessNETCOM.aspx, 2017/3/
19.

76 [EEEE-FETS 130 ] REY 107 £ 9 HE#T



B & HE A&t ;E‘f(
B (EETINRELE) - >

AMEUNE > fREfE B EEIREE MFEGER K - SRS E - TR EEA A FiVERE
& o TR R R SE A B(35Q) » SITEM L &S g20 70T - 1T H AR A AR E
= I BRI SRR &R T 4dR& 2 A & | (Cyber Network Defender)(25D)
(RMERE RS S TR ~ o ITaERSP B R - BRSO EAEE ML B - DI AR
PRI ETTE) - A Eps - A IS SR R N B A E SR TR BRI AE
*?2012-2014 47 B B 4B ) - H0R T 3 IR » 4RI oy Ik & B S S A Y
AL sHEI AN AR 500 & - H 780 HEFAURIGHE - RS R & E MRS R -
AL SRR EETS > 5 600 8 - EHIT IR (255S) B E IR E =) S # - Bl i 5 T
LU BALERRET S AL E BT B AR U R o B 250 B - CHHETERR
& HEAWESEET ST - SPERATIZENHER - HERM TR HAErEIE -

(DB EE e %

2014 4 6 H [ ] BB I B B 4 W] Bl S H I — (0 (B - R 2013 4735
[V B ] R #[5% (the Army National Guard, ARNG)&E R[5 573 5% » BT E B A ES =] <
o NS WIS WL R e 1636 48R4 E % (1636th Cyber Protection Team) » Hy 39 %
HEE (FE 7 8~ 16 LB 17 firt-tr) - HBIREE RS =< S50 PR s B R 2L A2
2 [FIEREAEAVEISR o BUTERS BEAERS 22 D & TE) ~ HEEs 5 S HEkA IR e e E ~ TR
SERPAL - GRS RS TR S o B SRILREREATAE S - AL - EEIREE B
{EHEREERRE T - ELRF B R B RS B IR AN A IR B OISR - DI - 4Eis B 5E e
Ik

(=) TAE R AERE E

[ EE 1% SR X 4 ES VR B /[N 2H (The Army Reserve Cyber Operations Group, USAR) &
—{E RSP EFX - 7% 2016 4 10 H i T PE 1% (15 & FEE] S H (Army Reserve
Information Operations Command) ; Al - *°ftoh » PEEAEAERSIESL 1T B4 itz it

CREY EAY (FEBERWRIEANEGR) CGAREF) (LK) 459 HKREFH KA - 2015 %
4 F > H 83

°2 Erdinand H.Thomas » 15 % &= 2 » ( 2[5 E 48 % #1% A 4 & H (Retaining Soldiers on a New Battlefield:An Army
Plugged into Cyber Needs Talented Specialists) ) (B FZkE )Y (£4db) > # 43 58 2 /] > B & & #E N % » 2016
# 2 F > E57-60 -

P REY EAY (FEBERWRIEANER) GAREF) (LK) 459 HKREFH KA - 2015 %
4 F > H 85

> Mike Milord, “Army Cyber Command, Army Guard sign memorandum to integrate cyber protection team,” https:/
www.army.mil/article/127442,(June 5,2014), 2017/3/24 .

CRE (EEEREHERAERRERAIN) (EEXH) (bR) > % 10 # > EF XH P - 2016 #
10 A > E 50 -

% Sgt. Erick Yates ,”Army Reserve cyber leaders brief congressional staff delegation,” arcyber,https://www.army.mil/
article/183907/army_reserve_cyber_leaders_brief_congressional_staff delegation,(March 8,201), 2017/3/19.

W AR5 130 11,/ REY 107 42 9 1T 77


https://www.army.mil/article/127442
https://www.army.mil/article/127442

A‘/\r&i R A B
SRR TEA ARG EES - B - 55 1 EIMERE SRS 4 % T TEE R
& & FECARK (Theater 10 Groups) | » H#0 B R AL A FBRRISTRE 22 R 2907 -
RO T BBRE S RS 2017 AREREPE ) - ERETE Ryoa LR AN LSS ORI -
ELF 2016 4 12 A TREEEA & 0 SR CLERSHTE o

ya > FEEEEME IR E 2010 FRTIAER ESE - 51 2016 FEFERL ERE -
PR ~ TARE S IR R 61 el HEHA B R 28 1 T8 A EEE
AR 7 RHESS - SOIRE 4IRS F1 2 SRR 2 R R S - DR BN R SRR
HE4ERS[ L -

[ fEEE MR AN X EE V04T ~ S9RA DT

WS ZE IR R E ~ M ~ 28 RORZEIRHYEE TLAERRES - TEAERsEl RS imfig g » )
PN R B ATAVRRRL - TRNE B E R ERAY SR -
— « fEEE

T N 5803 EEEEIEHIERSTRE - SRS SRR E RS H R
AT - SR I B A s S G B SR H AR - TRl & TFEK ~ e Bk ta sl
BEOHRMESNE - DUEHEST G E/FEFR ORIV 5% -

()T 4ps 2= [ElE S T ERE 1)

2014 FEFEMEHEESIHETHRAY (2014 %% 572(2014 Green Book:Army Cyber
Command and Second Army) ) f5t - 7538 " S RHCFEHEED | BRI, EE &R /E (CI0/G6)
el - DU e P E RS 2= H =€ 85 7 (Joint Information Environment, JIE) - 534 » B
AR =) E0 A S R = - B E NI A & A S s - @I — B eV e
AR s DUFET 4B ERE T  IEEA 1 > AR5 25 B4 = 31| 97325k ( Training for Cyber Soldier )
faH - 2015 4F 10 A3 —HEEEHE SRR DVASINRY S 8 E AGISRIEE o
AGHY 2016 - 2 HEAYG « S4B GG E K& 7 —FEEE » S —PEEGN NS Ry B &
AR HTETERAR 22 JE3NI4R - 55— PEELANSREIGART A 22 18 - 5% 0 e (e HE 5 it
R R E R0 o COMEISE AR o AR S S A B R EUEAE
o LGS BEE VR ENE » DAY I N FICAE SO A e - HE T2 =0 e B Y IR e P A

> “Concerning Digital Warriors:Improving Military Capabilities in the Cyber Domain,” https://www.hsdl.org/?view&
did=734237,(July 25, 2012), 2016/9/2.

O (X ELBEBEF EEABRBEAR ) (FEEH) (F4) 2017 AL ABH > K5

U RGeS RS AERRRK - BB LY 255 100G 8 (&5 100 F ok
FH) FEREMBNARRYE REEFHEEFTK -

% “Training For Cyber Soldiers,” army cyber, http://www.arcyber.army.mil/Style%20Library/ ARCYBER%20Custom
%20Assets/factsheets/ ARCY BER%20fact%20sheet%20-%20Cyber%20Training%20at%20CCOE%20(15March2016.p
df, 2017/8/2.

78 [EEEE-FETS 130 ] REY 107 £ 9 HET


https://www.hsdl.org/?view&did=734237〉(檢索日期：2016
https://www.hsdl.org/?view&did=734237〉(檢索日期：2016

B % E A ‘f’r;E’/\"

B o DR SR AR 2 R TE B - OB AR o B
TRRAYRE » FEAEPS 22 [ BB PG AT ~ A B i RS AE I & B A PR IR » MEORAE S 2[4 -
SN BRI & B s 22 i 2e & » [ A S ER4ERE E0F% - B 2016 4] - 4EpRER L
TR 2 R o [ B 57 i S 1= P 4R
() IR pEs R 4R

e S E AT Bl Do LE PR E ) - B 2010 A EPEE
P ERR B ATR B £ S S BLE TR S S SR - DURHEHEE S48 22 ]
FIFRIVEE R » SERE B AER A IR i B T3l SR v O AP U B B Y A e - DURR (R 35T
PERE BRI E AR S o TESRAE R S R T o PR - BRE R
AP ER < FIISREK - 2015 AR E A (E B - H] S H(U.S. Army Communications-
Electronics Command, CECOM) & 7 17 —{[E 5 &y 48 k& Hk 25 (Cyber Battlefield) » $2{t—
{lE[ER B Ay 4its 2= FEIER T - DURIGEURTFE ] 4R PR B BRE B2V AR R e - [EI > 4 &
5% CECOM HYEEE 4 (CECOM’s Learning Management Platform)#g {43 -
BRUEBRBENITNAL - DR D ESIRRERI A IR - Sl St — 7 A MBI s 4
LR EEN SR~ T DR T B AG TF R A -

E)REERERES IR

2015 = 4 F 14 HS=ENEPER E e A Es AR Eric Rosenbach 1£ 23 A HI %2
EeHEE MG N0 ZE B g /EE A (U.S. Senate Committee on Armed Services,
Subcommittee on Emerging-Threats and Capabilities)ZF < T Fy5i b IR 1% BRI AT 48 S 25 [H]
AIREST » B HEMECHIE " FHH SRR P % & B EE (Reserve. Component Integration
Strategies) | % VHEHS » i B E R4S =] S B PR R ~ SO B B4 H &
ANE > BRI MERPIRIEE » ARG 24 A 1 DUR BTG ED R B IR - it
A 2016 S5 BT E CEBSEENY m iR - IEE RS ERHE - DUERS
RN AR BRI s 5 5% TR SRR A =S HRIKE 10 MEERREEEA
E(55 780 HEEIEHRIK - FEEARSIHITHT K= AR PratEfite) » B2 10 iy S & -
LIRS FRIGRE © [EF > SERIPERAERSEIBOR AL P R AR - DMER T EIFE

® Gen. Edward C. Cardo, “2014 Green Book:Army Cyber Command and Second Army,” arcyber, https://www.army.
mil/article/134857,(September 30,2014), 2017/8/2 .

%2 Rhett A.Hemandez » P Z % 32 - { £k E £ 441 22 [ ty £ 7 fx % ¥ (Preparing the Army to Prevent, Shape and win
incyberspace) ) (BB #0) (Zd) 41 %% 1B B ABHHLAE 201451 > H6-

% Douglas A. Solivan Sr, “Army Launches Cyber Training Range,” science.dodlive.mil, http:/science.dodlive.mil/
07/16/army-launches-cyber-training-range/,(July 16, 2015), 2017/8/2 .

® Eric Rosenbach, “U.S. Senate Committee on Armed Services, Subcommittee on Emerging-Threats and Capabilities,”
armed-services, https://www.armed-services.senate.gov/imo/media/doc/Rosenbach_04-14-15.pdf, (April 14, 2015),
2017/8/2.

WEE A AR TS5 130 1]/ REY 107 42 9 31T 79


http://science.dodlive.mil/2015/07/16/army-launches-cyber-training-range/

“/\r?r HUE AR B
(Hacking4Defense) | 5155 - {40kt > 2017 4% 8 HEEHEFAERE XS
ELAHEEE s 2 e R TR » 4R T Echo F7i&[X(Task Force Echo) ; - [t
FRERAT e 2d11% - RRETEA T 55 169 4EEL[51#5:(169th Cyber Protection Team) | Y
175 > Dl BB 4R PE B AERR AL TR 400 - SRR AR R LA - R4
PEAA RS » DTS G R TR R A4S 22 [ -

NI - SEEFEE A A s e s - H B ERN B & A s = 5 & ~ B4
P& ER S B T R SO A > DU S RRESE - BRI TEAES - 531k
Hagrs 2= lViERE /T - MR B4R = A FRES, - Ehad Ve - IRE ke
R E PR B R T

B E RS AR - B S BRI B R  EE HA  (HE R R A AR
A o HA PaEdEiRadrs e HiamBgE - i A TR E - RiEEFER - &i&
PEE REET =R » HEERENBEE ARG MR E - r B EEREEE
HRTE -

(—)fEHEESE A~
AIEe 2 T JE B A et 4% i (I I e FIT RS R - ER BRI Tt R M PRS= EEAER )
SERCIIHYAN 0ART o 2RI - (FERFE TR S BT SR R A AN » B E s sl e
—{EEA FAVRNE - 2014 4 1 H 19 HS=EERFE2e PR (4Eis2Er] @ @ik
172 (Cyberspace: Regional and Global Perspectives) ) WHti5H, » SEHEAGES &)< S ELEE R
TRE ] B 2 FEIRY A s ZE [ FE T B E I 2 — (i R B - HIA » RSB BkIE =] <
B R RS B RS A AR (REL - 1SRRI =)< B0 B R A S ZE Y S BR YA s 7 A
TEERITEN > W B E 4B 2 RS B (% TR ALIRE PR 7 1 B8 5330 A B 7kt
Fh o ERYERS F O IR RS E I E R T @R 41 HERE 0 EEERE
AR Rt RS IR R A R R SR - P > SRR = S
BOBEVTERED - TEAE RS o K2 SR E S — (P ERAIHREL -
(D)HEEE AN TR T
By LY 22 e o (5~ RIEENL > ¥ DR S R B EiE R R A - 20

ERHXAA BN ) ARG 235/ VAVIER & - BRI B RS R s B A HkEK - 2014
T BTN F AT R (B2 40 S B s 20 TF A JIi 58 & (Hackers Wanted :

% KEVIN MCCANEY, “Army, Silicon Valley to tackle social media challenge,” Defense Systems website,
https://DEFENSESYSTEMS.COM/ARTICLES/2016/03/10/ARMY-SILICON-VALLEY-SOCIAL-MEDIA-CHALLE
NGE.ASPX, (MAR 10, 201), 2017/8/2.

©ERE (EHBBEHE KAEBALSE) ( FEEH) (B4)> 201748 A22H MR8

®7 Colonel Brett Reister, “Cyberspace Regional and Global Perspectives,” United States Army War College, 2017/8/2.
© REL O (LEEREHEEL AEBEREROANT) (EFEXH) > % 104> 2016 4 10 A » B 50 ¢

80 [EEEEE-FETS 130 M1, /KRB 107 4 9 31T



N & HE A ;‘Z‘/\"
An Examination of The Cybersecurity Labor Market)) BliEgEH © " EFIAEIR L H %
AN BB ER THEFEER R 22 0GR TIF SEVaErs 252 N BRYEG -
R SRR (R4S 25 ] E B R AV & 58 | - [E0 - SSEIEON E] < E(EUCOM) TR AIAE pS
AR > BB EER S B ALY ER SRR (5 - PN EE S EEH
&) 3 BN IR N & o (R E AR IR SR R F e = T 0 e
IR 2 B A BRI K » PESMEESEEE - RN ERS IR

(ORI S [T P B E R A BEIE AR - "R > 355 g 4R AL A
SRR T o RFEBEER A A R -
(E)HEES I m AR TERE S
A R F I PR M R R BN - A G E e | - AR R EEN R
TEMEER AL - £ TR ER-2016 JEY | b o BlIEE 5 BRI SR B A Rg R
AT R NS > FLIFIA Ry e 7e e AR R (i R ki Al ok > S5l S B PRaie T
FRAERI I — I ] > 13208 N @RS ARRE T THE I RIREEE & A RE e AJEE3l -
PEAAN > ERIA ST T A 2 PR A K o 1 BRRS FE  + (ELAE (R R T o e
STHEMIEAR TR (SHY R RSN « TR T > AR A EN  ZIHEE SRR
PEE R E G EECER A A - IS - R R IS - RAVSLE - (HEEE
HRAEHESEER > AEEEAGAIREZFZEE - JIERFERRR - 2Bt H B
2% EESEEHASAHBRIERME - SIMESTEENE - SEIREE R e (F
HRBLRERE S > DRSS — THRE - RS S —(HERAVET - SRR
BT E > BRI - PH Rk L AR E AR
TGS AR 2= T T Y B RS 20 & S RS RO B e -
NIIE - SREIEE AR S e T AT RS SR Ia R = AT ~ AR
ANAAR e LU AR ) 18 R 5e kR & R - IMEAS A B & R A R A i e

REHEFRENRBRRRECE
ERSECTLLIATEE - LLURERAL - ERSTERDE - RERBEANE - B

8 Martin C. Libicki David Senty Julia Pollak, “Hackers wanted : an examination of the cybersecurity labor market,”
syv,?JSHlé\ISGTON, DC: RAND OFFICES SANTA MONICA), 2014, p23.

7l 3k 68 o
™" Ferdinand H.Thomas » 4 %2 & 3 - ( % [ 4% 3 A @ F(Retaining Soldiers on a New Battlefield:An Army
Plugged into Cyber Needs Talented Specialists) ) (B FZk )y (Zdb) > F 43 5 E 2 /] > B i H#E N ZE » 2016
#£2 F > HB9-
" Pl 68 -
PERE (HBRE EETRELAEG) (FEEH) () 201742 A128 > K 5-

WA PR )55 130 1]/ REY 107 42 9 HE1T 81



"/@:ﬁ%ii R % B
PEEIBE MR ERERERE « S > ERBIEE RS - 82201748
SERIR ~ B BB E R4 - AEHEHE A EE IR - W2H RN
Ry ~ 598 IRDIREAE B E A BRI S5 -
— ~ REEEEE TR
IR > TEEA AR L2 ER - ME(F 2R T - REEEE
BRI A 4 GRS L & Z T - 28I 0 20174E7 H e E s & B 4w
HREAE R o 1 ol ] AE T S PR B R o HUO 2R SO TRV RS T
B E A R IR L R AR A~ BUPGEALD © fi% - FREEEMRRET] - IR
Némhlf e » fEEREEE - RERED) -
(MR A > e RERSERER 22

HIEHEEB R ARGFEEEE RGE et EEPGEB S FEEE O
B MBI IREE S - B8 - BN EDhRE - 28000 - BE 2017 42 7 H PGB & s E LR -
FFIEES PR S E R - DUINE) S A EEER1 A A AR EEE - #15
TR (P 1#rER) H (R E T e R RIRE (i R BB Rl (5 - (RS iTaigig -
HAZ R P EmAE BT - 20 & IR B S P H s =] B Sapirs =] 80 - [RERS
Sylic b ELSETSEEE A HIRE - AR IR Blpght - DISSEIEE BT > BIFRE
ARSI SRR (R R SRR S - 280 NI RN R L 2 HE
EREAEREINGHED > MIFRE MR - SFEE EEER R - W EE G EE T
TG

BEST > HES 22 fE S 1A AR T G SR S B AR SR A - s A CR S e T Ry
& RIIRAERS 2 Z %y - FRIE IR EIRTEI R A R R T - T H AT HERE RE
Eftist 207 5,000 fir o 5 “HEZ - REEEISEEE LS > ERIBIRK - BB ERT A
sy o (BERPEEPIFEZBI A RE R T - £k T HSE R IR, BT
STV L~ MEREIER - BT EEE E o A S T - A A B PR A 2
& o HEREMRETRERE NV E A kds - INATREEEIRE ~ WO B - A2 > FlE
EEAEARS ZE R AT (B S T

(D)t B Bz R R B (R

HH SR B 2 ([ SRR SR > HUER ST E 4 s S 22 R DR R (B > B
ZEfE R R A D R B B E - N R B TR O T HE W8, BE (58
HRRIINE) - 500 B E AR HIHaIE » — HAERSZE A R ZE R R - FATIS A4S IR -
e RS R © BEZR > TRPEHGERR 2= M B S R BT - B iR/R ik

OB Bz o (5000 3£ A ? Ak R4 ) (R E B ) (E4L) o http://www.chinatimes.com/newspapers/
20170315000354-260118 » (2017 £ 03 /15 H) - 2017 £ 3 A 19 H T# -

82 [EEEMEE-FETIS 130 M1, REY 107 4 9 31T


http://www.chinatimes.com/reporter/1521
http://www.chinatimes.com/reporter/1770
http://www.chinatimes.com/newspapers/2601

B % E A ‘f’r;E’/\"

B HPTRRRHYA EPARS - BLOMIGEPRAEES A Frbm s o (ER AR R E e R R
A RAAERGTE ~ pa XA ZE Ry - B R G HIREZERR RS NEE -

AMEAL > R AAERSE ~ RiSE e TR THEE - #E2% > 12
2017 FHRECFEEARKAESHINGE — " M E B N4, JTim > HERKSES T
F] 5 BT o {E SR E TR 2B (AR O EE %R
B o 5 T Hh R 55 (B [ A B 0 I T R (R AR R 85 o 5541 0 2015 A - FRBEEHE MR
DR G RERITTE R > ARG ~ R R PR B R B et S YRR © B
BT BREREE - CH R REEER 4 AT ERER
ARHEIRE - SZIEAY R - G S 3 e R AR B BT R B T 0 A — (E B R A T -

(2)E ~ RERREII ARSI S

HF SRS B = RE T AURE  HARR S 2= e i it ~ BB L SR oy B
BSPIFPE B - 8fE28 > BUPGERERY 2017 £ 7 A » BERE OB RSIETHEB L2 &
E > SEERP B E e 2P R AR L SRR DEHHEEE 2 ELEE - 4
ifi > AEREEEBHBRR - DURIRPEERGCHENERARE AR A~ e T f8EE
He = e B A e - BRI 4mAH A B > Bl R FIER R IL RIS R 48RS T ~ BIRE T - B R TRIEE: -

BEA - RS B ME - A H R 24 NRFIRT - FERE B ERCI(E
FATIARRBERT - HEHE - RSB E  TEEE - KT & i IEE
P B B BB E TR R R A B AR EVEERE > TiE - ARENER -
{FHEE 5 - 550 > 2017 EXEBEEEAT SRS 0 GEEZL SRR A
EHARYB SRS R (PR > MBS A - R E AR AR
HTDAHIH LB ECAT B - oS NSRBI R B T - HpE R T SR A
ERIVEFREEAL o DAFHARRIA A GBI B, - PR o £ B
RAWPEREST - EHEHEETT -

RIS 2> FEEE BRI I B B R 2 2 E SAE Y SR A
sHHEHEECE(Z 2R - RiEETE 2 E R E AR TE R 780K - ARk 25
1y T AR E D | DU B IR T S VAR ERE] S8 PR SR R
AR 2= [T T > IO AL 7 A ] O ~ IR 2 (B R R I~ TR T AR B FR)

OB (SCESHME RHERKEE) (FEHHR) (Ed) 201745 A5H > K3

TR CAME BARGCRIBE (BEEMEAT)GEE) #5154 5028 AN HEEALH
201548 A - H 21 -

TEEE, (EBH - RAERBMEE) (FEHH) (B4) 201747 A27H K3

TuRE (ABERRMERIRHERD) (BEL4E AT hE) > % 48 %4 526 # > 2012 4 12 | 5
B 7 #Rfk 8] 430 > H 19-20 -

PERSE (AWERLRS  CBRAHEA EAMKBRATH) (B HE#) - http//news.ltn.com.tw/news/
politics/paper/1080806 » (2017 4 2 F 24 H) > 2016 =8 A5 H T# o

Wi AR )55 130 i1 REY 107 42 9 H3&{T 83



. < .

/N AL AT R B
E1F » DUREIREIR BRI 22 2 - U EEIRERMER R0 - e 2
AR ZE R FRERE S L L DU RS  WAR(EE L - 5= RiR(LamRs
Bk - B AR - IR BRSNS - BEAN - ABITIRAR LA b - B A
BRI ) DARAERS TR T 0F - (1R 2)

Fo . FHEBURNEHPL I 2 bl
= = 24
IEE EFELYE RE

MR | o SRR SENEREE . B
iy R T i -

MECREFEEHE A PR 2 MM E &
F% |FEEPRAUEETERE B B | & 50 E 240 T e e s -
CEAETRAMAY B T A G S -

FEEERSE S NEHESLEE
fEfHNE |E - T80TF IR e R SEFEHEED - B | IR FERESR S BB EREE -
G REHBRETRE R HEREHK -

Sl N IR - iR EE

FEINR | o e e
" HEWERE -

AT FEEE T -

SRR B H A= <H 50055
JLEURTERE © 15,0000T) © JR{ENN4E
5 H B = 8E HE 300 35 T (49T &
W& 1 90,0007T) °

AA 15 HEBSTRSE T -

HERMR HEKEETAEFLUEEHENN HERERS - a8 FHE - &
BONRE | dmAE - REG#H -

BRI - (B -

T FERENRERERR
AR LAl > B R ) DS i R A 3 THME - HAEBPHTHE
AIRT - EEREHEFEEBFRKEILIE - RS -
(ERARS IR E R - E R EEE
GRS ZEfE LA AMEEORITEMER - TRRER G - R EEREERE %
FILA > DR | > QERSHTES— HAEZ 1280 » Bhat E P My aniE - R 4Es 24
EARZ AT ~ BINFERERFTE AR o AL > A B EAE 20154 - FiT
EHUGRRE ~ 4B R EREGE R - 0T BB S IR AR - DUEHUHIRZERE S e -
HEHEFERE P ET AL - EATEENE RS e i 2 E (e - &

84 [EEEMEE-FETIS 130 M1,/ REY 107 4 9 31T




B &HE A ‘ﬁ;&‘/\"

It > RS IR S B B A R T 5 fee 4 By T — (B ER P B A R A5 1T (R P R iRAR)
LU R Rl Bl 2 g L - fEh B I IR & - RS IE SR A
RSB RAES - Ey T EEREEIREECE AR ) K T ERIEANE ) F o DT TER
BIEERE ST -
(B AEEN R 0
Sl SRERECREC A AR - TEH T BEEIRENE L, BEEEE & -
BEANS ZH - Al ZTORZREAEER SRS - (EREE R R BRI -
AT Ob R RS HE IR - RO 52 SR =M B RE 1) - BB TP R
(5750 - R 2R R R B Al PO R B B AR S R 0 - WIRER > BT T 4
EEFISR Ly o BEAEFIGR ~ EEI RSSO - DA RS = M B F A &
SHMERERRE > REIEEE SR EE E E1b > R ELERET SRR
I e AN AEHERIE E o REE T s E SIS 0 MRS TR EE -
R~ EEE - DURHIR ~ SOBEBI RS REIARSEET ~ B - FRESE
R TR E SR 0, IR BRI AR SR BT o ST o AN
s LIRS ZE I GREE R - IR RS E ~ 5 - TSR e 2 &0 -
SN > A E RS E R TSR o SR [ m R AN T BE g - R DR Rt DL
s LA = B AR eIt - USRI REEI 2 HAR -
(EEmAE RS2 - s LSRR - PiES
2 TAIRHIAERE TE N B A A e 22 TR B RN E RS - (E 2[R IR B R
H AT A B AR BGER H s R (R e DAL HE T VBB - 1T R AR B s B 2 ] B B &R -
BEIE > FEARKRIIEESIHEE T > RS IREEREERE BT e EEEEE (L
B > EAE NSRRI ~ ESRERH > USRI AR GRS B ~ IR IR e B
BFER - 590 EERS EEEHEGEREER - PRIk ERFEEE (V) ~ BB (L
RISE > AGdEER T RTERERSE S o DUREPFEE — o IRTTHAER A TR R
(T EE RSN 24 - e EEAR
WERREC RN U >~ 22 RZEFL(EEDS - DEEGREIF RS SREE
TP NE— T IHEIR - DIRBEE T s ESEIRENE T 0, /B BIEETT - &
BRSO — ST BB B 0 - R0 > B AiR S R ST (R4
DB IPRERTE © JESL > @SR AS  ERAS—REGE N A4S - TR A
HRUR © BBIL > FEFEAAMEREREREETE - WRRBERER - ERSIHEEEH
PEREAEER IR - TR REER SR > OB ER © Ioa R E&EE
BRI B B H AR B B AL R R A IR & AR DU SRR B -

Wi B AR T4 130 11/ REY 107 42 9 H#&{T 85



“/\ks‘r A€ A7 B
e

IR B ERE E S H A S REPRRR | AR R AT R PR
HE AR - PEELVEZIE LT e o PR R TR
H 2010 FER T8 IS B0 > Y2016 ERSE RO S APt R B - HLagfdfe T
SR AR E R Ry (L LR B ) > SR B PR R R 780K ~ ARSI EE T B LEENIE
BREISED o PARGHTARIL "R AR = R R S 0, B T SR L, - B
s o [ = BEL A IS ) < B AT 1 A R R SE Y RS AR B E S R AR A &
BIERAE 2585 - IEHh » O ANTESHVE - SRR R By TmARs i - Frifsdm
SEEIRAEKT AN MR Z BT H RS =] <> s 2 (i RIS & e
£~ WP o DR CHAERSEC] o RSB R AR e RS - SR e BEE S
BRTZ B8 KEEEE AN BB REGE R EE R - g LUAER - #iBhHy
REFE AR AR R RV IR - f 2 > PP SRR o ~ SRdmEs iy > DUECR
WERSZEfE] 2 R o SRR IR R R

S22k

— ~ AR ETE(Leigh Armistead) ~ B[ ER SRR R 0 (CERFELCAZE SeRIAVERS
(Information Operations:Warfare and the Hard Reality of Soft Power)) (Z1t @ 718
ALY - 200848 )

o~ &JEg - [EE S Rz John Arquilla) ~ BEITER S ErdmaE aE (AR Mo dErsEk) (&L A
FA AL - 2003484 ) -

=~ EIEE > (EEIEP RS ) (DRE - EHPRER - 20084F) -

Y~ A SCATAENRE - B -~ GSE 0 (AERSE- B R 2 TR RS 2
7R ) (Cyber war:the next threat to national security and what to do about it)(JL 53:EH ==
FHEEH R » 2011411 H) -

h~ BRERTT  ImRAE > (EEIPEEEMECE RS ) (BAESE) JdL) » 459
W > TSR - 20154E4 H -

75~ David S. Albets » Z2Ez&:% » (EEBAVEZE S (Key Concepts for Information
Superiority) ) (EPEE0E) (L) > 5636G5H4H] > BUTEREUR /A2 - 20094 H -

1=~ Edward C.Cardon, David, P .McHenry and Christopher Cline - j#{Fszs » (448 2e
e, -0 ATy B2 34 (The Relevance of Culture:Recognizing the Importance of

% Ferdinand H.Thomas - 15 & &1 3% » { 2 [ E 48 % 3B A+ & J(Retaining Soldiers on a New Battlefield:An Army
Plugged into Cyber Needs Talented Specialists) ) (B FZ k)Y (Zdb) > F 43 5 E 2 ] > B B #E N ZE » 2016
£2 05 A5

86 [EEEE-FETS 130 M1, KREY 107 4 9 31T



L & HE A&t ;&’/(
Innovation in cyberspace operations) ) ([E[5GzE1%) (Z1L) » ZE445E30 - EFGED
BB ZE » 20173 H -

J\ ~ Ferdinand H.Thomas - #5225% » ( EREFEHELENX A 84 FH (Retaining Soldiers on
a New Battlefield:An Army Plugged into Cyber Needs Talented Specialists) ) ([H][/5:E
FE) (Z10) » B43EF20 > BllTE B A= » 201652 -

71~ G. Stavridis and Elton C. Parker > 5—15% » ( fiii[a48E% 2 /& (Sailing the Cyber Sea) )

CERPRERE) (2dh) > F39EF8H - B HBrHst A= » 2012428 H -

-~ Stew Magnuson » SR5EHEE - (ARSI B AL O H 483 R0 (Cyber War:
Network Vulnerabilities Worry Pentagon) ) (582 ) (Zt) » 5533&5512H »
P E B A= 2006412 -

T B (EEBEIREEHERDEREE ) (FEEXRE) (dbx) - 5510
H] » BHESUMAESEE » 20164E10H -

s B ( SEEEE A 2R MR E A AR R S e et ) (HEEE S0 ) () »

RS > 20165E121 -

= Yt o (EEEGERNMOFE e ilEms ) (EHESEMEH ) BkE) > 5
4845555268 » FHTELREE ESH) - 20124121 -

P4 ~ Martin C. Libicki David Senty Julia Pollak, “Ackers wanted:an examination of the
cybersecurity labor market, (WASHINGTON, DC:RAND OFFICES SANTA
MONICA), 2014,

-7 ~ Catherine A. Theohary, and John W. Rollins, “Cyberwarfare and Cyberterrorism:In
Brief,” Congressional Research Service,Washington D.C.: Congressional Research
Service, March 27, 2015.

+75 ~ Colonel Brett Reister, “Cyberspace Regional and Global Perspectives,” United
States Army War College, 2017/8/2.

S=1o )

Fm L - o IEE T SR8 I » T (B T TR AR B E LTS - Dk
BRI B AR 0B T ~ BN A S T AT LOT4E T » Y EHER R @S E ER
TAEHE - BEETHAE -

W AR TII55 130 i1,/ REY 107 42 9 H#&fT 87



