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Abstract

Generally, a search engine will keep a record of a user about the websites he ever went and the
past searches he had submitted to improve its performance. Similar to a spy tracking and tracing the
footpath, a search engine will inevitably violate user’s privacy as the record will reveal the user’s
personal information or the institution he works for. To protect user’s privacy, Castella-Roca et al.
proposed a protocol called Useless User Profile (UUP), in which it provided a distorted user profile for
a web search engine such that the web search engine cannot generate a real profile of a certain
individual. One of the significant advantages lies on that their protocol requires no change in the
server side and the server is not required to collaborate with the user. However, to claim security
guarantee of new image cryptosystems is meaningful only when the cryptanalysis is taken into
consideration. The UUP protocol was claimed to be secure; however, a potential collusion attack is
pointed out. In order to benefit the advantages and contribution of Castella-Roca et al.’s scheme, this
paper redesigns a security-improved version by simple modification to remove the possible security
concern. Precisely, to correct the shortcoming, the authors suggest the user’s query be encrypted firstly
by means of the server’s public key and then each answer also be encrypted by a session key.

Keywords: privacy preserving, web search engine, private information retrieval

ARAFE P @ARFINERBRZRERS

wER EXTS B fa

;%%k%@mﬁ%%
ERREB ML 4

#n R

—fxmE o RN FINE TR NER L A AMmEARLERERZ W
BAMREA o Bb > Castella-Roca 8 & UIPHhE - ZHpET > ERAFAEEERETENE
AEMN FRSWARNERAEMERF T ENER TR - BIFEZW > FAREMAAER
BRREERERAGR - Af o ANSTHRELEN— BN BB LBEBEESWELH
ER O AMREBERZWTAH LELBOTR > gHA T RREARSE n-1 85> RE Mk
P THe % B 34 85 o & T #4:4% Castella-Roca %42 4 UUP #H 2 0418 % » AXH R 47/ M
MBS HEUMBEE RSN - EREENATEMERF AUFARE G AHSEH BN T
FoMEAREDEGARZAA— LR LE M ERED -

M | SARE  @AEMNFINE S BATRREA

XABHA B # 106.9.20; XA S IE 14 4% B #7 107.1.30; *@ 34k 4
Manuscript received September 20, 2017; revised January 30, 2018; * Corresponding author

107



Fuh-Gwo Jeng et al.
Security of a UUP Web Search Protocol with Privacy Preserving

1. Introduction

In order to protect the confidentiality of
sensitive data in outsourcing cloud-computing
environments, a well-defined encryption
technique is used to encrypt the private and
sensitive data stored in the cloud. With issuing a
keyword searching on the encrypted data, it
unavoidably faces the security problem of how
to process the key search without revealing any
sensitive information. Especially, the server
maintaining the database of encrypted data is not
always trusty.

Web search engines can help users to
receive a great amount of data they want.
However, their private search profiles are
possible to be disclosed after submitting queries
to a web search engine. This problem of
protecting user’s privacy can be viewed as a
Private Information Retrieval (PIR) problem
[8,9,10,11,12]. Generally, a user in a PIR
protocol can retrieve a certain amount of data
from the database of a server while the server
has no idea about which data requested by the
user.

In 2004, a public-key encryption with
keyword search (PEKS) is first proposed by
Boneh et al. [19]. Inspired by Boneh et al.’s
scheme, Hwang and Lee [20] proposed another
PEKS scheme for multi-receiver in which the
concept of proxy re-encryption was later applied
in keyword search by Shao et al. [21] and by
Yau and Phan [22] as well. Furthermore, Baek et
al. [24], on the one hand, demonstrated that
outside attackers could perform the test process
by collecting the transmitted ciphertexts and
trapdoors in the PEKS scheme. Consequentially,
attackers are potentially able to further construct
the relationship between encrypted data and the
given trapdoors of known keywords.

Therefore, Baek et al., on the other hand,
proposed their public-key encryption scheme
with designated tester (dAPEKS) to remove the
security problem. Byun et al. [25] presented that
Boneh et al.’s design of trapdoors in PEKS
suffers off-line keyword-guessing attacks. In
such a way, attackers can choose the keywords
to test whether the captured trapdoor includes
the guessed keyword with the receiver’s public
key and bilinear map operation, the interested
keyword of the receiver is revealed. Unhappily,
although Baek et al.’s dPEKS scheme achieves

tester designating, the trapdoor’s structure is
identical to that in PEKS’s. In such way, Baek et
al.’s dPEKS scheme cannot prevent off-line
keyword-guessing attacks. In 2010, Rhee et al.
[26] enhanced the trapdoor security so as to
prevent from off-line keyword-guessing attacks
existing Baek et al.’s dPEKS scheme [24]. Yet,
Wang et al. pointed out the trapdoor design was
still on the risk of keyword-guessing attacks
especially by malicious servers [27]. After that,
there are further searchable encryption schemes
taking realistic applications into account, for
example, a conjunctive subset keywords search
proposed by Zhang et al. [23].

Chor et al. [1, 2] firstly introduced the
private information retrieval problem and
proposed a protocol. In their protocol, several
servers share the same database and these
servers are not allowed to communicate to each
other. But as mentioned above, Castella-Roca et
al. required one server, the web search engine,
and one database in their case. Thus, they looked
forward to the single-database PIR protocol
proposed firstly by Kushilevitz and Ostrovsky
[3]. The single-database PIR schemes are more
suitable to apply on web search engines.
“However, they suffer from some fundamental
problems that make their use unfeasible in
communications between a user and a web
search engine,” Castella-Roca et al. summarized
[5] as follows.

(1) The single-database PIR schemes are not
suited to deal with large databases. With PIR in
mind, the single database is usually modeled as a
vector. Upon retrieving the value of the ith
component of the vector, users wish to keep the
index i hidden from the server holding the

database.  Supposing that the database
contains n items, a PIR scheme aims to
guarantee maximum server-uncertainty on

the ith record retrieved by a user. It seems to be
done by accessing to all records in the database.
If some user only accesses to a part of them, the
server easily lean to know the real interest of this
user. And the cost of accessing all records
implies a computational complexity of O(n).
(2) Upon accessing a record in the database, it is
reasonably assumed that the user knows its
physical location. This assumption is not always
realistic because the database is managed by the
server. Instead, the user can submit a query
consisting on keywords.

(3) Thirdly, it is assumed that the server, holding
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the single database, collaborates with users in
the PIR protocol. However, the assumption is
not realistic since a server has no motivation to
protect the privacy of users. In fact, users should
take care of their own privacy by themselves
instead of expecting any collaboration from the
web search engine.

Consequently,  Castella-Roca et  al.
proposed the UUP protocol to protect the users’
privacy by providing a distorted user profile for
a web search engine so that the web search
engine cannot generate a real profile of a certain
individual. Briefly speaking, there is a central
node in their scheme grouping » users who
submit a query each and shuffling all queries
and finally distributing the queries fairly. When
a user receives the assigned query, he submits it
to the web search engine and waits for the real
answer for his own real query. The answers of
the n queries from the search engine are
broadcast to all the group users; therefore, a user
figures out his answer and ignores the others.

Their scheme improves the performance of
existing proposals in terms of the computational
cost and communication overhead. To avoid a
web search engine profiling a real search record
of a certain individual, Castella-Roca et al.
applies the technologies of encryption, re-
masking and permutation to achieve their goal
and make sure their scheme secure. The UUP
protocol is proven able to prevent any attack
from a dishonest user, a dishonest central node
and a dishonest search engine, i.e. three entities
in their protocol, under the assumptions that all
the group users follow their protocol and no
collusions happen between two of the three
entities in their scheme.

In addition to the above-mentioned
advantages, the main contribution of Castella-
Roca et al.’s UUP protocol is that the UUP
protocol does not require any change in the
server side and the server is not required to
collaborate with the user.

As security is always the concern for new
cryptosystems such as the abovementioned
PEKS, dPEKS, etc., all proposed cryptosystems
must undergo the scrutiny of the scientific
community [13-17]. Unhappily, taking the
higher security into account, the UUP scheme
cannot avoid the insider collusion attacks, in
which the group users plan together to cheat the
n th user’s privacy profile. It is obvious that the

n—1 group users can collaborate to analyze the
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queries they had submitted and the answers they
had gotten, and further they can infer the nth
user’s authentic search profile.

In order to benefit the advantages and
contribution of Castella-Roca et al.’s scheme, it
is worthwhile to re-design the improved version.
As C. A. R. Hoare said, “There are two ways of
constructing a software design: One way is to
make it so simple that there are obviously no
deficiencies, and the other way is to make it so
complicated that there are no obvious
deficiencies. The first method is far more
difficult.” [18]

In this paper, the authors firstly show that
the potential security weakness, i.e. collusion
attacks, exists in Castella-Roca et al.’s scheme.
Precisely, their scheme is secure only if the
number of dishonest users is less than n-1.
Unfortunately, if there are n-1 dishonest users in
the same group, the n-th user encounters the risk
of cheating by the others. This security
weakness comes from that the n-1 group users
can collaborate to analyze the queries they had
submitted. Upon they had gotten the responses,
and further they can infer the n-th user’s
authentic search profile.

Secondly, a “small and simple”
modification to Castella-Roca et al.’s scheme is
proposed. To correct the shortcoming, the
authors suggest the user’s query be encrypted
firstly by means of the server’s public key and
then each answer also be encrypted by a session
key. Inheriting the contribution from Castella-
Roca et al.’s UUP scheme, the main contribution
of this paper is to further enhance the security to
avoid the collusion attacks.

The rest of the paper is organized as
follows. A review of the UUP protocol is given
in Section 2. A security improvement and the
security analysis are given in Section 3. The
conclusions are given in Section 4.

2. Review of useless user profile
(UUP) protocol

The main idea of Castella-Roca et al.’s
scheme relies on that each user who intends to
submit a query will not send her/his own but a
query of another user instead. Simultaneously,
her/his query is submitted by just another group
user. Considering privacy concerns, the key
design relies on that users do not know which
query issued by each wuser based on the
assumption that each user submits very different
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kinds of queries. There is no clue about that
those queries are liable to a certain person.

With the help of n-out-of-n threshold
ElGamal encryption [6] and ElGamal re-
masking operation, Castella-Roca et al. proposed
the UUP protocol to protect user’s privacy by
providing a distorted user profile for a web
search engine so that the web search engine
cannot generate a real profile of a certain
individual. On the basis of privacy requirements,
their scheme achieves the objective because the
link between the wanted query a user submitted
originally and the true answer the user had is
distorted.

The scenario in the UUP protocol contains
the three entities:

- Users (U ): Users in the group are the
individuals who intend to submit queries to the
web search engine but still keep protecting their
own privacy in mind.

- The central node (C): The central node takes
the responsibility to keep in touch all group
users intending to submit their query. That is, it
groups users in order to execute the UUP
protocol.

- The web search engine (/). This web search
engine holds the database but is not always
trustworthy. It does not guarantee to preserve
users’ privacy.

Upon considering the privacy requirements
of users, the UUP protocol should satisfies the
following properties:

- U; must not link a certain query with U; who
has generated it.

- C must not link a certain query with U; who
has generated it.

- must be unable to construct a reliable profile
of a certain user U;.

There are four sub-protocols in their
scheme. They are group setup, group key
generation, anonymous query retrieval, and
query submission and retrieval. The purpose of
each sub-protocol and how it works are
described in the following.

2.1 Group setup

Assume user wants to submit a query to
the web search engine. Firstly, he has to send a
message to the central node C for asking to be a
group member. The central node receives all the
requests from users. As soon as it collects n
requests, it sets up a new user group {Uy, ..., U,}

and notifies the n users which group they belong
to. A communication channel among them is
built up at the same time such that they can talk
to each other without the interference of the
central node.

2.2 Group key generation

First, all the users {U, ..., U, } in the same
group agree on a large prime p where p = 2q + 1
and ¢ is a prime too. Then they choose a
generator element g € Z; of the multiplicative
group.

Next, user U; randomly generates his
private key a; € Z; and publishes y; =
g% mod q. Note that each user should keep his
private key secret. Finally, all the wusers
{U,, ..., Uy} execute altogether the n-out-of-n
threshold ElGamal encryption to generate their
group public key y, where y =[],y =
g¥*modgq,anda =a; + -+ a,.

2.3.Anonymous query retrieval

Firstly, user U; (for i = 1, ...,n) generates a
random value 7; € Z; and encrypts his query m;
with the group key by means of the standard
ElGamal encryption function [7], i.e.
Ey,(my, 1) = (g™, m; - y") mod q =
(c1;,¢2;) = ¢ Next, user U; (for i =1,..,n)
sends his cryptogram c? to the others in his
group. In the end of the sending process, each of
the group holds the ordered cryptograms
{c?,..,c9).

Then, user U; re-masks the cryptograms
{c?,...,cl}, which he already holds, to get a re-
encrypted version. Then, user U; randomly
permutes the re-encrypted version to obtain a re-
ordered version of cryptograms. Finally, he
sends the re-ordered version of cryptograms to
user U,. Note that it is assumed that the group
members are set in order from the first to the nth.
Following this way, each of the other users U;
(for i =1,..,n) will wait for the re-ordered
version of the cryptograms from his immediate
predecessor and then goes on the processes of
re-masking the cryptograms and randomly
permuting the re-encrypted version so as to get a
re-ordered version of the cryptograms and
finally sending them to the next group member.
In the end, User U,, has to broadcast the last
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result of the cryptograms {egy), .-, €5(yy} to all
of the group members.

Let {eg(1), - g} denote as {1, ...c,}.
To decrypt the value c;, user U; has to require all
the other group members to take part by sending
their corresponding shares called (¢1;)% from
user U;, where j =1,...,n and j # i. Finally,
user U; can retrieve the query m! by computing:

i_ c2;

"= Cl?i(l_[jzicl?j)

Note that the value c; is correspondent to
the query m!, but the query m' could be
generated by one of the other group members.

mod q.

2.4 Query submission and retrieval

Once user U; retrieves the query m', he
submits it to the web search engine 7. As soon
as he gets the response a’ from the web search
engine, he broadcasts it to the other group
members. Finally, each user figures out the exact
answer from those responses to match his
original query.

2.5 Security analysis

Castella-Roca et al. proposed the UUP
protocol by applying the technologies of
encryption, re-masking and permutation to
preserve the users’ privacy when they submit
queries to a web search engine. As they defined,
a successful attacker is able to know the certain
query submitted by a certain user. Their scheme
is proven able to prevent any attack from a
dishonest user, a dishonest central node and a
dishonest search engine, i.e. three entities in
their protocol, under the assumptions that all the
group users follow their protocol and no
collusions happen between two of the three
entities in their scheme. And the attackers from
external entities cannot get more information
than those from the internal entities. Hence,
Castella-Roca et al. perform the security analysis
for the internal entities as follows.

2.5.1 Dishonest user

User U, is supposed to be dishonest. In the
end of the cryptogram-sending process, he gets
the original ordered cryptograms, which
contains all the queries from the group members.
To decrypt the cryptograms, user U, has to
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require all the other group members to take part
by sending their corresponding shares called
(c1)% . Provided that all the other group
members contribute their secret keys (aq, ..., @),
he is not able to decrypt the cryptograms
{c?,...,cl}. Therefore, their scheme is secure if
there is one dishonest user in a group.

2.5.2 Dishonest central node

The job of a central node C is to receive the
user’s request of being a part of a group and to
set up a new group if the number for a group is
met. Once a communication channel among the
group members is established, it will leave them
alone and has no business with the group
members any more. Therefore, the central node
cannot link any query to any user.

2.5.3 Dishonest web search engine

User U; submits the assigned query m!.
When the web search engine receives the query,
it makes a link between the query m' and user
U;. Obviously, the web search engine builds a
distorted user profile. Because of the re-masking
operation and permutation steps, there is less
possibility of the query m’ in correspondence to
the original query m; submitted by user U; .
Therefore, the search engine has a useless
profile of user U;.

3. Security improvement

From the security analysis stated above,
their scheme is proven able to prevent any attack
from a dishonest user, a dishonest central node
and a dishonest search engine, and even more,
their scheme can be secure if the number of
dishonest users is less than n-1.

But if there are n-1 dishonest users in the
same group, the n-th user will encounter the risk
of being cheated by them. It is obvious that the
n-1 group users can collaborate to analyze the
queries they had submitted and the answers they
had gotten, and further they can infer the n-th
user’s authentic search profile. Please note that
each of the group members can get all the
answers to their queries in the final step. For
avoiding this kind of collusion attack, we make
some security improvements on the UUP
protocol.
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3.1 The proposed improvement

The proposed improved version
encompasses four sub-protocols. The first two,
i.e., group setup, and group key generation, are
the same as those in Castella-Roca et al.’s
scheme. Thus, they are omitted here. The other
two, including anonymous query retrieval, and
query submission and retrieval, are described as
follows. Figure 1 demonstrates the operations in
the anonymous query retrieval phase.

U; web search engine
(1) compute m, = E,(W(M,"S()

(2) computeE, (m;, 7)) = (c1,¢2) = .

(3) compute {cf, ..., 3}

(4) compute {€}(3), ..., €%y }={ey, o Cp)

(5) broacast (c1;)%/

) 2,
(6) compute m' = £

—_—mod g
17 ([jucly’)

mt

] (1) deerypt M[IS, = D, (m )

2 @ ol = Eg(al)

Figure 1: The operations in anonymous query
retrieval

3.1.1.Anonymous query retrieval

First, we define M; to be the real query
submitted by user U; and S; to be a secret key
selected by user U;. We redefine m; to be a
ciphertext encrypted by the public key of a web
search engine, where
m; = Ex,,, (M;[]S;). (1

User U; (for i=1,..,n ) generates a
random value 7; € Z; and encrypts his query m;
mentioned above with the group key by means
of E,(my,1) = (g",m; - y") mod q =
(c1;,¢2;) = c?. Next, user U; (for i = 1,...,n)
sends his cryptogram c} to the others in his
group. In the end of the sending process, each of
the group holds the ordered cryptograms
{c?,..,c0} . Then, user U; re-masks the
cryptograms {c, ...,c2} to get a re-encrypted
version. Then, user U; randomly permutes the
re-encrypted version to obtain a re-ordered
version of cryptograms. Finally, he sends the re-
ordered version of cryptograms to user U, .
Following the way in Section 2.3, in the end,
User U,, has to broadcast the last result of the
cryptograms {cy,...c,} to all of the group
members.

To decrypt the value c;, user U; has to
require all the other group members to take part

by sending their corresponding shares (c1;)% .
Finally, user U; retrieves the query m' by

computing:
i_ c2;

ST T — mod q where m'=
Clil(njxiC1i )

Ex,, (M15).

3.1.2 Query submission and retrieval

Once user U; retrieves the query m!, (s)he
submits it to the web search engine /7. When the
search engine receives the query, it uses its
secret key to decrypt it so as to get M' and S*.
The answer A’ to query M is encrypted by the
selected secret key S°.

We denote the encrypted answer as
al = Eqi(AY). )

Similar to the concept of the UUP protocol,
the web search engine has no idea about which
user is the original generator of the query M’
and selected secret keyS*®. Thus, user U; receives
a' from the web search engine and broadcasts it
to the rest of the group members.

At last, user U; uses his selected secret key
S; to decrypt all of the encrypted answers to
figure out the real answer to his real query.

3.2 Security analysis

The security analysis of (n-1)-collusion-
attack-free is given first.

Definition 1 (Collusion-attack-free).
(n-1)-collusion-attack-free is defined as if (n-1)
dishonest users in a group with n participants
has no feasible way to infer the nth user’s
authentic search profile by analyzing the queries
they had submitted and the answers they had
gotten.

Proposition 1: The improved scheme is (n-1)-
collusion-attack-free.

Poof.

Each participant in a group has all m; =
Ex,, (M;||S;) encrypted using the public key of a
web search engine by Eq. (1) and all af =
E Si(Ai) encrypted using participant’s secret key
from the search engine by Eq. (2). In such a way,
even if n-1 collusion attackers in a group have
no feasible way to deduce the nth user’s
authentic search profile without the keys to
decrypt all m; and a'. Precisely, the n-1 group
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participants can not collaborate to infer the n-th
user’s authentic search profile as each of the
group members can only obtain their individual
answer to their queries in the final step.

Thus, the improved scheme (n-1)-collusion-
attack-free. O
Proposition 2: The improved scheme is secure
even if there are dishonest users in the group.
Poof.

Suppose U, is dishonest. In the end of the
cryptogram-sending  process,  (s)he  has
containing all the queries. In order to decrypt the
cryptograms, U, must ask all the other group
members to take part in by sending the shares
(c1,)% . With all the other group members
contribute their secret keys (ay, ..., @), (s)he is
not able to decrypt the cryptograms {c?, ..., c9}.
Therefore, their scheme is secure if there is one
dishonest user in a group. Once there are more
than one dishonest users, the improved scheme
is  still secure by  Proposition 1.

O

Proposition 3: The improved scheme is secure
even if the central node is not honest in the
group.

Poof.

The proof is the same as that in Section 2.5.2
and thus omitted here.
O

Proposition 4: The improved scheme is secure
even if the web search engine is not honest in
the group.
Poof.

The proof is the same as that in Section 2.5.3

and thus omitted here.
O

4. Conclusion

In this paper, only the web search engine
can read the query M; as it can use its secret key
to decrypt the ciphertext m;; however, there is
no link between the real query and the real
generator of the query. Moreover, only the
original query generator can decrypt and figure
out the real answer and read it. The collaboration
of n-1 group users only can derive a profile of
encrypted answers for the nth group member.
The improvement relies on the redesigned that
the user’s query is encrypted by means of the
server’s public key and then each answer is
encrypted by a session key. Therefore, the
security improvement proposed here can achieve
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the privacy requirements as Castella-Roca et al.
stated and further it can avoid the collusion
attack from group members as well.
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