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LB AR R B PG EL . > — iR DL 1986 4FHY T
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MRELSERF - RSO B B e A K BB PG i ~ BB AR
R REE AT 5 20 BREABEE EERERARUKER S RIS » 1
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DT A BIER SRR TS > BIATHE 2013 45 6 H 1 FEETIIBERT T
" i LIRS 4 ( Shangri-La Dialogue ) » SEE PR3 # ( Chuck
Hagel ) {EHGEERHABHHIFEH - SCBIA H g AN AR R
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G B AT T BB BRI E R A E

' A X A BB cyber force AL THE | AL BN EHRRAEF AR R
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(http://www.863.gov.cn/1/1/index.htm ) °
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* Chuck Hagel, “Speech in International Institute for Strategic Studies (Shangri-La
Dialogue),” U.S. Departmant of Defense, June 1, 2013, <
http://www.defense.gov/speeches/speecg.aspx?speechid=1785>.
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Bz LU S TRV E A ) TR T B S TR O S R
A TH) o

M4 FEgl APT B ) (BREHFELR) & 11 £5 3 #2013 & > 7 95-110 ; RfE
X BRREHBRELEX RN ) (BEZWMEAT ) $ 45 5% 2 872011 5 »
B 17-32 MRk~ M58 R - - HEFE (L FERABATERELTY ) (AT
BEFH R B AEFAFF) 0 2010 > B 137-147 5 BRAME > (BMBERME ) (F¥E
FI) H38EFA4H 20104 B 1929 BrRB ( PHREAEGFRAITHE) (%
ELHERAT) % 6038102008 £ B 3-15 kR o (PRELAHRX TWE
BwiE ) (REMELR) F 555 942007 &> B 60-84; Hhm > (F #1282
BALEBR RS R REER B 2R (AR ET ) £ 10872007 %> B 17-28;
B MR (EEEMHAERMIE ) (BNL2EM) > % 13 5% 2 #2007
0B 1629 BX ¥ (VPEHMAE  @BRFTEBRAAZEE ) (DHW#H®E)
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LTS B AETET TRE MRS A SCBERST 5 > AR Tr LA ~ Y~ 22~ K

AR (ITRIEEIABRF) AT ES2.

Tod g AR EARBGEIEBAT 0 (2004 £F B R ) 0 2004 £ 12 A - (http:/
/www.gov.cn/zwgk/2005-05/27/content_1540.htm ) »

PR (B2 ) (bR By AL EARAE 0 2003 £ )0 B 348-349; Mt mh 0 (B
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Military Power of the People’s Republic of China) > *' 5 2005 {Filiz4
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gk (MmBEAR ) A3IX B 129-131 -

A a 2010 Frus (FRAEFHERSERRSE) (Military and Security
Developments Involving the People’s Republic of China ) °

2 A B £ B B By 3R 2002 4 £ 2009 4 (B E S aRE) & 2010 £ 2013 £ (¥ B
EFRRRHERME) - B FEME S E B AR 4% http://www.defense.gov/ -
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[» (Mandiant Intelligence Center, MIC ) /\Ai—{0% 5 (APT1 : fm=¢h
R ESE ST RS TETER BT ) (358 © APTI: Exposing One of China's Cyber
Espionage Units ) BJ¥R e G173 EE 74 HRVHRES BRI K B BRHGES
K8 i n— o =T ER R Bl E R g I K B B R RE ~ AR5
APTI1 ( Advanced Persistent Threat 1) A8 T#l » DU —E AT RIRHR -
WTRATERIRE Fr o P IL AR A o 138 M T IO ~ BT TS it
HESs B it EEk -

MIC iR aH - APTI TTEBEA SR Z00% - IR E R4 - /R
TTEIFERIE P B 7k - MIC BRI 3 (HS DRSS
Z454 K355 UglyGorilla ~ DOTA 1 SuperHard » 35 EUHE 3 AIRESS T &
B ST > YA R O B R BRI TR P R e R
TG SRS o B THIEOL TSR - APTL 178 2006
EREARHAEE IR A2 SRRSO > IR B2 & - Bires
« BRI  EERAS L - PEEETEE - BESCO WA RS B
CEE] APT1 {THE) AR 141 ({2 EEERET > 87% R0 5E R BIZ AIRERE
FEES » SEEEEERFE I 12 R 54 (7)) FHEH 7 KSR
FFESErPIK) 4 6, APT1 178158 A =5 T B GETMAIL F{] MAPIGET
Hls > MR AR ZERREN A TAIE TEE > BRHANE 4 42 10
6 H P - 5 E R R T E RS BT APTL 17H)
HIRSAS > FEREILEEASRE T 61398 kR, (Unit 61398 ) » HAF-H5EL APTI
TTEIRHAE TR BB TR B AR DL » W98 A i AT e BT I

# Mandiant Intelligence Center, Mandiant Intelligence Center Report (2013), <
http://intelreport.mandiant.com/>; Mandiant Intelligence Center, APTI: Exposing One of
China's Cyber Espionage Units, February 19, 2013,<
http://intelreport.mandiant.com/Mandiant APT1_ Report.pdf >.

** Mandiant Intelligence Center, APT1: Exposing One of China's Cyber Espionage Units,
op. cit; (£ FEWBEE H5=3=05) (FHR@EMRL) 2013 £ 2 A 20 B -

( http://www.cna.com.tw/News/alT/201302200334-1.aspx ) ; BLiE R > ( 23R L2 4 47
HmE O ORKRF\EEA ) (P @A) 2013 F 2 A 19 8
( http://www.cna.com.tw/News/aOPL/201302200008-1.aspx ) °
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» Mandiant Intelligence Center, APTI: Exposing One of China's Cyber Espionage Units,

op.cit; BiER - (EAREBLAKE RIETES) > AT o
O AL PREMSER NG Y LSRN AR R R 61398 ik TH Y
NEZRGHZFHGHSLAGTE R ZLHET LM T61398 2R rr, B Flass
IA;2E s PREREDAN LS "AER, 42 HEBLETR
8 BAKAR #5  5 ARF5 o 4 B Mandiant Intelligence Center, APTI: Exposing One of
China's Cyber Espionage Units, op. cit.; ( %+ B4R EL R A= 5 ) A3l -
¥ 2003 4 £ b B K e 9 4936 A SR L] 61398 R BRAR A4 48 2 it T K S5t Ak
RPN RIRGEEHERARAE G REELB LN HITAF - 28 Mandiant
Intelligence Center, APT1: Exposing One of China's Cyber Espionage Units, op. cit.;{
FHEBBE ®E=ZR=R) AIIX-
Mandiant Intelligence Center, APTI: Exposing One of China's Cyber Espionage Units,
op.cit;( L EWBBE BE=ZL_F ) A5 BER (AREBLEAE K
R EAL) AT
P sk (LATRAR) AT E B 6
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RS ailal EprE Rttty RN PN TR NE =l I o LIRSV @ SRR P RIRPR A PS i
B~ TRANRAT RS MO R TSRS F 5 ~ X
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Abstract

From the 1970s, the rapid development of information and
communication technologies has created many advantages for human
beings. The influence of computer and Internet popularization on
individuals and communities is even greater. In the meantime, the virtual
cyberspace also becomes a new sphere of power struggles and poses
potential threats. This article tries to analyze the PRC cyber force’s context
and development, raise the issues of participator’s structure, and information
power asymmetry and cyber war characteristics. Moreover, based on cyber
force’s capabilities in information and communication technologies, this
article tries to predict possible offensive/defensive scenarios, point out
anarchy in cyberspace, and analyze logical paradox of state actors in cyber
O/D action. In the end, this article comments on ROC’s policy formulation
to information/communication security by surveying the government public

records.

Keywords:  cyber space; cyber security;, information and

communication technologies, anarchy; information power asymmetry
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