NHEAFEIE 10.6326/NDJ.2015.30(6).1

HEHE AR AT IR E B IR 2 5 &
The Impacts of the PLA Cyber Warfare on the
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Abstract

This study explores the current cyber warfare strategy and capacity of the People's Republic
of China (the PRC). It analyzes the PRC's military build-up through official discourse and
academic literature, and takes Document Analysis as a research method.

Given ample support of annual defensive budget, the People's Liberation Army (the PLA)
has gradually realized its objective of military modernization, with cyber warfare being an
instrument to look for the weakness of the opponent's computer network. Should a military
conflict erupt across the Taiwan Strait, the PRC cyber army may be able to paralyze the command
and logistics network of the Republic of China (the ROC), to affect the normal functioning of
the information system of its armed forces, and to weaken the latter's response capability. The
cyber army can even enhance the warfare effectiveness by working with military attacks during
crises or conflicts.

Under the growing threat of the PRC cyber warfare, it is suggested that the ROC should
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make good use of its limited defense resources to build a cyber warfare capacity, strengthen

the defense of strategic targets, and establish information security mechanisms, so that the

effectiveness of combined operations among the army, navy and air force can be enhanced.

It is through increasing the costs and risks of military invasion that the PRC's willingness to

attack Taiwan can be largely lowered, the ROC strategy of “tenacious defense and effective

deterrence” realized, and the ROC national security achieved.
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