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Design Dynamic Data Access Control Schemes for Cloud Service
— A Case on Air Traffic Control Training System

Pin-Chang Su' Ying-Ho Chen’ Chia-Lieh Chang '
"Yui-Chang Yeh Jian-Hao Zeng '

"Department of Information Management, National Defense University, Taiwan, R.O.C.

2Air Force News Wing ATC Communications, Taiwan, R.O.C.

Abstract

The National Defense Department is planning to construct a “cloud environment” in
order to execute missions efficiently; hence, fixing problems such as resources allocation and
information security while minimizing human resources. However, cloud computing still
consists some questions regarding on the safety issue. From the perspectivenowadays, the air
force is currently constructing an air traffic control training simulator system, and each
operator is assigned with different position, level, and mission due to various job attributes.
Thus, an enormous data base is needed for the management of various access authorizations.
Such action can cause waste in memory space and time easily. This research will provide an
appropriate “cloud environment” that is suitable for air force’s air traffic control training
simulator system through elliptical curve cryptography and self-certified certificate along with
remote access control. This research is suitable for increasing the amount of training for the
air traffic controller and decreasing management cost without causing waste for the data base,
and provides the users with the necessary information under particular authorization without
worries for information security. Hence, the mechanism designed in this study meets the

requirements of the troop’s armed preparation.

Keywords: Cloud Services, Air Traffic Control Simulation & Training System, Dynamic

Access Control
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