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3 Barton Gellman and Laura Poitras » U.S. Intelligence Mining Data from Nine U.S. Internet Companies in Broad

Secret Program » 3% %http://www.washingtonpost.com/investigations/us-intelligence-mining-data-from-nine-
us-internet-companies-in-broad-secret-program/2013/06/06/3a0c0da8-cebf-11e2-8845-d970ccb04497 story.
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4 Glenn Greenwald and Ewen MacAskill » NSA Prism Program Taps in to User Data of Apple, Google and Others >
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QAR FEEFEAS NERAITLAATE
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G AP EEEA R L FERIEDCE R E
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(4) I P & g A9 2 44 B0 P 15 50R 9% 5
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No one shall be subjected to arbitrary
interference with his privacy, family, home or
correspondence, nor to attacks upon his honour
and reputation. Everyone has the right to the
protection of the law against such interference or

attacks.

5 Samuel D. Warren and Louis D. Brandeis, "The Right to Privacy," Harvard Law Review, Vol.4, No.5 (1890),

pp.193-220.

6 William L. Prosser, "Privacy," California Law Review, Vol.48, No.3 (1960), pp.383-423.

7 UnitedNations » The Universal Declaration of Human Rights » % %http://www.un.org/en/documents/udhr/

(2015) > # % p # : 2015£3% 255 o
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The right of the people to be secure in their
persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not
be violated, and no Warrants shall issue, but
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affirmation, and particularly describing the place
to be searched, and the persons or things to be
seized.
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prepared to recognize as

8 Thomas K. Clancy, The Fourth Amendment: Its History and Interpretation (Durham, NC: Carolina Academic Press,

2008), pp.1-738.

9 Ming Li Wang, "Information Privacy in a Network Society:Decision Making Amidst Constant Change," National
Taiwan University Law Review, Vol.5, No.1 (2010), pp.127-154.
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10 Joel R. Reidenberg, "Privacy in the Information Economy: A Fortress or Frontier for Individual Rights?," Federal
Communications Law Journal, Vol.44, (1992), pp.195-243.

11 Alan F. Westin, "Science, Privacy, and Freedom: Issues and Proposals for the 1970's. Part I - The Current Impact
of Surveillance on Privacy," Columbia Law Review, Vol.66, No.6 (1966), pp.1003-1050.

12 Albert W. Alschuler, "Interpersonal Privacy and the Fourth Amendment," Northern Illinois University Law

Review, Vol.4, (1983), pp.1-58.

13 Robert C. Post, "Rereading Warren and Brandeis: Privacy, Property and Appropriation," Western Reserve Law

Review, Vol.41, (1991), pp.647-680.
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14 Charles Fried, "Privacy," Yale Law Journal, Vol.77, No.3 (1968), pp.475-493.
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15 Daniel Lin and Michael C. Loui, "Taking the Byte Out of Cookies: Privacy, Consent, and the Web," Computers

and Society, Vol.98, No.Privacy (1998), pp.39-51.
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16 Philip Kotler and Kevin Lane Keller, Marketing Management (Upper Saddle River, NJ: Prentice Hall, 2012),

pp-482.

17 Daniel J. Solove, "Digital Dossiers and the Dissipation of Fourth Amendment Privacy," Southern California Law

Review, Vol.75, (2002), pp.1083-1113.

18 Shaun B. Spencer, "Reasonable Expectations and the Erosion of Privacy," San Diego Law Review, Vol.39, No.3

(2002), pp.843.

19 Matthew J. Hodge, "The Fourth Amendment and Privacy Issues on the "New" Internet: Facebook.com and

MySpace.com," Southern Illinois University Law Journal, Vol.31, (2006), pp.95-122.

20 Orin S. Kerr, "The Fourth Amendment in Cyberspace: Can Encryption Create a Reasonable Expectation of
Privacy?," Connecticut Law Review, Vol.33, No.2 (2001), pp.503-533.
21 Ching Yi Liu, "Cloud Computing Internet Privacy," Taiwan Bar Journal, Vol.14, No.2 (2010), pp.39-52.

[ Z=E e S FIISE648HA/ 20155 104 |




Daniel J. Solove¥ IR KEIERF( > PUFERR
FEIEERRYRIEL © (DEVEELE (information
collection) » (2)FH E.FE ¥ (information
HEEHFE (information
dissemination) > L) 7 (4) AfZ(invasion)%§ o **
T % A NS TL R M A EE . K Ry
P& SR A B AR R R E B S AT - AT DUZE
BT ARIRRIE At - BRI A AR AME
FHESX EGIETHY T8 - HAHSAY - BHE A&
FRBERRANE NS H i EE - 2R R A
FHRCSRENE S17 - B HEEG T REHE L
SR ©

=~ E PR B R A R T

EEFE S o AR A RS
G5B - JEEH ETER I BRI RS (TR AR
il N & EHASCR e A& - e A RfERg SR 3
I (IR0 B HEEHHAT EERE A EEH
R Ry e R ORI i - " L E
ERA - M HoRPIRERE I BRI & - 2R
PSR 2 BE PR U e -

AR o AR DUE B R R R 28 =TT
ER B S S R AL R - (R Ay
A o [l - P AR A A EH AR FERR AL ARE
#IJ51A - BRZHMAMNE > & ZE A&
A RE - WIS SHETARYHART -

TEfEEg it g - MRG0 & 275 B
JEANRIAE B B A= 05 A R AR A ARER] -

processing) > (3)

& v ELERATBUR ~ A2 B A B0 E TE5R

A
e =

SR O B RS RARI RS © RIHEAESEZR T - 2 F]
JE £ {HE A b ) S 35 FH <5 RE SR R IRF ] B )
M el AR

PRI - B AR E R @R T kit

AERE ) - REEME SRR T RE
—ER R > EEREaEMans o REE
FEREABEHEIE o o BIUEA TR EEHI B RE R

W - HHRTEmE S AR E o d0R
B AR R SR\ B E I T A2 E] R A A
Fir EERUEERMREESER R, - #RE L > BXK
BB NTIS - B SGAS JI1E 52 i 8 B A1 2
BRI AR R S T R e B

T B 0 T P A SO PR e B B B S Y
A Ab B R R RN EEF @ I A E
ReELIES I B A R o e BRI BB BE5K
KNEIRCE o DB s - 2RI - BN AR
FAAERGRS PR A > MR A5 A R R 2R 15
Ddh - HE R AEY EH SRR IR A
RIEHEM - X2 H AR A THR Y E Kt
Eakad CaTR] - BRI i B A R
R SR sl A S n] DI E R R & &
Al AR R RESE R -

IETER R AN A g S A - RS

P R B - R e 23k - S5
HE - MR E R T A M55

et T EHE B0 FEREAE
B EHEBLAHIRT - R E G HEE R AR

22 Daniel J. Solove, "A Taxonomy of Privacy," University of Pennsylvania Law Review, Vol.154, No.3 (2006),

pp-477-560.

23 Lawrence M. Friedman, "The Eye that Never Sleeps: Privacy and Law in the Internet Era," Tulsa Law Review,

Vol.40, No.4 (2004), pp.561-578.

| ZeeE iy S FIZE640H8/ 20155105 |

R




\al
“EESEIIII

KSALAE -

B ATHIRR (R

ik & F A FEERR B AS T B U N RS2 i
HY ? UET SR HIRE 7 =2 BUF T AT
% S AU ERRE ? — H SRR T
ARIFERE - SEFREAEZRE L SU2BI%R
HAARERE - AEEHRERG DI -
PN GRE S

KB ETE1776F- BT LIS - —E5R
A T A T LA H s - FR R A 32
B T RN s 8 > SEIER BURF (S A A HEHF
EAR ~ NEBUFRIBEE » RIEE > RER SRR
#iaE H M E EOE TPz R HIRE - JF
ARE - BFENEHFITA -

AR LIE AR TR YIS
oy 2 ) JE T A I 2 R e A A B R
#i > DURBURERBUET S H B - 4l X
DI 2 e R A IR G YA - 2R
A R BB Z FRIEI BRI T
— ~ ZE] H i S I R 5 Bt

FHR B EFE A LAY SR - FHE /)
M S BURF ARSI - KL > BURFE
A S — ELAERF AR AT -

MEEZHEMETHE®RE AN RZNT
(invisible hand) 2 FHEI (e RRAVIHE 2
B BUS T ATHE - R anE RS —
B BTSSR NS E o 5T

~

HIIF (heavy hand) iR& 5 E H BT A
BT - LAh - RTRs TR - HARGRER “H
T R AR o e AN AR A
#hiE R RSO N RIER - itz
A AR H A EE B R - BUF
AHE T R R L B A - PRI - T E
HA AR DIEE - 22 M2 B TErIR
R&?

BORF BRSBTS R E ] - A FLRFRETe
55 BT R 5 L BE A 350K - 2RI > TS
FEPEEIEL K - 2 2 Al pe S A
(IR0 KB FHEAIRERS - BURFRIFR 2
S AT LIRS A FIREE) - B E ikt
E RS EIRI PSSR (IR IR DURIE R
MRS > B R ER BRI Bl TR AT A AE

NI
PEHE

HAE 19805 » BIRHH R HL I8 A&kt
EREFNERRLRY IR FE - SE B E TR R ILEH -
i IR SE IR B AN b [F] RS O G R R 8 R R
(Organization for Economic Co-Operation and
Development, OECD)AJ¥E: » {HEHAT &1k
S 42 S T PR (R T {1 A 2
REHE - (2t R B B R A EEED IR IR
REFSRLME o —fRZKAR - SERAE AR A o
8 N EHAIERRABE A - fe e s gl 2 2 E M
FEAURREE - BB 7 pass i St FERraL
o

AR > AN IR B SR B B B E AR

24 Paul M. Schwartz, "Internet Privacy and the State," Connecticut Law Review, Vol.32, (1999), pp.815-859.
25 William J. Clinton and Albert Gore, Jr. » A Framework for Global Electronic Commerce > % %-http://www.
w3.0rg/TR/NOTE-framework-970706 » (1997) » ¥ % p # : 201542 10p -

[ Z=E e S FIISE648HA/ 20155 104 |




FAEFRIAE - (R TR B - EXE
AL S B SRR 8 > R >
LTI R TERIES - BHHR L R AN HE 5 A
o LHEBAET A — YIRS E 2 Z 8
AN~ WES KRR - BT R A G B AR IR
BAERN AR AR R 6 —
i o SO0 > G ERAEAE N ERNESRL A R T 1%
HpEEE - ATREEECTT R EE - KR i Bl
FEERBZEVNED 4 REaBGEE > B
SR - AT EEREF i SR 2 AL S AR
ANEEN o {HIE B A& AN 55 s B A 211
5 ARG SRR (IR eEK) ~ AR
AR L —F8 R - IR ZH HS % -
SR AR EL A I C A AR SR
R AL - BT HI R 3 - Al
IE - RHE A B EERZEL - BN FEATE
REUFE AR EAHLIERR - FTRESEHLAY R SEA]
iy poA T ALPN - AR YIES S/NSINS B Th i
HEHELIAT S R AN RL A AL -

Kt > FEGoogleHIRGSEEZA T - HMEfE S
A b - (2 BUFEE B TS RE
st 8 4 B AREIR A FI B EE A - 2RI >
HRZBEAIEHBZ S - EE SRR
R Rk > EEEWRFE TR E S E H &
RURES 28 - [Nt - REEE R & H R

1€ b SERET UG ~ A S B ARV RE P8R

K AR » HEEEEEE H B E TSN
BB BURM LIRS -
= BURDIER R AT i

H 20014099 1 1 2 S B S 2 A2 1%
HEIBIF T 2=y gk - thE N E
SE R AR EES  » 203 SS Eh ey ) =
T~ B RHRIDUERFE - BRI R
SrFRUEREE o TREEEETEE ) BRIREEAIEE
PERES > BEISR A A Rt - BRI IS L H]
TEER AN AN R EER - DLER PR &Ry
mEN(EEE T EA - - BIERNE =R
B o TEEBIETER L MURTS RIE AT L EIRE
HYGeorge Walker Bush&x5 2L/ g iEEt3&
(Terrorist Surveillance Program) » ‘& F 2 38 55
BHZ #EEY - HEHEI S AT R @I IME
FREL L (Foreign Intelligence Surveillance
Court, FISC)EHEM ZEI'E £ - *(H.2 %G [H
BRMEER T EETE ) AlSENEIME T
HBRERRARE - HAEE TR Barack Obamaff@#f
£ > VBRFFRGENE - MEfiBarack Obamaifd
W AE EE AT KT FFE E IF George Walker
Bushif# i B AR A2 o 7

1E2007EA2008 4K [H] » 38 B BT & 1Bl &
Yahoo - AR Yahoo!®R 538 WIBI K 4 &= Jm Y
"REEEETEE ) BEORIRHEBE I E R - Yahoo

26 John W. Dean > George W. Bush as the New Richard M. Nixon: Both Wiretapped Illegally, and Impeachably;
Both Claimed That a President May Violate Congress' Laws to Protect National Security » % %http://writ.
corporate.findlaw.com/dean/20051230.html > (2005) » & % P # : 2015&47% 29p -

27 Glenn Greenwald and Ewen MacAskill » NSA Prism Program Taps in to User Data of Apple, Google and Others

» 3 % http://www.theguardian.com/world/2013/jun/06/us-tech-giants-nsa-data » (2013) > #& 2 p #) : 2015% 4

Bzzp °

| ZeeE iy S FIZE640H8/ 20155105 |




e R IKE250,000€ TEHYI TEUR T M
Yahoo EX 7 LA T Ry & M TEAE 2B - {HZ3E
B BR324 Yahoo - MG AE VM Tk s B 1A g
RUARIRE - IR + Yooy 7] - itk
Yahootfl i ettt " BEEETEE | EHEEN
HIAELZ— o

HETEA » 249 ~ EimE E 3
Microsoft(20074F) ~ Yahoo(20084F) ~ Google
(20094F) ~ Facebook(20094F) ~ PalTalk(2009
) ~ YouTube(20104F) ~ Skype(20114F) ~
AOL (201145)R1Apple (201247 )8 - BB
HZE T REEIETE ) o B #HDropbox(2012
)P SR B o " VHESRIS SL IR ~ EihGE
B E S e EN N A BUE 20 Yahoo— A% B K
EXRFN7 8 o (HERE QB T EIRE I TERE
BgESM TEEETE L - CTnE 0 5Lk
A YR 3 da B o/ - S HL

BAPFRBER L /RN AE - BRLE
Ry H SRR AT AT AR -
IMEE o e ~ S b 8 5L 1 S+ HH 2 Al
TR o PSR (ANFE 7T ~ 855 (5 ~ b AERE
uh ~ FE L) > LI N O EE
R HEEERE EEERR - IR - 40
A i 28 2 o0 T B SC B R R B — A L
PRERHIEE
KBIBUF Ry 7 B g N i o> 1 > &
i R~ il R R LR L B R
EEAFHGEHE ] BERI Y i 7 ~ BREEIL T HE
VIR AT Bl - R (A ER R R T E
% (EUVE E SRR - B Rk
FIHEMSKBIRR - FRE R B a5
TR H F L R B AT -
A5 Bl /N E5 George OrwellfE
(1984) —F il " EAREFIEERFHIR

28 Yahoo ° Shedding Light on the Foreign Intelligence Surveillance Court (FISC): Court Findings from Our 2007-
2008 Case > 3% %-http://yahoopolicy.tumblr.com/post/97238899258/shedding-light-on-the-foreign-intelligence »

(2014) > #& % p ¥ : 2015&47 10p -

29 Barton Gellman and Laura Poitras » U.S. Intelligence Mining Data from Nine U.S. Internet Companies in Broad

Secret Program » # %-http://www.washingtonpost.com/investigations/us-intelligence-mining-data-from-nine-
us-internet-companies-in-broad-secret-program/2013/06/06/3a0c0da8-cebf-11¢2-8845-d970ccb04497 story.

html?hpid=z1 - (2013) > #& % P # : 2015%#4 % 22p -

30 Glenn Greenwald and Ewen MacAskill > NSA Prism Program Taps in to User Data of Apple, Google and Others
» 3 %http://www.theguardian.com/world/2013/jun/06/us-tech-giants-nsa-data » (2013) » #& 2 p ¥ : 2015% 4

1322];] o

31 Frederic Lardinois » Google, Facebook, Dropbox, Yahoo, Microsoft, Paltalk, AOL and Apple Deny Participation
in NSA PRISM Surveillance Program - 3% 4-http://techcrunch.com/2013/06/06/google-facebook-apple-deny-
participation-in-nsa-prism-program/ > (2013) » ¥z p # : 2015#4* 10p -

32 Michael Liedtke » Denials in Surveillance Program Require Decoding » ¥ %-http://news.yahoo.com/denials-
surveillance-program-require-decoding-000528228 . html » (2013) > # % P #p : 2015%4 % 30p -

33 Laura Poitras and Glenn Greenwald > NSA whistleblower Edward Snowden: 'I don't want to live in a society that

does these sort of things' — video » 3% %-http://www.theguardian.com/world/video/2013/jun/09/nsa-whistleblower-
edward-snowden-interview-video » (2013) > ¥ % P #) : 2015F4% 12p o

| 2= iy S FIZE646H8/ 20155103 |




(Ec¥axin

(big brother is watching you)HJ[&EHT - **7EiR
% HAE MRS BUR A & S i AR
R TR E - AR NS AER TR
KW F RIS A0 A 5 IR 2L 6 o0
¥~ ERIE TR BRI SRRk EE I S E
% BT A Ay R ] Se i e B -
{58 A B ik R B P 52 > W BEOR B I
126 L B ek B AC & R e T B4 - BIEE
BLER ~ WIRECERFIT R - BT R - A& L
HY R O - HUE O R A B R AT I

==

 ZEEREN
KB ZFEHEALFEAESR - HHK
ETSEEIRE —Y] - [H2BUNFAICIBIZ L
ERAEERR - A ARESEaR R
IR - SCERIE B IR R BICE T S E AT
1E > P8O HER I R e A 2V L 2 B3Ry
W% R EFKMcCarthyism) Y EE ARl
s AEaE AR SR ] A Y BRI A E
ZR e NRNEBEEEE - Eikars A
B\ - BESR - BRAESRBIE A TE - {HIA
BRER S T N BT Z B EGH » (RIETH
K+ %% FAAEREFEE - EIE LR
RITERE & AR ARSI HER R E B
MERSE o H T ELEE - ARG HE
o 5B A BIEG
R - FE 2B - FEIHE R AT B
B4 % > RHARHR S EENIEIRER - &
HEREEAE R - RGBS RS - a0R

& v ELERATBUR ~ A2 B A B0 E TE5R

BUFEARRIL T R AR RERS - 20BSFA
RE > [EIFFHLBHEE T Edward Snowdenfy =3
H1 > BEE A SE Ry i I RE A2 1T Ry  BX
JF RO 2 TR B E AL H ORI T Ry DUETE
FL S R S Ay B i AR YR A RERERAH S
B RARBEFTOL ©

B i ERE A FY R R

AFRIANE R E— R R AR A
& BIE A EIRGETSEES - FrHBregRs Rt
AFEAEE] o A2 SRR - 2 KE A BT
SANE - B FHAEEARAE RN ] - FIERf A
HUIE FEARHE - BB H O AT SR I E fE AR
e FEARNTESE MUE AR FE - 20EAE
MRS > HE NHERRIEEEA - =8
& s B ALRP R B T SR BRI A i o (BAET
BAWET - Al REd 2 H R ME CAEW
ESFTHERERY S o WEESAURREETE - BEATSLIAE
e gl oy LR Bk & A R & o0 A1 -
i GERIETER AR S E > 5L AR LL
FEEEIREL PRGETEAN S - B L B Ay o
Z—HAUND—F A EKGEREEEETE
5838 > ITPETERRHIRRRE -

AREEEI I BTN AR ETE R - BUSHIYHE
B RAC—RRRT - W H ERESAEE 18 Bl H Ay
a I RSP T o B AR AL ML (2R
ERRES UL
— ~ E R BT

a2 HF Immanuel Kant$g {8 85

34 George Orwell, Nineteen Eighty-Four (London, UK: Secker and Warburg, 1949), pp.1-267.

| ZeeE iy S FIZE640H8/ 20155105 |

R




\al
“EESEIIII

(deontology) » %M ¥t ATERVEE - 38k AHE
e EE - AFHE > K AR B
AZHYENY) - AR H B TE) - FERE
REESEEH T IITEIR - HELENR
FHMIFIITR - BIESRZHMAHEH - H
VAN ErERY -

Kantfg H E R f# (Categorical Imperative)
FREE A -

TRERFARTE > fEmiRE S S A
SO EEA - R TR -

Act in such a way that you treat humanity,
whether in your own person or in the person of
any other, never merely as a means to an end, but
always at the same time as an end.

ESPEASY PN S NS IR (IE SiSE1UN
HRTHE - @A Am . A7

ERBEBUTHEERER - BT TERIRL
& WHPY - EEEMEARR - SRR
A A B BRLAN, FS R W 5 o P SR B
FHEARBR HR M T H - KU Ry T #msd K 5
I e TEIRL R ey TRR -
R 2EAe - fhaeny "R, > &
R ERIERE o FrlL > fEREBUGHIIRH
S {5 & E R 5 g T ~ MENGREY
Pk o KL - ShAE Kan e 3 10 /iy B s s
fieim " BERL A, BESSEEE o HEE
KB A EAER R " A ) SRR
fY o

A AGETEAEAE > R HE BRI ERE
LAY - ARG ~ M AR ~ ik gy 2 i
WURs B AR e BT - ARYHIETEIERE
ENETE ORI EEE - 78 T BEgREEE | AU
HIME > SEERAEERIR M A ? Edward
Snowden H AN ZHAE - A Z M - TS
B Ry RBIBUN N EEZAR LK » T B AER
MR BE B RIREAL - B RZEAM S » 911
RAMiEF T oEE  HER TE L
& MEAZMAEZENHE > EFNE2RE
B EA BITHS -

Edward Snowden$® s " BEEEETE | WE
il ABCEREEMBEE - CHEEHITE
KLEEEBH > HS i EH BRI Ry s
L - EEFEAREILIESEE - HETIERN
KA T BERE RS - K - B8
EFEBIEEEA N » Edward Snowden#$5 D&
PRAREIRE LR - DUIEER T XE BN N &
BT Ry ©
—~ BURRYH R

TR £ F Jeremy BenthamZH 38 =AY x
R RS sEiE i AL - B KSR
I T e R A B RAL R EERE S I SRR i
AALR 7 B2 IEMERY » FTLL - NawfT Rl
BB e frl - MEFHFEIT RBBAURT R - HE
HARZHAHFH - IBET REtEE1Y - I
B HHER (teleology) » JRF.Z Ry A F- 28

(Utilitarianism) ° *°

35 Immanuel Kant, Groundwork of the Metaphysic of Morals (Riga, LV: Johann Friedrich Hartknoch, 1785), pp.1-

148.

[ Z=E e S FIISE648HA/ 20155 104 |




H— A7 92 John Stuart MillFEH, 1 &
A H AT RE S S IR e

NJEZ P LA B e B A g m] DA 1 e
e S Ho A o AT B E T o HE
—HIHBE R T H IR -

That the only purpose for which power
can be rightfully exercised over any member
of a civilized community, against his will, is to
prevent harm to others. His own good, either
physical or moral, is not a sufficient warrant.

Mgl - Eik & h AL R BRI TEIE
FHEERHEANGE - e AstEBEHR
HIMBAITT Ry -

"REEETE ) ORI RFEUR - KD
3r(56%) IR R RFEE T BEEEE L &0
e AU SR T B R e
MR T R LATEBS FTREAYZMMG 128 - L RER B
20024FHY9 11 ZMM A BE 1% - SR IR SR AT 855k
AR FARE GO - i LB BUT L E R Ry T TE
BN —ROVI R R - T Rt 2
AL - ¥

H H /9 i 15 B9 [ B A2 iR B I T
o AfeE M - BEEAH - R R AR

1 2 E R ERAT BN ~ B A A e

IR LR T - SR A EIRYKS R o KT
REMERE - BEMITT Rl B &EtE -

e T REEiETE  —FKE > EEBUNE
e SO BN 22 - (HRZHERAANER
FE > HENERERR - RS S
N ESRLRE B R A A Bl SR L R B 2L - H

AfE

“REEEETET o AERMERE RN TEREA R
BT U RIME ST - RS IS DUME RS L B 5 1)

it e EERE G - SRR T 2]
EBIZK - BER AT Ry I A SR AR B 4 S BRR
Ao WEEBIFRE S EENEREEEE - &
I 5 S B R RE 5 -

REBUF T 1 HEEE] 52 2 2211 75 ZEER AL
R EIT R > EREARARE - HHE
ARE ~ AR ~ BIG0% HHE(E - BESRS A
AR - T RRERETER ) BETREHTEDG TRIEE
MBI M BB EHE > (H A RAYZEEAHER] B
[FIER B Ad - K - AN =R L 2 R
EHH > ZFRFHEZME -
=~ HalEWLRE

™
=
[aay
=5
=
5
@
Ve’
=
il
N
B
(&=
=

B~ EmE R 2 B o (HREEAE R R
e 55 i i B A SE ] DURBE Y 2 I8 AN [

36 Jeremy Bentham, An Introduction to Principles of Morals and Legislation (London, UK: T. Payne, 1789), pp.1-

378.

37 John Stuart Mill, On Liberty (London, UK: John W.Parker & Son, 1859), pp.68.
38 PewResearchCenter > Majority Views NSA Phone Tracking as Acceptable Anti-terror Tactic » 3% %http:/www.

people-press.org/2013/06/10/majority-views-nsa-phone-tracking-as-acceptable-anti-terror-tactic/ » (2013) » & %

pEp:2015&4% 12p -

39 Michael Morell » Michael Morell: Correcting the Record on the NSA Recommendations » 3 % http://

www.washingtonpost.com/opinions/michael-morell-correcting-the-record-on-the-nsa-recommendatio
ns/2013/12/27/54846538-6e45-11e3-aecc-85¢b037b7236_story.html > (2013) > #& % P # : 2015#4 % 29p o

| ZeeE iy S FIZE640H8/ 20155105 |

e




\al
“EESEIIII

AR E B SR 2 f r 3T vl LU & RHZ I -
R 7 2GETT 08T 2 MR R ET UG &
"Iy B

18 % N BBRTAIR 2 BAE I A &Gy
TEBHE R okikE o RGBT %
A S SREF AT DU I R A HEFENT 8 - 28R
it &y —o 1 S E BRI BT Rk
AEEE - &R P RER R Z L IRRY & - T
HE 2 IRHRBCERBURT - R - AFTR A0S
TERE R Y 2 b - R B ERE BN EE
BRI AH AR ZE R B AR - T REME R
HIRIERE—Y) -
45 )
Kt > ##E ButEISR ~ AF] ~ EAN=
it 7 (0 B ERET I B 05 > A B BT 5 o A B 2
=FAUERFNEN - DEE=EHHEEN
fir L - ERIRIEGoogleps =& BLHY (k75 fhe k) Bil
Edward SnowdenZ{F5FE - HAEHEE ~ &
Uyt o R ER B A YRR -
— ~ BUN )RR

QN ER] 52 2252 John Dalberg-ActonEh B3P
S0 TREJIBE NS - RO RE B A RE S
HIJEEE | (Power tends to corrupt and absolute
power corrupts absolutely) ° 5 (52 2225
A S e PERE IR O 11 RA M ACBR =R - Ry TG
TREIA T LR o {H 25 s G 52
A DU R &R HE DA AR B ] — R B
S RO 1 B & R VR AR -

2 B — EH SR EUT 25 5 BAE H Y IR 58 B
R S E R ER IR KRR &KX
BUN SR - Wl 2 B #ily - it
BT B FEREN - R RS RIFHEE - &
PR & 2 BE AP i - ARIBEMS - THiG
BT AT DL Bl - O kR o B N 2R
+1H - AT LABEHE - A - — HEUREE L
FE 3 E B R B AN R S AL RE Ry ek - H
B A% RS R AR B O IR IR IR AL -
SRR D T/EN AT LRERR -
= REINLE;

55 Uyl BT SRR B PROE TSR - TurE
SE LR (I 5 R O PR L 5 P B By & BiLER
FAHIHARY - W RERY LR {5 F 25 17 28 It e At
FIEIRERS - MR BRI E" U= -
e T A 22 i 8 5 R O I8 P W0 A 8 R AR
il & R AR e & - S s Ik
EEEE -
=~ A A RACE

B BT PAB 22 22 4= s R 58 A1 3 B AR B
RLAETERIRGHE - B ek A M s B 4S5 11
ABETL o Kl - AHH e s 50 H 5 E R PR Y
1T R ReEM M BRI L 5 - BAREGE
TREIRFERIRRAL A ERERE | -

A W BUF BE A F] Al A B RE RS
AR RSB - NHAEMAE " HHRER
+ 4 E BRI B HIRIERYIEER CASE IR
UL - R (EBIERE) © BEFEE L
(Captain America: Winter Solder)#—a]f&da

40 Steve Lohr » Online Industry Seizes the Initiative on Privacy » 3% %http://www.nytimes.com/library/tech/99/10/
biztech/articles/11priv.html > (1999) > # % p # : 20154 27p -

[ Z=E e S FIISE648HA/ 20155 104 |




e T AMFTEELHEEBRZ A E
EH ; (Humanity needed to surrender its freedom
willingly) = “{HERAERIRATHIIE R /720 - BhE
AERAE R TH R - SRR R
B HEERE - ME RARREEE

BUGS IR RE T CASE @RI AR - HERE
A TESE E R R - B e R BEFT IR
8] EF7 4PN E

KL > BRI BB BRI S 1T
REJIBIAT By ~ B {FEAAHRARY T &S - 75
REutgh - FESEEBOFBGE -~ BE -~ 37
amEL S S HEIIRMTRES HIEHE G HE - £
ERRRYERE - RN - FMIOIBG
Bt & HE > 4 REH BB N RE
*EE °

[FIEREY > ] FTie AV B ek - g
EEHFHF I EHOHEEE - HEUA—E -
BT AR EER - R T N R e B A
RS & ke o RSB IEA IR BE R > 7
FHHERS 0 ] & £ - L& AR 5 Rig i
R SRR R A b -

PRI > TS R S AR R ER BT
B SR EE 2 ST B 5 (AU 1B - RARE S D05
TEZCRIVERSE - B 238 AR BT A TR Ay B KT
HHEM - TEREEEAFEREECD -
b - RGO - B T S R A S B 2
KA LR - B R BUN YR R R
FIFAIR AN »
Py~ PR AR

1 2 E R ERAT BN ~ B A A e

e Google ik sk Bl Edward Snowden
FHARE - HEALRE Ry KIE - NMERFIFFR
BEE L o B E S S T I E I i Y 52
77 BEINFEE/INLEER o JUHANREREE T
AT R RS R B R - DU o0 i U 1
1ol R BN B2 E - A s &R A A AT
Ty WERERF BRI EANS T - BERAE
M FBE N E A EEH - R EETT  HEE
RIAEBARIEEH -

SERA

1. Albert W. Alschuler, "Interpersonal Privacy
and the Fourth Amendment," Northern Illinois
University Law Review, Vol.4, (1983), pp.1-
58.

2. Jeremy Bentham, An Introduction to
Principles of Morals and Legislation (London,
UK: T. Payne, 1789), pp.1-378.

3. Thomas K. Clancy, The Fourth Amendment:
Its History and Interpretation (Durham, NC:
Carolina Academic Press, 2008), pp.1-738.

4. William J. Clinton and Albert Gore, Jr. »
A Framework for Global Electronic
Commerce » §£Zhttp://www.w3.org/TR/
NOTE-framework-970706 > (1997) » f&ZE H
f 1 201544 H10H -

5. John W. Dean > George W. Bush as the New
Richard M. Nixon: Both Wiretapped Illegally,
and Impeachably; Both Claimed That a

41 Anthony Russo and Joe Russo, Captain America: The Winter Soldier (Burbank, CA: Walt Disney Studios Motion

Pictures 2014)

| ZeeE iy S FIZE640H8/ 20155105 |

222
(55

R




\aa

F &SI

President May Violate Congress' Laws to
FFZ2http://writ.
corporate.findlaw.com/dean/20051230.html >
(2005) - R HHE] + 2015524 H29H -

Protect National Security -

. Charles Fried, "Privacy," Yale Law Journal,

Vol.77, No.3 (1968), pp.475-493.

Lawrence M. Friedman, "The Eye that Never
Sleeps: Privacy and Law in the Internet Era,"
Tulsa Law Review, Vol.40, No.4 (2004),
pp-561-578.

Barton Gellman and Laura Poitras >
U.S. Intelligence Mining Data from Nine
U.S. Internet Companies in Broad Secret
Program - F£Zhttp://www.washingtonpost.
com/investigations/us-intelligence-mining-
data-from-nine-us-internet-companies-in-
broad-secret-program/2013/06/06/3a0c0dag8-
cebf-11e2-8845-d970ccb04497 story.
html?hpid=z1 > (2013) » FZK HHH : 20154F
4H22H -

Google » Google Terms of Service » Ff
Zhttp://www.google.com/intl/en/policies/

terms/ > (2015) » ¥R HHH : 20154 3H22
El o

10. Glenn Greenwald and Ewen MacAskill

11.

NSA Prism Program Taps in to User Data
¥ Zhttp://
www.theguardian.com/world/2013/jun/06/

of Apple, Google and Others >

us-tech-giants-nsa-data > (2013) » 58 H
HH @ 201544 H22H -
Quentin Hardy > The Lowdown on Google

Drive » 3EZhttp://bits.blogs.nytimes.

12.

13.

14.

15.

16.

17.

com/2012/04/24/the-lowdown-on-google-
drive/? r=0 > (2012) » F=K HHA : 20154
4H24H -

Matthew J. Hodge, "The Fourth Amendment
and Privacy Issues on the "New" Internet:
Facebook.com and MySpace.com," Southern
Il1linois University Law Journal, Vol.31,
(2006), pp.95-122.

Immanuel Kant, Groundwork of the
Metaphysic of Morals (Riga, LV: Johann
Friedrich Hartknoch, 1785), pp.1-148.

Orin S. Kerr, "The Fourth Amendment
in Cyberspace: Can Encryption Create
a Reasonable Expectation of Privacy?,"
Connecticut Law Review, Vol.33, No.2
(2001), pp.503-533.

Philip Kotler and Kevin Lane Keller,
Marketing Management (Upper Saddle
River, NJ: Prentice Hall, 2012), pp.482.
Frederic Lardinois > Google, Facebook,
Dropbox, Yahoo, Microsoft, Paltalk, AOL
and Apple Deny Participation in NSA
EEE
http://techcrunch.com/2013/06/06/google-

PRISM Surveillance Program >

facebook-apple-deny-participation-in-nsa-
prism-program/ > (2013) > FEZEZHHH : 2015
F4H10H -

Michael Liedtke » Denials in Surveillance
¥ Z2http://

news.yahoo.com/denials-surveillance-

Program Require Decoding -

program-require-decoding-000528228.
html » (2013) » =K HH] : 201544 H30

[ Z=E e S FIISE648HA/ 20155 104 |




18.

19.

20.

21.

22.

23.

24.

H -

Daniel Lin and Michael C. Loui, "Taking the
Byte Out of Cookies: Privacy, Consent, and
the Web," Computers and Society, Vol.98,
No.Privacy (1998), pp.39-51.

Ching Yi Liu, "Cloud Computing Internet
Privacy," Taiwan Bar Journal, Vol.14, No.2
(2010), pp-39-52.

Steve Lohr > Online Industry Seizes the
Initiative on Privacy » §EZ2http://www.
nytimes.com/library/tech/99/10/biztech/
articles/11priv.html > (1999) - &K HHH -
20154¢4H27H -

John Stuart Mill, On Liberty (London, UK:
John W.Parker & Son, 1859), pp.68.
Michael Morell » Michael Morell:
Correcting the Record on the NSA
Recommendations » §£Zhttp://www.
washingtonpost.com/opinions/michael-
morell-correcting-the-record-on-the-nsa-rec
ommendations/2013/12/27/54846538-6e45-
11e3-aecc-85¢b037b7236 story.html >
(2013) » #=RHHH : 20154E4 H29H -
George Orwell, Nineteen Eighty-Four
(London, UK: Secker and Warburg, 1949),
pp.1-267.

PewResearchCenter > Majority Views NSA
Phone Tracking as Acceptable Anti-terror
Tactic » 3EZ2http://www.people-press.
org/2013/06/10/majority-views-nsa-phone-

tracking-as-acceptable-anti-terror-tactic/ -
(2013) > AR H I © 201554 12H -

25.

26.

27.

28.

29.

30.

31.

32.

1 2 E R ERAT BN ~ B A A e

Laura Poitras and Glenn Greenwald >
NSA whistleblower Edward Snowden: 'l
don't want to live in a society that does
these sort of things' — video » E£Z:http://
www.theguardian.com/world/video/2013/
jun/09/nsa-whistleblower-edward-snowden-
interview-video » (2013) » &R HHH :
20154F4H12H -

Robert C. Post, "Rereading Warren
and Brandeis: Privacy, Property and
Appropriation," Western Reserve Law
Review, Vol.41, (1991), pp.647-680.
William L. Prosser, "Privacy," California
Law Review, Vol.48, No.3 (1960), pp.383-
423,

Joel R. Reidenberg, "Privacy in the
Information Economy: A Fortress or
Frontier for Individual Rights?," Federal
Communications Law Journal, Vol.44,
(1992), pp.195-243.

Anthony Russo and Joe Russo, Captain
America: The Winter Soldier (Burbank, CA:
Walt Disney Studios Motion Pictures 2014).
Paul M. Schwartz, "Internet Privacy and the
State," Connecticut Law Review, Vol.32,
(1999), pp.815-859.

Daniel J. Solove, "Digital Dossiers and the
Dissipation of Fourth Amendment Privacy,"
Southern California Law Review, Vol.75,
(2002), pp-1083-1113.

Daniel J. Solove, "A Taxonomy of Privacy,"

University of Pennsylvania Law Review,

| ZeeE iy S FIZE640H8/ 20155105 |

222
(55

R




“mEEE |

33.

34.

35.

36.

37.

Vol.154, No.3 (2006), pp.477-560.

Shaun B. Spencer, "Reasonable Expectations
and the Erosion of Privacy," San Diego Law
Review, Vol.39, No.3 (2002), pp.843.
UnitedNations > The Universal Declaration
of Human Rights » §¥£Z%http://www.un.org/
en/documents/udhr/ - (2015) - FZR HHH :
20154£3 H25H -

Ming Li Wang, "Information Privacy
in a Network Society:Decision Making
Amidst Constant Change," National Taiwan
University Law Review, Vol.5, No.1 (2010),
pp.127-154.

Samuel D. Warren and Louis D. Brandeis,
"The Right to Privacy," Harvard Law
Review, Vol.4, No.5 (1890), pp.193-220.
Alan F. Westin, "Science, Privacy, and
Freedom: Issues and Proposals for the

1970's. Part I - The Current Impact of

38.

Surveillance on Privacy," Columbia Law
Review, Vol.66, No.6 (1966), pp.1003-1050.
Yahoo > Shedding Light on the Foreign
Intelligence Surveillance Court (FISC):
Court Findings from Our 2007-2008
Case
post/97238899258/shedding-light-on-the-
foreign-intelligence > (2014) > @R HHA :
201544 H10H -

» $¥Z:http://yahoopolicy.tumblr.com/

FREARLE FPRRZEAIEZAAL -
CHEPRRAEOEFTEEAYH - ARFH
TRAZLECHEZAN IR _F4% > HL
fRIEA -

Rt BUERELEF I L - £
APRRELETCHEZABR AL ERTE
AR P S TAE o

-

B AALE B #%T-4005% 5k 4%
(FRF 324% @ 3R3ksm)

[ Z=E e S FIISE648HA/ 20155 104 |




