10.6326/NDJ.2015.30(3).4

N
Hp
=2
e

35 [RE % 22 B w2 s
FI R 2 2N U
The US Experience of Cyber Security and Its
Implications to Taiwan's National Security

& 1E (Yu-Cheng Chen)
Hh K B PR B VR B 22 T L A
i Yt
ZE PRI EGE D - BB ZBEEE ~ 220 ~ ® 5 EEE R T =RV B
Bl o HEFRFE IR A SR RS E EHAE Y B B R R A it -t TR SR IR R SRR RS - R E
77~ KT) ~ BB LU e R o mEA L BR BRI i - R e RS L 28 ~ 5K
HE B ~ BUNTEBCEARE B 24 o SR H & KRR Es 0 [RIRE > w] gE R A pg i
B A il > R BIR A PR o SB[ e R 2¢ = HREk > 528 e 1 1 25 B SR oH
s~ B~ BRAE > EEBIERE ST o RS 2 TR RE S B B R B AR 2 — o
A o7 Mt SE K] ST M B 2 42 R B R AR BRET A BR 2 B B R E K 0 B
#7932 B AT R ) AR B 2 A U A 5 S At s A 36 B ST R B 2 A U P [T R A
Bmoo BtHE DEFMABEN ) ~ TRABUFAFIEABZESEL > DIk Dis{blakil
FOIE# TR 55 =38« Befeom i s 8 S Bl g e =P i ak e - MEmaiar [oe3 ZhilE
PRENS o B 22 TAUERRREIGE ) S1FE - AR I BT 22 4346 -

BRG] © MMEKZEfE] ~ BHPHILRRGRIE ~ BRI ~ kL2 ~ BALE
Abstract

Information technology has enhanced international dialogue, exchange and trade and
facilitated global flow of goods and services. Key infrastructures which withhold internal stability
and operation of country provide convenient services including electricity, water, transportation
and financial system. Digitalized infrastructures can promote economic prosperity, strengthen
military capability, and enhance the transparency of government. Nevertheless, while the world
is increasingly relying on cyberspace, it is likely that loopholes can be generated along with
the development of information technology. Thus, key infrastructures can be devastated by
cyber attacks and pose great challenges to national security. The US acknowledge the scope
of cyberspace challenges which covers the fields of military, economy, livelihood, and even
international affairs. The cyber security has also been considered as one of the most serious
threats to national security.
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Through the practicing process for tackling the challenges of cyber security, this article
analyzes the implications of cyber security to the US, and generalizes the trend of cyber threats
that the US is currently facing. Secondly, it illustrates the experiences of how America protects
its cyber security, including innovation of organization, promotion of public-private partnership,
and strengthening the efforts of intelligence gathering and counter-intelligence efforts. Finally,
it is worth learning the lessons from American's cyber security protection in order to establish
a comprehensive and forward-thinking strategy and to build new circumstances for security
works. These efforts are able to enhance the efficacy of Taiwan’ s security works so national
security can be ensured.

Keywords: Cyberspace, Key Infrastructure, National Security Strategy, Cyber Security,
Information Security
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