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Strengthen the Military E-Procurement— Design of
Self-Certified and Multi-Document Blind Signature Schemes

Pin-Chang, Su ! Po-Hsun, Hsiao 2 Ming-Hsin, Chen 3

-3 Department of Information Management, National Defense University,
Taiwan, R.O.C
% Office of Deputy Chief of General Staff for Training, Ministry of National Defense,
Taiwan, R.O.C

Abstract

Although the military e-procurement system has reached the beginning goal of the

electronic, but still have efforts to achieve comprehensive utilizes. The reason is the security
consideration. Electronic data processed and stored on the Internet may increase the risk of
data leakage. The study based on cryptography theory to enhance the security of military
e-procurement system, and further to induce self-certified Multi-document blind signature
scheme to mitigate the security concerns on the current procurement system and to avoid the
counterfeiting user identity weakness of issue certificate process. At the same time, it can also
reduce the cost and risks of public key storage, computation and management. Our study is
not only to reduce blind signature times, to simplify the transmission time and multiple blind

signature operation, but also solves the snooping and tampering problems of identification

and document.

Keywords: Military procurement, Elliptic Curve Cryptosystem, Blind signature,

Self-certified scheme.
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