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4 RootkitRevealer - Sysinternals: www sysinternals com

Ede Opbons Help

Path Timestamp See  Descrpbon
# HELM\SOFTWAREY 20078022 E Dbstes  Kep name contans embedded nu
ﬂ' HELM\SOF TWARE™ 20078022 E Distes  EKey name contams embeadded nu
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3!' HELMASYSTEM\Cont.. 2008/8/12°F Obyles Eep name conlams: embedded nu
ﬂ' HELMASYSTEM\Cont.. 2008/8N12 T Dbgder Key name contam: embedded nu
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#t(Packer)fEf7 o
fiet] — ~ & ) \ e BT A S BT Ao FH Y T2
AR TR T H S IRz - 7512
AR R PITR BT - BN FHPEID
A THE » e ey T HELS TR ]
ez -
=~ IR EERR R E
HREREIEHEHECR &
KR BLE | 8 S I B TRAR R AH BT ET -
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445 iy
588 ubpp
1867 UDP
1879 UDP
1871 upr
1121 ubpp
1162 UDP
1178 UDP

-» 1988 UDFP
1988 UDP

1988 UDP
1988 UDP
4588 UDP
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Gz s explore
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78 PEiD Multiple File Scanner v01.02

File

CATENEEND 4 I TN R+

C:\
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04 14547 E +

CYTEREEN04 142 1T ENBRR+ B 8.

T BRI N A O T R R

AN LY.

Identified 217 of 317 files in 1.31 saconds

CUTAEEN o 47T AR+ ...
CATREEENO4 1437 50 TR+ H ...
CATANEENO 4IPS N TR+ I 5.

CATEREE 4RI EEN B+ B
TATE 041 4&}*&3;@55&5}5. .

CVTRAEN04 14 SO TR+ B #7...
CATEEE 0 4 T TN B+ 8.

Info A
Borland Delphi 6.0 - 7.0 [Overlay]

Borland Delphi DLL [Crverlay]

Microsoft Visual C++ 6,0 DLL

Microsoft Visual C++ 6.0 DLL

hullsoft Install System 2, 1x [MNullsoft FiMP SFx)
Mothing Found [Owverlay] *

UPX0.89.6- 1,02 / 1.05-2.90 -> Markus 8 ...

Microsoft Visual C++ 6.0 DLL
Micrasoft Visual C++ 6.0
MWothing found [Overlay] *

Mothing found [Overlay] * i
Rlakkins Eaiwmd T omel =i 1
Close [+ Show only PE Files
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CWSandbox ' & 4 47

Submit Malware Sample to Sunbeit Sandbox

Erter your el address
To sudoerll Tive samples, chck “Submit 5

J-\ﬁ = ‘E vy SE” Lo u'|-'r|1l- file you wwarl b arakyr-
ke f0r Anualy

¥ A E-mailfs

Within & short trme he an ﬂlf 3 of r-eﬂ- o ut-rnn‘l! d#ll be =zert to your e

EHTML Results

Wour emnl address

File to uplosd: (= 122008 KE)

Comment: = 255 chars

Text Results

LR gde R

I_ Subirmil sample for an

alysis 1
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HEw AR
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74 &k : Malware Research Labs, http://research.sunbelt-software.com/Submit.aspx, Aug, 2011.

% o

(O AT BRI RS - B RiSAT
AERES 2 4F VMware Workstation NEEVZ{F
SEZHE(Windows XP sp2) » ARSI
EEAKENEE  dlEEsHEEE =
FRARTEGET » AT E e TSR S22
ERT - eI b A E S FH R RE

» FiT LIAEAR S 53T _fz'f%iﬁﬂﬁ*ﬁ =
% Wf BE H R

~ =I5 ﬁ:k%

I S I EE THIRE =N
TR AT RS R« RIERAE oA SR (
nRJ) - IEEREASTRERAIERT) -
G ERE TR R AR — ~ T 2) -
begse— ~ e EAZR S\ Ao AT HUAS SR

» AR PERITER R TS - 55—
[HFFREAPI T th g o PR =(ay Hrh—I8
EHEL - BE ] A eSS TR TR
Tl PR R A R (A0 ) - LAF]

146 ESSEMEAT] FRh+55533H/2014F28

EHA BRI ERSEER -
o am

[V & N 2 R HI 2 - ERERY
T B S 2 IR -+ {EL R e
WREL » HEAMBTRA R ENE
PR - RPEEUE A - 23 - BIRIEER
‘Eﬁzﬁeéﬁfﬁhtﬁ FolXIFE H RTalERFE 5

IHHIBERI A S5 - BTV RS LLA R
HE ¥ C A 3K &fc TG -
RA B HERE R 2R

J3 0 L AR ZA MR LT 2%
H ¢ AR R EE R AR § B
[ I TR 5 AR T o
UIEEAS
PR T T _E EAAFF 2RI RS -

(B3N s S T RN SR E S (G R
AR TR T T - 1T H A
WS F A RE APTRRIL A &5 SR 7 00



R

Malware Report for ID: 2742662
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@ Sunbelt Software ™ CWSandbox Report
[ scamsummay | MMProcesses | rencmmy | RegmtryAcowy | setwsrs Acnsy | Processvetss |
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@ Analysis Summary
I Cevandbox Version: 106
-.:'-l'l-
I Sutmted Fie file.eme
I WO eTeMi TR cobe H3c 11T Thbde
B
bbb 1R da o6 LS THE S THH 1 TS TRA
R Lo CramabysinlogTibeosnyumn_1

n Main Processes (2)

) PROCESS &1, i 524
I PROCESS =7, i 684y 11

@ Spawned Processes (7)
i PROCESS = 3, i

gy FROCESS = 4, i
113

M PROCESS & 5, ik
167)

) PROCESS # & (i:
LEH L]
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I
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i n
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L ]
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L ]

744 %k © Malware Research Labs, http://www.cwsandbox.org, Feb, 2012.
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11— H- pmssats
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F1 24.0% 16.1% 1.5:1

F2 65.0% 16.1% 4:1

F3 50,5% 5.0% 10.1:1

F4 88.0% 85.6% 1:1

F5 58.0% 12.9% 4.5:1

F6 29.0% 0.1% 237.8:1

F7 8.0% 0.1% 65.1:1

F8 3.8% 0.0% 3.8:0

F9 4.5% 0.0% 4.5:1

F10 39.8% 14.5% 2.7:1

F11 56.3% 2.6% 22:1

F12 48.3% 2.6% 18.8:1

FAHKR  x T
212 FHREERE AT
P b R Az 3 ¥ A2 BT
F2,F3,F4,F5,F11 30/0% 1.0% 30.8
F2,F3,F5,F11 42.3% 1.1% 38.5
F2,F4,F5, 49.3% 4.6% 10.6
F2,F4 60.5% 15.6% 3.9
F2,F5 52.0% 4.6% 11.2
F2,F11 55.3% 13.4% 4.1
F4,F5 54.8% 11.2% 4.9
F4,F11 52.5% 2.4% 21.5
F5,F11 44.8% 1.6% 282
F2,F3.F4,F5 36.8% 1.2% 30.1
F2,F3.F4 43.3% 4.3% 10.1
F3,F3.F5 36.5% 1.2% 29.9
F3,F4,F5 37.0% 1.5% 253
F3,F4 46.8% 4.8% 9.8
F3,F5 38.8% 1.6% 24.4
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