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Self-Certified and Threshold Multi-Document Mechanism of
Signature Schemes-a Case Study of Military E-Document

Kuo-Wei, Huang' Po-Hsun, Hsiao' Ji-Cheng, Liu' Pin-Chang, Su >

! Ministry of National Defense
* Department of Information Management, National Defense University,
Taiwan, R.O.C.

Abstract

Military e-document system of Military units follows the documents procedure
ordinance of the Executive Yuan to produce electronic official documents and to exchange
between government agencies and organizations through information management systems on
the Internet. The e-document system is mainly used for processing, planning, and
implementation of policies, supervision, assessment, management and execution. Owning to
maturing Internet network and cryptographic technologies, information security studies have
been emphasized. Therefore, it is worth studying to apply secure and confidential mechanisms
to reduce divulgation in military e-document system. Though numbers of one-time encrypted
documents will result in complicated computing and time-consuming, the study proposed a
new mechanism for planning future electronic document system. The study applied elliptic
curve cryptography technique to speed up computation for one-time signature multiple
documents. Under the same length of encrypted key, the computation time will faster than the
current RSA and ElGamal algorithms. The signcryption times and operation period will be
promoted. The proposed scheme will be more secure and efficient. In addition to (7 n)
threshold signcryption mechanism, the scheme also has ciphertext threshold characteristics.
The document cannot be decrypted without reaching the threshold of decrypting numbers, and
then the ciphertext malicious theft and embezzlement occurrences can be prevented.
Furthermore, the study proposed self-certified mechanisms to use public key and signature to
complete cross authentication procedures without third-party certification center. It will be
able to prevent counterfeit certificate center attack more efficiently.

Keywords: Self-certified scheme, Elliptic Curve Cryptosystem, Multi-document, Threshold,
Signcryption scheme
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