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The Design of Self-certification and Confidentiality of Coast
Guard Communications network

Pin-Chang Su, Qian-Zhong Qiu, Ming-Zhong Li, Chang-Hung Liao, Huang-Tang Chien

Department of Information Management, Management College,

National Defense University, Taiwan, R.O.C
Abstract

The task of Coast Guard is diverse and special, and how to safely use wireless communication
network will provide various types of information service execution, and transmit information
to command and control center. The key task execution will more efficient by the decision
analysis, which enhances the performance of Coast Guard. In this paper, we propose a the new
method using Elliptic Curve Cryptography. Our method meets not only the confidentiality,
integrity, security and other basic needs, but also the effect of avalanche. This study has the
following five advantages: (1) building fast and safe self-authentication mechanism. (2) not to
need the certification of online centers in communication phase. (3) complying with the
confidentiality, integrity, authenticity and non-denial of other basic security needs. (4) mixing
with false information to increase the difficulties of deciphering. (5) effecting ciphertext with

the effect of avalanche.

Key words : Self-certification, Elliptic Curve Cryptography.
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