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Abstract:

In recent years, computer intrusions occurring in govern-
ment, military, and business have become common place. Even
though only some of these were reported on newspapers and
magazines, the overall loss 1s too great to estimate. Since
Taiwan’ s military is on the frontline to protect the nation,
robust security measures must be followed. This article pro-
vides information security examples and discusses regulations
focused on info sec mechanisms in Taiwan’ s naval units. We
provide analysis and recommendations for improvement that ev-
ery unit can reference.

Keywords: Information Security (IS); Information Security Management
System (ISMS); Information Security Incident (IS Incident)

. tegral part of daily life. Accordin
1. Introduction gratl b Y &
to the newest survey, FIND, conducted

In 1990, the Computer Center 1in
the Ministry of Education established
the Taiwan Academic Net (TANet)K
which 1s now universal throughout Tai-
wan. Utilizing this new technology to

process information has become an in-

by Institute for Information Indus-
try, the popularity of computers among
families in 2009 reached 2.4 comput-
ers per family? By years end 2009,
the number of broadband Internet us-

ers reached 4,960,0003,demonstrating

1.Li, Cheng-Chi, ” The Promotion of Computerization in Universities”

ty,Kaohsiung(2001)

, Unpublished Master’ s Thesis, National Sun Yat-sen Universi

2.Wu, Pei-Ling, ( Foreseeing Innovative New Digiservices of Taiwan’ s Broadband Home Network in 2009-Network Indicator of

Individual and Family ) , http://www.find.org.tw/find/home.aspx?page=many&id=249.

3.Chen, Jyun-Fu, Li, Ya-Ping, ” Taiwan Internet Users in 2009”
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that the internet has the advantage of
breaking the limitations of time and
space. As the result, 1t has become
indispensable in the modern times.

The worldwide use of Internet ap-
plications has made IS incidents more
prevalent. In addition, more powerful
computer processing has also resulted
in an increased threat, in both vari-
ety and occurrence. According to the
statistics issued by the Directorate-
General of Budget, Accounting, and
Statistics in the Executive Yuan, or-
ganizations with more than 30 people
using computers, b54.77% of them has
experienced IS incidents. In these in-
cidents, the most frequent ones were
virus (53.20%), the second most fre-
quent were backdoor (10.68%), and the
third most frequent were distributed
denial of service (DDOS) (2.96%){
Moreover, CSI/FBI’ s investigation
report about computer crimes and se-
curity states that the most frequent
four major incidents in 2009 5’6) were
virus (64.3%), laptop theft/fraud

(42.2%), insider abuse (29.7%), and
DDOS (29. 2%).

There is a well known saying, °
Prevention is better than cure.” To
ensure that information technology
and network grow under safely secured
environments in our nation, as well
as to prevent IS incidents such as
breach of confidentiality, destruc-
tion of important information systems
and network crimes, the Executive Yuan
enacted IS management guidelines for
organizations in 19997.The Executive
Yuan also proclaimed several regula-
tions subsequently to reinforce the
overall protection of IS in the na-
tion. Following national policies and
laws, government bodies established
their own IS mechanisms one after an-
other. Moreover, complying with “The
Concrete Solutions for Dealing with
IS Incidents And Risk for Government
Bodies by the Executive Yuan in 2004,
government bodies are required to ac-
quire IS certificates from third-party
IS institutions (BSi7799-2/CNS17800),

4.The Data Management Processing Center of The Directorate-General of Budget, Accounting and Statistics of The Executive Yuan of
the Republic of China, { A Report of Computer Applications in 2009 ) , http://www.stat.gov.tw/ct.asp?xItem=25562&CtNode=5210&

mp=4.

5.Robert Richardson,” 2009 CSI Computer Crime and Security Survey Executive Summary” ,Computer Security Journal,December

2009.

6.Robert Richardson,” 2008 CSI/FBI CSI Computer Crime and Security Survey” ,Computer Security Journal,2009.
7.The Exective Yuan of the Republic of China, (IS Management Guidelines for Organizations of the Executive Yua ) ,http://cissnet.edu.

tw/purpose02.aspx.
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making standardized IS management
mechanisms directly by the Government.

The Taiwan Military, playing the
role of protecting the country, has
also faced rigorous challenges after
information digitalization. Due dili-
gence must be taken since a single
careless accident may lead to leak-
age of military intelligence, and
pose great damage to the country.
To solve the difficult situation in
IS, related departments in the Tai-
wan Military keep deliberating ways
to improve IS in order to reduce the
chances of incident occurrences. In
this research, we take the Navy as an
example, we discuss about the current
situation of planning and deploying IS
mechanisms, and perform a SWOT analy-
sis on the current situation. We also
provide recommendations for improve-
ment against all kinds of information

threats, hoping to prevent further

risk.
2. About Information Secu-
rity

2.1 The Definition of Information

Security

Unintentional Intentional

p " Orgamzational

| Operator Ervor \ hackers )
p - . . T <;':'l‘?":“: | Curious persons
Flaws i Staff Spy
(e desten ) -_

Figure 1. Factors Endangering Infor-—
mation Security
Resource: Public Servant’ s E-Learning Campus of the Repub-

lic of China, {(B01-001 Information Security Man-
agement -for MIS Manger ) , http://elearning.nat.gov.
tw.

The word
has been used for more than 30 years.
The Safety Criteria of FBI in the U.S.
defined IS as

from being intentionally or acciden-

“Information Security”

“Protecting information

tally disclosed, transferred, altered,
or destroyed” 8. “Unintentionally”

implies that information 1is leaked or
damaged by nonhuman factors such as
blackout,

contrast,

earthquake, and fire. In
“Intentionally” means that
the source of damage comes from human
intentsq

The factors of “Unintentional”
and “Intentional” are shown in Fig—
ure 1.

Therefore IS is to preserve infor-

mation confidentiality, availability

8.Tnag, Yao-Jhong, “ A Study on Information Security from the Perspective of Warefare” , (Taipei:Chuan Hwa Book

Corporation,2003).

9.Public Servant’ s E-Learning Campus of the Republic of China, (B01-001 Information Security Management -for MIS Manger ) ,

http://elearning.nat.gov.tw.
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Table 1. The IS weaknesses and threats of an organization

| tems

Contents

Weaknesses
Inside An
Organization

Informational
Assets

Databases, data, and digital files,

Documents

Contracts, guides, manuals, brochures, and paper documents,

Software

Intel lectual properties such as applications which support
organization operations, self-developed software, and systems,

Physical Assets

Operational equipment such as computers, disks,

power suppliers, and air conditioners,

servers, tapes,

Personnel Employees, customers, and contractors
Services Applications and communication services,
Image and

Advertisements

Image of an organization and advertisements

Threats
Outside an
Organization

Hacker Attacks

Networks or applications in a business attacked by hackers by any
means,

#EZ?;matlon Organization documents or files thieved by employees,
Sl Other adversaries of an organization sending spies to penetrate

and steal information,

Virus or Trojan
Horses

Important data sent or leaked automatically by computers infected
by virus or Trojan Horses,

Intentional or
Unintentional
Deletion

Data deleted or damaged by persons inside or outside the

organization intentionally or unintentionally.

Awareness

Applications or procedures being cracked without awareness,

Power Outages

Power supplies for the operation of an organization being

interrupted,

Resource: He, Ying-Jhou,” Information Security Risk Assessment of Regional Academic Network Organizations: Case Study on Yilan

County Academic Network” , Unpublished Master’ s Thesis, Guang Universit(2007)ll

and integrity; other properties such

as authenticity, accountability, non-
repudiation and reliability can also
be involved (CAN 17799)'". Effective
safety measures must rely on the new
ways of how new technologies make use
of information, and prevent before

things happen (Eugene C. Schneider

Gregory W. Therkalsen, 1990)

to ensure the perpetual existence of

in order

an organization.

2.2 The Risk in Information Secu—
rity

“Safety” and “Risk”

related. The weaknesses and threats

are highly

confronted by the organization forms

4

10.International Organization for Standardization,” ISO/IEC 27001 Information technology — Security techniques —Information security

management systems — Requirements, first edition,ISO,2005.
11.He, Ying-JThou,”

Information Security Risk Assessment of Regional Academic Network Organizations: Case Study on Yilan County

Academic Network” , Unpublished Master’ s Thesis, Guang Universit(2007)
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the basis of risk . Weaknesses are
evaluated from the personnel, informa-
tional assets, and physical assets in
an organization because the weaknesses
inside can result in the threats out-
side. Threats mainly come from outside
factors such as hacker attacks, indus-
trial spies, virus, and Trojan Horses,
because threats outside often result
from the weaknesses inside.

The IS weaknesses and threats of
an organization are shown in Table 1:

2.3 Information Security Incidents

An incident is how the source of
a threat poses damages to an organiza-
tionl? An information security event
1s an identified occurrence of system,
service of network state indicating a
possible breach of information secu-
rity policy or failure of safeguards,
or a previously unknown situation that
may be security relevant. (ISO/IEC TR
18044:2004)

In the investigation report on
computer crimes and security con-
ducted by the CSI/FBI5, tracing back
to the occurring rates of major types
of IS incidents between 1990 and 2008
(as shown in Figure 2 and Table 2), 4

types with the highest occurring rates

— — V|rus

==m= |nsider Abuse
wsess Laptop Theft/Fraud
=== Unauth Access
w=ve= Bots

== Financial Fraud
o= DNS

2008: 433 Respondents

0
,\999 'LQQQ ¢QQ\ ,)951' 1965 ,LQQA ,)QQ" 1QQ6 ,1901 ¢°Q$

Figure 2. Occurring Rates of Major
Types of IS Incidents
Resource:Robert Richardson,” 2008 CSI/FBI CSI Computer
Crime and Security Survey” ,Computer Security
Journal,2009.

113

are “Virus” , “Insider Abuse” ,
Laptop Theft/Fraud” , and

ized Access”

“Unauthor-
respectively. The rate
for “Insider Abuse” was even higher
(which always had the

highest rate) for a certain period in

than “Virus”
2007. In addition, we can see that *
unauthorized access” grew higher in
2008 than in 2007.

The Service Group for Planning on
Elevating Campus Information Security
Services in the Ministry of Education
“Top 10 Threats on Network
Security in 2008”

organization SANS (responsible for se-

classified

announced by the

curity trainings, authentication, and
study) into four major categories: °
Website Threats” , “Act Threats” ,

Insider Threats” , and

173

“Social Engi-
neering Threats” 13). Here we refer to

“Notes on Responding to Emergent In-

12.Eric Maiwald, Fundamentals of Network Security, (U.S.A.:McGraw-Hill Technology Education,2004).
13.Ministry of Education of the Republic of China, { Network Security Analysis ) ,http://cissnet.edu.tw/knowledge 11.aspx.
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Table 2. Occurring Rates of Major Types of IS Incidents

2004 2005 2006 2007 2008

Denial of Service

39% 32% 25% 25% 21%

Laptop Theft

49% 48% 47% 50% 42%

Telecom Fraud

10% 10% 8% 5% 5%

Unauthor ized Access

31% 32% 32% 25% 29%

Virus

18% 14% 65% 52% 50%

Financial Fraud

8% 1% 9% 12% 12%

Insider Abuse

59% 48% 42% 59% 44%

System Penetration

17% 14% 15% 13% 13%

Sabotage 5% 2% 3% 4% 2%
Theft/Loss of Proprietary Info 109 9% 9% 8% 9%
~-from Mobile Devices 4%
-from All Other Sources 5%

Abuse of Wireless Network

15% 16% 14% 17% 14%

Website Defacement

1% 5% 6% 10% 6%

Misuse of Web Application

10% 5% 6% 9% 1%

Bots 21 20
DNS Attacks 6% 8%
Instant Messaging Abuse 25% 21%
Password Sniffing 109 9%
Theft/loss of customer data) 171% 17%

~-from Mobile Devices 8%

-from All Other Sources 8%

Resource: Robert Richardson,” 2008 CSI/FBI CSI Computer Crime and Security Survey” ,Computer Security Journal,2009.

formation Security Incidents And Risk
for Organization§’]4) enacted by the
Executive Yuan and classify domestic
and foreign IS incidents as follows:

1. Man-made disasters: can be clas-

173

sified as “Risk from Inside” and

Intrusion from Outside” according to

the sources. The “Internet Security”
aspect includes sniffing, tampering,
and DDOS; the

pect includes virus, worms, backdoors,

“System Security”’ as-

Trojan Horses, invasion, weakness
threats; the
aspect includes inappropriate access,

“Management Security”

14.National Information and Communication Security Taskforce of the Republic of China, ( Notes on Responding to Emergent
Information Security Incidents And Risk for Organizations ) , http://www.tcfd.gov.tw/02mid/07trouble/96/96-02-01.doc
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Table 3.Responsibilities of Information

Security Systems in Different Levels

Itens IS Trainings
(Commanders,
Contents Defense | SMS Auditing Managers, .
Strength Defense Depth Promotion Methods Technicians, Certificate
Level General
Personnel)
izati At least 2
NSOC/S0C Urgenizetions Al 2 certificates of
X certified by . (4,6, 18, 4 !
A 4 IDS Firewall . self audit IS proficiency
o third-party hours) /year .
Antivirus . in 2007
in 2007 annual ly
Organizations 1 certificate
5 ] E?fégz)l | 5 e e ‘S\;Legzgil 46,184 |of IS
ANt ivirus third-party annual | hours) /year |proficiency
in 2008 y in 2008
Organizations
IDS Firewal | plan L Sel f- (2,6,12, 4 Trainings in IS
C 2 Antivi up their own R .
ntivirus T o examination hours) /year |proficiency
groups,
D 1 Firewall Promote ISMS |[Self- (1,482 Trainings in IS
Antivirus concepts examination hours) /year |proficiency

Resource: National Information and Communication Security Taskforce of the Republic of China, ( The Implementation Plan for Grad-
ing Government Organizations' Information Sercurity Responsibility ) , http://www.hjes.tpc.edu.tw/mediafile/445/fdownload/

589/64/2009-9-14-23-19-55-64-nf1.pdf

unauthorized
theft, de-

struction of informational assets.

account embezzlement,
login, social engineering,
2. Natural disasters: such as hur-
ricanes, floods, and earthquakes.

Unexpected incidents: unforeseen

accidents such as conflagrations, ex-

plosions, nuclear incidents, severe

building damages, hardware damages,
power outages.
2.4 Information Management System
According to the 15th workgroup
conference held by National Informa-

tion And Communication Security Task-

M4 BESWERTIEN+RESERHE

force (NICST) on July 7™, 2006, in
order to define accurate procedures
for IS responsibilities of govern-—
ment bodies, “The Execution Plan for
Information Security Responsibility
Classification for Government Bodies

was enacted in the hope of prevent-
ing information from being destroyed
by potential threats and elevating
national IS protection level. By con-
sidering the subjective and objective
situations from a management perspec-—
tive, organizations were classified

into 4 predefined IS levels: A (Impor-
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tant Core), B (Core), C (Important),
and D (General)l? Tasks that organi-
zations in each level should execute
are concluded in the following table
3:

The application of Information
Security Management System (ISMS) is
also included as part of the manage-
ment tasks. ISMS is one of the largest
management systems and also an impor-—
tant part in the overall management
system. It is based on operational
risk, using personnel, information,
equipment, access, system security,
and environment safety as the scope of
IS and adopts a process approach for
establishing, implementing, operat-
ing, monitoring, reviewing and improv-
ing an organization s ISMS (ISO/IEC
27001:2005).

ISIS applies Plan-Do-Check-Act
(PDCA) model to correct the ISMS to
The model is

shown in Figure 3. The following 1is

ensure 1its efficacy.

the brief description for the model:
1.Plan (establish the ISMS): Es-

tablish ISMS policy, objectives, pro-

cesses, and procedures relevant to

managing risk and improving informa-

Interested
Parties

Interested|

Parties Plan

Establish
" 1SS ‘ﬁ’

Imp lement
and operate

Do [ the  1SNS

Maintain and
improve the

1SMS Act
Information

Monitor and
review the
1 SNS
secur ity
g ek

lexpectations

Managed
Information

q sercurity

Figure 3. PDCA applied to ISMS pro-
cesses
Resource:Robert Richardson,” 2008 CSI/FBI CSI Computer
Crime and Security Survey” ,Computer Security
Journal,2009.

tion security to deliver results in
accordance with an organization’ s
overall policies and objectives.

2.Do (implement and operate the
ISMS) : Implement and operate the ISMS
policy, controls, processes, and pro-
cedures.

3. Check (monitor and review the
ISMS) : Assess and, where applicable,
measure process performance against
ISMS policy, objectives and practical
experience and report the results to
management for review.

4.Act (maintain and improve the
[SMS) : Take corrective and preventive
actions, based on the results of the
internal ISMS audit and management re-

view or other relevant information, to

15.National Information and Communication Security Taskforce of the Republic of China, { The Implementation Plan for Grading

Government Organizations’ Information Sercurity Responsibility ) , http://www.hjes.tpc.edu.tw/mediafile/445/fdownload/589/64/

2009-9-14-23-19-55-64-nf1.pdf
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achieve continual improvement of the
rsys 101617

Before the international standards
for the ISMS are enacted, the Bureau
of Standards, Metrology and Inspec-—
tion, Ministry of Economic Affairs in
Taiwan chose ISO/IEC 27001:2005 as the
verification standard for the ISMS in
[S027001 is an Interna-
tional Standard for the ISMS. It is a
management system rather than a tech-

.17
our nation

nique and includes 11 domain areas, 39
control objectives and 133 controls
11,17

11 domain areas are described
briefly as follows:

1. Information Security Policy: To
provide management direction and sup-
port for information security 1n ac-—
cordance with business requirements
and relevant laws and regulations.

2.0rganization of Information Se-
curity: To set up a managing structure
used to manage and control IS in an
organization as well as executes ex-
isting IS regulations.

3. Asset Management: To ensure that
all informational assets are effi-
ciently protected in the organization.

4. Human Resources Security: To

define security responsibilities and
roles of all personnel.

5.Physical and Environmental Se-
curity: To propose simple and precise
safety requirements to all personnel
in the work places.

6. Communications and Operations
Management: To facilitate communica-
tion inside and outside the company
as completely as possible in order to
make ISMS function successfully.

7. Access Control: To control ac-
cess to information.

8. Information Systems Acquisition,
Development and Maintenance: To ensure
IT projects and related supporting ac-
tivities are safely controlled in the
company, and controls and encrypts
data when necessary.

9. Information Security Incident
Management: To ensures IS incidents
and weaknesses related to the ISMS are
conveyed in some degree in order to
take real time corrective actions and
use persistent measures to manage IS
incidents.

10. Business Continuity Management:
To develop and maintain enterprise’
s continuous operation plans and pro-

tects key activities from the effects

16.Tang, Yu-Yu, ( A Study of ISMS Policy ) , http://sab.tycg.gov.tw/files/download/455d7741.ppt.
17.Bureau of Standards, Metrology and Inspection, Ministry of Economic Affairs of the Republic of China, (ISO 27001:2005
Requirements Of Information Security Management System ) , http://www.bsmi.gov.tw/wSite/public/Data/f1228114692438.ppt.
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of disasters or interruptions.
11.Compliance: To comply with IS

regulations and requirements.

3. The Current Situation
of Planning And Deploy-
ing Information Security
Mechanisms in the Navy
in Taiwan

As the era of digitization comes,
learning how to prevent computer net-
work crimes and crisis as well as
maintaining information system secu-
rity become the most important mission
of the Government. Therefore, the Ex-
ecutive Yuan approved the first period

“Establishing National Information
And Communication Infrastructure Secu-
rity Mechanisms Plan(2001-2004)”" 1in
January, 2001, and founded the Nation-
al Information And Communication Secu-
rity Taskforce (NICST). It was since
then that the government started to
systematically promote the establish-
ment of information and communication
security in our nation18

Our nation experienced two peri-—

ods of promotion of “Plan on Estab-

lishing Information And Communication
Infrastructure Security Mechanisms
in Taiwan (2001-2008)" '"* total-
ing up to 8 years. In the first pe-
riod (2001-2004), national information
and communication security organiza-
tions and emergency centers were es-
tablished, and government bodies were
encouraged to set up “Information And
Communication Security Teams” , defin-—
ing “Ensure a secured and reliable
information and communication envi-
ronment in our nation” as the goal
of this period. In the second period
(2005-2008), the Government planned
“Shorten the tim-
“Enhance the

protection ability for information

four policy goals:
ing of notification” ,
security” , “Reinforce understanding
and education in information security

”

, and “Promote international co-
operation” . The “Chief Information
Security Officer (CISO)”

bility system and the

responsi-
“Responsibil-
ity Level of Information Security’

were approved, distinguished into four
levels: A, B, C, and D, according to

their importance. The Government also

18.National Information and Communication Security Taskforce of the Republic of China, ( National Safety Communications Develop
Plan(2009-2012) ) ,http://www.hdais.gov.tw/13/0104726 A00_ATTCH1.pdf.

19.National Information and Communication Security Taskforce of the Republic of China, { Establishing National Information And
Communication Infrastructure Security Mechanisms Plan (2005-2008) ) ,http://www.libcc.nsysu.edu.tw/file.php/16/100210.pdf,2007.

20.Lin, Chei-E, ( Study of relation between Information Security Literacy and Law breaking recognition:A case of Military Personnel )

,Unpublished Master’ s Thesis, Shu-Te University,(2006)

FERE—OOF+H—H 117



A Study of Information Security Mechanism in Taiwan-Taking The Navy as An Example

continuously worked on performing ma-
neuver on the defense/attack/notifica-
tion of information and communication
security, spreading information and
communication management systems, 1in-
formation and communication education,
and services for audit, and actively
constructed the infrastructure of in-
formation and communication security.
Moreover, NICST was regrouped in July,
2004. After completing the missions in
these two periods, following National
Information and Communication Initia-
tive Plans, the Government set its
goal to construct quality Internet so-
ciety.

In the organization structure of
NICST, the Ministry of National De-
fense belongs to “The Standard Group
7 “The Audit Group” , “The Regu-
lation Group” , and “The Response to
Notification Group” . It actively pro-
moted each kind of IS protection con-
structions in order to establish the
IS defense ability of

and respond to changes” , and took the

“Alert early
measure of “Detect and defend active-
ly” to set up IS defense mechanisms.
[t proclaimed several IS control mea-
sures, deliberated reward and punish-
ment regulations for IS, pushed iden-

tification mechanisms for IS, executed

18 BESZWERTIELN+RESERHE

physical segregation of networks,
popularized IS education, required
management by responsible people, and
emphasized audit for IS in order to
establish the defense systems that are
protected by multilayered measures and
immediate controllability, achieving
the IS protection target: “Can’ t get
in and out, not understandable, and
can’ t be taken away’ .

3.1 The Defense Mechanisms for In—
formation Security in The Navy

1. Computer Emergency Response:
Complying with the IS policies pro-
claimed by the Ministry of National
Defense, the Navy Command Headquarters
approved “The Plan on Computer Emer-—
gency Response” which combines policy
enactment, notification processing,
development, consulting, and Computer
Emergency Response Team (CERT) in ev-—
ery unit to set up the Navy Computer
Emergency Response Team (NCERT), fo-
cusing on notification, early alert of
information system and network inci-
dents, effectively reducing the loss
and recovering rapidly, ensuring the
safety of the military networks to
support combat missions.

2. The Navy Information Security
Control Center: The Navy set up “The

Navy Information Security Control Cen-
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ters” in 2007, integrated all kinds
of IS defense software, and set moni-
toring points inside the camps in co-
ordination with the IS monitoring sys-
tems. They combined defense tools such
as firewalls and intrusion protection
systems to gather, report, respond to
IS incidents with a single standard,
enhancing the defense capability of
the IS control system21

3. Information Security Defense
Structures: Regarding the IS manage-
ment in an unit, the “Higher Au-
thorities Instruct The Subordinates”
mechanism was established to audit and
supervise the IS situation of units in
different levels2? Meetings between
chief IS officers are held periodical-
ly in order to eliminate IS incidents.
The IS system is described as follows:

(1)The chief IS officer system:
The vice leaders of all units of dif-
ferent levels play the role of the
chief IS officers who are responsible
for supervising the execution of IS
related jobs.

(2)The IS manager system: The man-
agers or vice managers of the IS de-

partments take on the IS managers, in

charge of executing IS related jobs.

(3)The IS officer system: Every
unit assigns IS officers to perform
tasks including maintaining informa-
tion systems, auditing and notifying
IS incidents.

4. Information Security Defense
Techniques: Facing current IS threats
and following the development plans by
the Ministry of National Defense, the
Navy applied the single port mecha-
nism to physically segregate targets,
deploy AD access control, develop
new electronic authentication sys-
tem, use encryption software and USB
disks, monitor the usage of wireless
networks, and utilize the IS setting
widget, informational assets and file
security management systems. In the
future, it will apply digital file
protection mechanisms and enhance
electronic authentication by combining
other applications to satisfy the six

173

needs in IS: “Physical Safety” ,

Personnel Safety” , “System Security

”

,  “Network Security” , “Computer

Security” , and “Data Security”

23, 24

3.2 Information Security Regula-

21.Youth Daily News,M.N.D. of the Republic of China, http://news.gpwb.gov.tw/newsgpwb 2009/news.php?css=3&nid=19199&rtype

=2,2007.

22.Ministry of National Defense of the Republic of China, http://www.mnd.gov.tw/Publish.aspx?cnid=65&p=29363,2008.
23.Ministry of National Defense of the Republic of China, http://www.mnd.gov.tw/publish.aspx?cnid=65&p=31639,2009.
24.General Political Warfare Bureau,M.N.D. of the Republic of China, http://gpwd.mnd.gov.tw/onweb.jsp?webno=3333333027&webite

m_no=1053,2007.
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Table 4. Information Security Defense Related Regulations

Recent IS regulations and plans

2001 |The Regulation on Network Usage And Security

2001 | The Regulation on Information Security for The Usage of Personal Computer

2004 | The Notes on Physical Segregation and Control

2005 [The Improvement Measures for The Control of Information Security
2005 | The SOP of Information Networks

2005 |The Regulation on PC 1/0 Devices

2006 |The Disposition of Old/Broken Properties

2006 | The Control of Informational Equipment And Storage Devices

2006 The Inspection And Learning of Physical Segregation of Networks and Storage Management of
Informational Equipment

2006 | The Management of Informational Equipment and Media

2006 | The Management of URL

2006 | The Management of Laptop

2007 [The Policies on Information Security

2007 [ The Management of Websites

2007 [The Control of CD/DVD Rom Usage

2007 [The Control of Input/Output Devices And Portable Storage Media

2007 | The Measures for The Improvement of Information Security Control Mechanisms

2007 |The Wireless Network Monitoring System

2007 |The Note on The Management of Information Security for Personnel Going Abroad on Business

2008 |Lecturing for Personnel Violating Information Security Regulations

2008 | The Supplement of Informational Equipment
2008 [The Usage And Management of Encrypting USB Disks

2008 | The Evaluation And Instruction of New Generation Personal Computer Systems

2008 |The Regulation on The Rewards/Punishments for Information Security

2008 | The Regulation on The Control of Portable Media And Management of Software

2009 [The Revision of The Regulation on The Auditing Process of Military Data on The Internet
2009 | The SOP of The Information Security Control Center

2009 | The Revision of the SOP on The Assignment of Informational Equipment

2009 | The Promotion of Education on Information and Communication Security

2009 |The Plan of Computer Emergency Response

2009 | The Execution of Connecting to The Internet through Single Port for All Units
2010 | The Control of Informational Assets

2010 | The Education And Trainings in Information

2010 |The Certification of Information Security Proficiency

The Revision of The Concrete Measures for Controlling And Auditing “Higher Authorities
2010 : ”
Instruct The Subordinates

2010 [The Deployment of PKI

Resource: Lin, Chei-E, ( Study of relation between Information Security Literacy and Law breaking recognition:A case of Military
Personnel ) ,Unpublished Master’ s Thesis, Shu-Te University,(2006)
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tions

The Navy Command Headquarters com-—
plied with the regulations and plans
by the Ministry of National Defense
and required that all units should
prohibit doing business at home with-
out exceptions. Moreover, in the ef-
forts to completely cover all aspects
related to IS and make officers and
soldiers work within a standard, IS
regulations and plans were proclaimed.
Recent IS regulations are summarized
in Table 4.

3.3 Education and Promotion Activ—
ities for Information Security Aware-—
ness

To reinforce officers and soldiers

belief in the idea that IS defense
should be treated like wars, and en-
able them to understand more about the
severe results of breaches of confi-
dentiality, IS classes are included
into the fundamental and advanced edu-
cation in the Navy. Officers and sol-
diers are trained and imbued with IS
knowledge as well as confidentiality
keeping and related laws. Small cards
Educational material and CDs that de-
scribe the control of IS are created,
and personnel are educated and tested
on the issues of IS when entering a

new department in order to reinforce

IS concepts.

General trainings on IS are held
periodically through itinerant lec-
tures, certificate of IS proficiency
for IS officers, lecturing for person-
nel violating IS regulations, and lec-
tures on IS for personnel going abroad
on business. E-learning platforms on
IS are also created so that officers
and officers and soldiers can learn
by themselves through Internet at any
time.

IS proficiency trainings are held
by the Navy itself or non-governmental
organizations. The scope of the for-
mer includes trainings on the systems
the military uses, project trainings,
and seminars. Trainings held by non-
governmental organizations are funded
by units at different levels. Repre-
sentatives of these units are sent to
the trainings, and are responsible for
training others in the units after-
ward. The proficiency in IS is elevat-
ed by doing so.

To promote IS education even more,
all kinds of military or academic
magazines (such as the Naval Academia
Bimonthly, Naval Officer School Quar-
terly, and the Army Forum) publish
[S-related articles and even provide

special columns as the interaction
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platforms between soldiers and IS ex-
perts. They discuss about the points
on IS affairs and key experiences on
the defense measures, imbuing officers
and soldiers with the concept that ev-
eryone is responsible for IS.

3.4 Information Security Supervi—
sion And Examination

The Taiwan Military faces current
IS threats and identified
tion of national defense does not leak

”

“Informa-

and “Information processing does
not stop” as the major needs for IS.
To testify all kinds of defense mea-
sures, 1in addition to the attack/de-
fense in the annual maneuvers, the
Navy receives annual and nonscheduled
IS audit from the Ministry of National
Defense. Moreover, the Navy also car-
ries through the plan on “Higher Au-
thorities Instruct The Subordinates
", supervising the subordinates and
discussing about the advantages and
disadvantages in IS meetings. Person-
nel performing well or violating regu-
lations are rewarded or punished ac-
cording to regulations, expecting that
officers and soldiers can follow the
requirements on IS and fulfill IS de-
fense rules.

Beside the audit by the Ministry

of National Defense, the Navy Command
Headquarters even promoted I1S027001,
about the certificate of IS

management. Under the PDCA model of

which 1s

ISMS, the Navy continuously supervised
IS management of all units and got the
certification in October, 2008. In
addition to conforming to the inter-
national standards, the Navy also ex-—
pects to reduce organizational IS risk
and impacts on officers and soldiers’

work, and makes officers and soldiers
acquire the ability to defend them-
selves in the long sun, proceeding to

. . 25
create a quality IS environment .

4. SWOT Analysis

Recently, based on the strategy
of the Ministry of National Defense,
the Navy put emphasis of information
war on protecting network security.
This can be achieved through effective
countermeasures and the construction
of monitoring systems, while consider-—
ing the IS situations of the troops.
Although IS policies have been imple-
mented for several years, there 1is
still room for improvement, such as
transforming passive defense into ac-
tive detection and control, and de-

veloping digital recognition abilities

25.Navy Command Headquarters,M.N.D. of the Republic of China,http://navy.mnd.gov.tw/Publish.aspx?cnid=846&p=30579&Level=1.
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Table 5. The SWOT of IS defense in the Navy

Strengths ; S

Weaknesses ; W

Opportunities ; O

Threats ; T

Information And
Communication
Awareness And
Environment

1. Has higher IS

awareness and
alertness,

2. Executes every

punishment
without
exceptions

3 IS policies

greatly
suppor ted by

higher managers
4 Has higher

personne |
reliability.

5 Well propagated

IS knowledge

_Lower will to

participate
and common
consensus

Does not separate

responsibilities
from rights; Only
few informational
operators execute
IS missions,

. Personnel put

their faith
in luck,

1. Higher
authorities
require more
rigorous
disciplines,

2. Encourage
participation
in IS trainings
and seminars;
IS knowledge
is more
comprehensive,

1. More incidents
on social
engineer ing and
malware infection
are found due
to violation
of portable
media and
Internet related
regulations,

2. 1S efficacies
are hard to
be evaluated;
potential effects
are often unseen
resulting in
insufficient
investments and
difficulties in

Overal | Defense
Ability in
Information And
Communication

more complete

2. Comprehensive

infrastructure
of IS defense

versions vary
too fast, but
there are too few
professionals
that can handle,

IS attacking

methods change
every day, and
weaknesses

are too many
to defend

. Current systems

and networks
cannot be
upgraded due to
insufficient
budget

resources with

great efforts,
2. Loss due to

IS incidents

stimulates the

development and

applications

of IS defense

skills,

practicing
1. Periodical ly . There are too 1. The Government 1. The Military
promote IS many secur ity and Military becomes
policies and settings in promote al l undesirables’
audit, making the systems kinds of favorite
IS control and networks; IS defense attacking target,

2 Trojan Horses

and virus flow
everywhere on
the Internet,

3. Intentional

damage made

by people who
are discontent
with the unit,

PERE—OCOF+H—H
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1 Establish 1 Does not include
definite the possibility
responding that IS incidents
plans and may be concealed
organizations, without being
effectively repor ted
elevating IS 2 Personnel

Emergency notification and receiving
Response Function response ability incident

2 Possess complete

duty system and
can receive
incident

notifications are
not familiar with
the responding
procedures,

1 Retrospection
after IS
incidents to
elevate the
appreciation of
the responding
process,

2 The spread of IS

incidents and
the restrictions
by laws draw
more attention
to IS incidents

.People

intentional ly
publish fake
incident reports
unspotted by the
people on duty.

. Cannot recover

immediately
when severe
incidents occur,

reports and
deal with them
immediately.

Resource:

18. Here we perform an SWOT analysis

of IS defense in the Navy as shown in
the following table 5 so that we know
how to make use of the strengths and
opportunities as well as reduce weak-

26, 27
nesses and prevent threats ).

B. Conclusion

The Navy reinforces protection
measures for IS based on the estab-
lishment of troops for information
wars, and actively constructs tight
IS protection mechanisms and capabil-
ity. Besides enhancing multilayered

and comprehensive IS mechanisms for

troops at different levels, the Navy

should further enhance professional
IS skills,

defense into active detection and con-

transform IS from passive

trol, and continuously maintain 1its
strength in the battlefield of infor-
mation between China and Taiwan. Five
suggestions for improvement are pro-
vided as followsZI'

1. Enhance information management,
absolutely follow IS regulations, and
strengthen cross examination to pre-
vent breaches of confidentiality.

2.Reinforce IS disciplines, carry

out security supervision, and estab-

26.Jiang Tung-Ru, Guo Jhen-Siang, Jhang Ruei-Yi, Syu Kai-Ping, ( A Study on The Establishment of The ISMS Maturity Model in
Educational Organizations ) ,Taiwan Academic Network Conference 2008, http://ccnet.km.nccu.edu.tw/xms/index.php?view=content

_show&id=977.

27.Tsai, Chung-Han, ” A Study on Information Security in Government Organization” , Unpublished Master’

Chengchi University, Taipei(2003).
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lish IS management systems with com- academy, and gathering information
plete confidentiality. about the deeds in information war of
3. Increase training in informa- other countries. 3

tion technology and communication,

cultivate information and communica- Yi-Wen Chiu

tion talents, and develop professional B.B.A., Dept, of Information Manage-
ment, NDMC (ROC)

Military Training Officer in National
Magong High School

skills in information technology to

maintain the strengths.

4. Accelerate the combination Dow-Min Yeh, Ph.D. .
of the resources in the military Ph. D., Dept. of Computer Science,
and complete the transformation UTAH (USA)

Dept. of Software-Engineering Profes-
sor, NKNU(ROC)

. ] ) Pei-Chen Sun, Ph.D.,
5. Continuously enhance information A0 (ot @ (e i e e

process of information technology and

communication human resources.

and communication systems and NSYSU (ROC)
Professor and Director of Information

] ) ] ) and Computer Education Institute,
interacting with the industry and NKNU (ROC) and Computer Center Director

defensive combat techniques by
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