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Abstract

The ROC army has been involved in the applications of military simulation. Along with the
development of war game models, we have to provide parameter values for weapons and perfor-
mance indexes for engaged entities in the model. Therefore, there is a need to build a parameter
database to support the modeling procedures. The share of parameters should conform to the
general requirements for data security: secrecy, anonymity, integrity, authenticity, protection and
unlinkability. By means of Group Digital Signature we propose an algorithm to realize anony-
mous information sharing among users of parameter database. The group manager is in charge
of generating and distributing private keys for all authorized users of parameter database so that
he or she can trace the source of every signature to inhibit any event that violates data security
requirements. We also compare our algorithm with NTRU, a well-known multinomial digital
signature, on the levels of security and computing time complexity and find that our algorithm is
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more efficient in the respect of verification scheme on encryption and decryption signature.

Keywords: ElGamal Digital Signature, Group Digital Signature, NTRU (N-th degree truncated

polynomial ring)
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