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A Comparative Study on the Legal Framework of Intelligence

Communication Surveillance in the R.O.C. and U.S.

Li , Rong-Geng

Abstract

For the purpose of national security, intelligence agency usually conducts
communication surveillance to gather necessary information. However, from time
to time, communication surveillance invades the privacy rights of targets and
innocent third parties. Thus, it becomes critical to balance national security and
the protected fundamental rights while conducting intelligence communication
surveillance. This article introduces and analyzes the legal framework of foreign
intelligence surveillance of the United States. In addition, we point out the defects
of the National Intelligence Services Law and Communication Surveillance and

Protection Law.
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12 Id. at 321-22.

13 United States v. United States District Court, 407 U.S. 297 (1972).

14 Jd. at 299.
15 Id. at 300-01.
16 Id. at 300.
17 Id. at 309.
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FAE® °

TR I BB i k2R 0 A HI R (8
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BZA ), PrE T RIS Bom AR ER 5L > AITRDE AN
BIRIRR T R B2 Horb s TEINBA ST ) $51Y
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B HG BORE A 2 o 15 R B R B N A T T
N HE RHEE 22 HIZH B T SR U B IE AV K -

SN

18 Id. at 310-12.
19 Id. at317-18.
20 Id. at, 319.
21 Id. at 320-21.
2 Id. at 322-23.
23 Id. at 323.

2% ZRMAR RS HEIEA RGN > M TR EFATEE (M4 TAAREFIREEWEN T > 4t ET IR ETEAR
AT MRBABER - TF L AREREBERIFEIRYMMETRT > 2HGKALEAANE XS > HRENETHRZ
B 84 T 4T S 4K 04 5 #3831 R o In re Sealed Case, 310 F.3d 717, 742 (For. Intel. Surv. Rev. 2002). 54:69F i > &2
M Ay BUF AN — — FHE T 4B R %42k (National Security Agency ) 474K IFRIAAE R R E LGB IEHZ — o

Blum, supra note 10, at 284-86.
25 United States District Court, 407 U.S. at 309 n.8.
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Keith ZEA£58 —(EH o AU FI R EE - w] DAE
AR

*ﬂ%Bﬁ'&%#::) B g A% 8 ST A T R

(A) BIUEEE
e
B W E
B Y [ = HEVUEIE
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2RILA - Keith 20 R FRER - Nl > 5%
FE% 0 ZHCKEERERR - NRSIRER - 1§
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o B AT R IR A 1 o AR 52 % o B
EEFERY SRR AT AR A B R DA EE R
Ry e T E AN EE 5 - T M AE B AR
AiEs  HAlREgRIEER Lt BER
FANREEHL - Jera#k (Richard M. Nixon) #ift
k% AT — -

(5) Keith 2R 1% 185 2&
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T RO A EE LTI - IR (ER T T EPEE
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26 Id.

27 See Beryl A. Howell & Dana J. Lesemann, FISA's Fruit in Criminal Cases: An Opportunity for Improved Accountability, 12 UCLA

J.INT'L L. & FOREIGN AFF. 145, 149 (2007).

28 See, e.g., Brown v. United States, 484 F.2d 418 (5" Cir. 1973); United States v. Buck, 548 F.2d 871 (9" Cir. 1977).
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st FR AN B 175 7 5 227 (the Foreign Intelligence
Surveillance Act of 1978, FISA) | AYEIE® - {F
“OO—FR I ——F MR - KEIBFLE g H
T T EEEEZE (the USA PATRIOT Act of
2001) ™ RigEMEE T FISA» THEZH
R TS BoE A EE R HE - IRZOO/JUE >
Wk I P S5 FISA ilE T 2B /1 Ed
G 2B 1F 1% (the FISA Amendment Act
0f2008, FAA) | * o #&fazicsn » FISA FEE2H
i LA B 5 A B2 S B R R T R B T R 22
11 FAA R R 5 12 17 56 B 52 SN 17 1 [ B RH
BEgZ o DU plER I iz EEHLE -

{h ~ BB MR TG 5k (FISA)
FHEAERZE

S B FISA 9 H AI4ER A L
R R 5 B T U A 1 B ER TS Bl 0 T e
FA T ol e EE 22 iy E AR - (R E
TR » FISATETR 2 1l 5 #02 DA S BRI 55
AHEEZ27E (the Wiretap Act) Fs 075255 » MM
R EH TR - B2 R H
B e TR EE A HAE 2
7228 K > fERF B I > FISA SRS
A TEE o W40 > FISA FT AR & 1Y G 221 R
TR~ —H T REAE - A2 E B E

ABL IR EN =K ™ - IR > 36
I gt S o T T B R R IAR P RUE - FH A
RS P B 1 Ao RN B 2R - DUEE REE X
KB RIEEEEEAN > W R L 2

— FHRENERCHEARER

ol R (BB ) B4 % (electronic surveil-
lance ) Z¥5: R E G S  FISA i B HYRERR
AVURE - W T SIS EHAER G - H
FIERERYR RS K 2 A iy EHUE
A o

L EE RN RS TEE 2
HHGEEREHE T LM, EAY—E BB
I > A &H FISA BU#A - RIBEENE -
CALEENE — T R RIS N AR A K G
BLgX i) 2B (S5EEN (wire communication ) &% {E
#E N (radio communication ) - H #5758
AHEZ AL R SE B A R S - #0AH FISA
HOEH > o tb—HLE R E B E R E R Z — T 2
BEARISEE R - 1A GBI T 15 o A E 220
B Ry {r] 7 o

HZ RS — TR RBIEE N N (G
B RREAR) - HEREBE AN TS
FHEEEE - B IE Hom e 2/ A FISARE ] * -
JE — I ORI 2 B B2 BT T 1 ol R R Y 3
BEAESERIEEN - ANl s E R f] - f2ille > H
TS AT A 1E R B A S S 85 RN ER 52 -

P _ESEGSCRT 4 - FISA G AR AR #E AT A HY

29 The Foreign Intelligence Surveillance Act of 1978, Pub. L. 95-511, 92 Stat. 1783 (1978).
30 The Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001,

Pub. L. 107-56, 115 Stat. 272 (2001).

31 The FISA Amendment Act of 2008, Pub. L. No. 110-261, §403, 122 Stat. 2463 (2008).

32 gpaepw sy 0 FISA @45 7 3@ 30 % %% (wire and electronic surveillance) ~ 4% 43 % #& 692% % (physical searches, 50 U.S.C.
§§1820-29) ~ B3t Lo bk ey B (pen registers/trap, 50 U.S.C. §§1841-46) A 3HL i ¥ % 4% (orders for the production of
business records and tangible things, 50 U.S.C. §§1861-62) % ML EHF o AL THo) TR L A B HIEA LRy > Bt
AEEEETARL AL LI REETFRORBERFY LS -

33 50 U.S.C. §1801(h).

3¢ 18 U.S.C. §2518(5).

35 S. Rep. No. 701, at 58-59.

3650 U.S.C. §18011(1).

37 See S. Rep. No. 604 pt. 1, at 32.

38 50 U.S.C. §18011(2).

39 Id. §1801f(3). See S. Rep. No. 604 pt. 1, at 33.
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- BLHAEREBNES

#KH# FISA WUHLE » R A E - LTI o
AHELZEHT - MHERGHE FNERRATES - IS
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FeRE e B B -

L1 IN

W H Bfia g (Attorney General ) ~
Bt 244 5 (Deputy Attorney General ) 57 818
BB a R (the Assistance Attorney Gen-
eral for National Security ) #ZHE#LIER @ 1592
BRmEREGE " - W —HeRe T EH
AR - At —2k - SRR ERR S 71 o i
BT NEE - WS B LR B -

OEFERERF

FISA Firax it B B2 P AH & B » EoG -
WA E B EFER - WHEEE (oath) 5
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EHWRLECA Y FISA IEEK > MM E - 8k
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AR Bl SR I R B2 BB
KRERBEFSOEAE MISHEEE > S
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S5 o A EE R ks © -

G EFEAFTIR MR E T RER - &
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(A)EEZH G R INRB T TEANE 5 B
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(B)=Z Bt i et i e st five B Ry B SE Ry S M
SR ETAENEFTE

FISA FEHHMIE F T {158 " SNEIZE ) (for-
eign power ; &z " SN #4 7.2 T{E N B (agent of
foreign power) | * o Hrfr TANIEA T o TR
TELFEINE T ~ HERE - AHAR R RS -
BT A REBFTAR GBI R BOEE RS - a1
WAk - B2 CARSTFERIEIR (ATERED * -
ERINEEL T TIENE - Rl REEFS T £
ANEREIEEBI AR - AN SHEZ2EEARH
A1 (knowingly ) H{¢ F &k IUIRIT /I » 5
Al E RN B ) TEAR ™

4/ IMEEFZFF (minimization procedures )
I Es e

"RMEERRT ) 1A FISA R IEE S
HIRE JoEFR ™« HPEERFHHEGH
EB N R &R RGE ~ FriUSERBIR S

40 S. Rep. No. 701, 34.

41 347 FISA 6922 4% A% VA A K Pr4L A 0083 7 R A PUT B R M B 4 £ 3 R 8 ZIRANER R0 BIFHE A 09 RFE o 1345
Byt 0 3R E 0 e B A XU #3F o See Blum, supra note 10, at 278-80.

42 50 U.S.C. §§1804(a) and 1801(g).
43 Id. §1804(b).

44 S. Rep. No. 701, at 49.

45 S. Rep. No. 701, at 49-50.

46 50 U.S.C. §§1801(a) and (b)

47 Id. §1801(a)(1).

48 United States v. Squillancote, 221 F.3d 542, 543-44 (4" Cir. 2000).

4950 U.S.C. §1801(b)(1) and (2).
50 Jd. §1801(h).
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WA B 1 S & H s H B (the purpose) < fiA
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BUCRBATERSL » HAPRIZRIIER - BT
HEATIE R RE DU R NE T & iRy (M
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A ST E RN ETZE Y o N FISA ()
BB R DA — AU SR (E & s H WY AGE T AN [
Hos B EE T - FREZHIEE - Hlsk
I B 0 S8 S0 2 e s AT 75 A 2 BRI i FS R T 1Y
TR

(OFERIEFEA— A7 /i3 (normal

Hek

={i1l}

investigative techniques ) H{{% ;

i — ] B SR B 3 B Tk 0 AR B R R
ETREML > — R T R R, .
(D) A AIUF Y& & R FISA HY/E £

15 Hom S S S < &R IR =2 R
il o 8 FISA ZHIE » [§HoEEHETZE HaE
DLELS T ANER T # & 21 (foreign intelligence
information) | ° HME|TE EE IR E - BLSEE]
NRESNEZS S HRE - BAGE LGRS -
Tl 8217 B (sabotage) B¢ Fii%& (clandestine ) [
WIEEN A -

MR EEZE T DU EE RIS
H B2 5 7 2 A —E BT

@) MM FISA [l R AT fR HUB A RS
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AR g 205
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38 — {8 AR T B 3 B W R e A B 22 R AE
L o F IR Ry 1 G 1 B BT N AL
I gl % - RERFEREEH R EHE
L

O FMNHETEEREEZR )ARR (Foreign Intelligence
Surveillance Court )

FISARGIT T " ANBIE e g2 iibe , o HE
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B o Bb—"FRERE R B AT HELE S B ek
bebef - HEEHZD+—[@EL AT %
b # 4 - Hh =B B R A Ed &
terifiE (Columbia District) HYEREEAHA L

51 S. Rep. No. 701, at 50.
52 Id.

53 The USA Patriot Act of 2001, Pub. L. No. 107-56 115 Stat. 272 (2001).
54 SNB R SR R3S 00 & do Bk 3R AT 8 (sabotage) ~ B FE A £ % (international terrorism) ~ B]3E7E$y (espionage) - vA A& 2 9h
Bl 3 A 4 ) R AR & 4 N £ B35 N %5 4T 24 o See In re Sealed Case, 310 F.3d at 723.

55 Id. at 744.

56 Id. at 744-45.

57 18 U.S.C. §2518(1)(c).
58 50 U.S.C. §1801(e).

59 18 U.S.C. §2518(1)(d).
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60 50 U.S.C. §1803(b).

61 Inre Sealed Case, 310 F.3d at 721.
62 50 U.S.C. §1803(b).

63 Jd. §1805(a)(1).

64 Id. §1805(c).

65 See United States v. Hammoud, 381 F.3d 316, 322 (4" Cir. 2004).

66 S. Rep. No. 701, at 53.

67 In re Sealed Case, 317 F.3d at 738; United States v. Ning Wen, 477 F.3d 896, 898 (7" Cir. 2007).

68 50 U.S.C. §1805(a)(3) and 1804(h).

9 HARIMRERA FATE - WZRN -
7050 U.S.C. §1804(b) and (c).

7150 U.S.C. §1805(c)(1).

72 18 U.S.C. §2518(4).
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73 S. Rep. No. 701, at 55.
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80 S. Rep. No. 701, at 56.
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81 Helene E. Schwartz, Oversight of Minimization Compliance under the Foreign Intelligence Surveillance Act: How the Watchdogs are
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82 S. Rep. No. 701, at 47.
83 50 U.S.C §1802(a)(1).
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94 Hammoud, 381 F.3d at 334.

9% Id.

9%  United States v. Brown, 908 F.2d 968 (4" Cir. 1990).
97  In re Sealed Case, 310 F.3d at 741.
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BT~ A R ARA A+ = B e See id. §1801(h).

98 United States v. Isa, 923 F.2d 1300, 1304-05 (8" Cir. 1991); United States v. Sarkissian, 841 F.2d 959, 964 (9" Cir. 1988).

99 Sarkissian, 841 F.2d at 965.

10050 U.S.C. §1806(b).

101 1d. §1806(c) and (d).

102 Id. §1806(e).

103 Jsa, 923 F.2d at 1306.

104 United States v. Ott, 827 F.2d 473, 476 (9" Cir. 1987).
105 Jsa, 923 F.2d at 1306.

106 S. Rep. No. 701, at 57.
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10750 U.S.C. §1806(f).

108 S, Rep. No. 701, at 58.

109 Id.

1o 50 U.S.C. §1806(i).
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WA E R AR M AGE S Fil o See id. §1808(a)(1).

H2 Jd. §1808(a)(2).

13 Curtis A. Bradley et al., February 2, 2006 Letter from Scholars and Former Government Officials to Congressional Leadership in
Response to Justice Department Whitepaper of January 19, 2006, 81 IND. L.J. 1415, 1423 (2006); Juan P. Valdivieso, Recent
Developments: Protect America Act of 2007, 45 HARV. J. ON LEGIS. 581, 589 (2008).

114 See e.g., United States v. Pelton, 835 F.2d 1067. 1075 (4" Cir. 1987).

115 Authorization for Use of Military Force, Pub. L. No. 107-40, 115 Stat. 224 (2001).

116 See generally DAVID COLE, JUSTICE AT WAR 131-45 (2008); Robert Bloom & William J. Dunn, The Constitutional Infirmity of
Warrantless NSA Surveillance: The Abuse of Presidential Power and the Injury of the Fourth Amendment, 15 WM & MARY BILL
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See Dan Eggen, Bush Authorized Domestic Spying, Wash. Post, Dec. 16, 2005, at Al; James Risen & Eric Lichtblau, Bush Lets U.
S. Spy on Callers Without Courts, N.Y. Times, Dec. 16, 2005, at Al.

Risen & Lichtblau, id.; Letter from William E. Moschella, U.S. Assistant Att'y Gen., to Pat Roberts, Chairman, Senate Select Comm.
on Intelligence, et. al. 1 (Dec. 22, 2005), available at http://www.usdoj.gov/ag/readingroom/surveillance6.pdf.

Authorization for Use of Military Force, Pub. L. No. 107-40, 115 Stat. 224 (2001).

See, e.g., Adam Burton, Fixing FISA for Long War: Regulating Warrantless Surveillance in the Age of Terrorism, 4 PIERCE L.
REV. 381 (2006).

See Memorandum from Elizabeth B. Bazan & Jennifer K. Elsea, Legislative Attorneys, Cong. Research Serv., Presidential Authority
to Conduct Warrantless Electronic Surveillance to Gather Foreign Intelligence Information 27 (Jan. 5, 2006).

William C. Banks, The Death of FISA, 91 MINN. L. REv. 1209, 1232 (2007); 18 U.S.C. §2511(2)(f).

COLE, supra note 116, at 19.

Memorandum from the U.S. Department of Justice, "Legal Authorities Supporting the Activities of the National Security Agency De-
scribed by the President," 20-21 (Jan. 19, 2006); Press Briefing, Attorney General Alberto Gonzales and General Michael Hayden,
Principal Deputy Director for National Intelligence, the White House (Dec. 19, 2005) available at http://www.globalsecurity.org/in-
tell/library/news/2005/intell-051219-dni01.htm.

Press Briefing, Attorney General Alberto Gonzales and General Michael Hayden, Principal Deputy Director for National Intelligence,
the White House (Dec. 19, 2005) available at http://www.globalsecurity.org/intell/library/news/2005/intell-051219-dni01.htm.
ACLU v. NSA, 438 F. Supp. 2d 754 (E.D. Mich. 2006).

Id. at 733-78. 4 2007 4F » & — 8] ok & B R 5 5 IR IK B A R B AL T A dn - ACLU v. NSA, 493 F.3d 644 (6"
Cir. 2007).

NSA, 438 F. Supp. 2d at 779.

Id. at 781.
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130 James Risen, Bush Signs Law to Widen Reach for Wiretapping, N.Y. Times, Aug. 6, 2007, at A1, available at http://www.nytimes.
com/2007/08/06/washington/06nsa.html? scp=1&sq=Bush % 20Signs % 20Law % 20to % 20Widen % 20Reach % 20for % 20Wiretap-
ping&st=cse. See Letter from Alberto Gonzales, Attorney General of the United States, to Patrick Leahy, Chairman and Arlen Spec-
ter, Ranking Member, Committee on the Judiciary, United States Senate (Jan. 17, 27), available at http://fas.org/irp///agency/doj/

fisa/ag011707.pdf.

131 In re National Sec. Agency Telecommunications Records Litigation, --

F.Supp.2d --, 2010 WL 1244340 (N.D.Cal., 2010)

132 Fed. R. Crim. P. 41(b); See also In re Terrorist Bombing of U.S. Embassies in E. Afr., 552 F3d 157 (2d Cir. 2008).

133 United States v. Verdugo-Urquidez, 494 U.S. 259 (1990).
134 Jd. at 283 n.7 (Brennan, J., dissenting) (1990).

135 Protect America Act of 2007, Pub. L. No. 110-55, 121 Stat. 552.

136 Protect America Act of 2007, Pub. L. No. 110-55, §6(c), 121 Stat. 552, 557.
137 The FISA Amendment Act of 2008, Pub. L. No. 110-261, 122 Stat. 2463 (2008).15 — 8% 4 5 — 8 E Zh sk 2 A 18 T 1@
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138 The FISA Amendment Act of 2008, Pub. L. No. 110-261, §403, 122 Stat. 2463 (2008).

139 See 50 U.S.C. §§1881a(i), 1881b, and 188Ic.
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142 Id. §1881b(c)(1)(B).

143 Jd. §1881b(c)(1)(C).

144 Id. §1881a(a), (i)(3).

145 Id. §1881a(i)(2)(B).
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