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Lossless Image Steganography Based on Histogram Shifting of
Prediction Errors

Chiang-Lung Liu" and Chien-Chung Lee

Department of Electrical and Electronic Engineering, Chung Cheng Institute of Technology,
National Defense University

ABSTRACT

Lossless image steganography embeds secret data into a digital image and completely restore the
original image after removing the hidden data. It is suitable for applications of secure communication
and image authentication. In this paper, we propose a novel histogram-based steganographic method
which uses prediction errors to create large amount of peak values so that the lower-capacity shortage of
histogram-based methods can be improved. Experimental results indicate that the proposed method
outperforms the prior works not only in terms of large payload, but also in terms of stego-image quality.
Therefore, the proposed method is very suitable for military-image steganographic applications.
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