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(Ninth Annual International Conference on Privacy, Security and Trust)

LR AIEE S AR § B EE A RN A wim&ﬁ’b% LR T R
%’¢ﬁ'f%$@#& ol R T B R AT AR Ak ©

K- B =~ PR E (Binary Server)® T 4% 7 7 & i 75 (Bot Code)dt {7 > Fla = & %R
fe el ? eh— B ¥ FFE ¥ AFE b € 33C&C Serverit il X g 4 en

' J. Leonard, S. Xu, and R. Sandhu, “A Framework for Understanding Botnets,” In Proceedings of the International
Workshop on Advances in Information Security, Fukuoka Institute of Technology, 2009.

2 S.S. Silva, R. M. Silva, R. C. Pinto, R. M. Salles, “Botnets: A survey,” In Computer Networks, vol. 57, no.2, 2013, pp.
378-403.
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M. Stevanovic, and J. M. Pedersen, ”An efficient flow-based botnet detection using supervised machine learning,” In
Computing, Networking and Communications (ICNC), 2012 International Conference on, Feb 2014, pp.797-801.

*S. C. Guntuku, P. Narang, and C. Hota, ”Real-time Peer-to-Peer Botnet Detection Framework based on Bayesian
Regularized Neural Network,” In CoRR, 2013, arXiv:1307.7464v1.

> M. Stevanovic and J. M. Pedersen, “Machine learning for identifying botnet network traffic,” Aalborg University,
Technical Report, 2013.

® X. Hu, M. Knysz, and K.G. Shin, “Measurement and Analysis of Global IP-Usage Patterns of Fast-Flux Botnets,” In
Proceedings of the 30th Annual IEEE International Conference on Computer Communications (INFOCOM), 2011.

T L. Bilge, D. Balzarotti, W. K. Robertson, E. Kirda, and C. Kruegel, ”Disclosure: detecting botnet command and
control servers through large-scale netflow analysis,” In ACSAC, 2012.

8 P. Phaal, ”sFlow Specification Version 5,” July 2004.

% S. Saad, 1. Traore, A. Ghorbani, B. Sayed, D. Zhao, W. Lu, J. Felix, and P. Hakimian, "Detecting P2P botnets through
network behavior analysis and machine learning,” In Proceedings of 9th annual conference on privacy, security and
trust (PST’11), 2011.

' M. Stevanovic, and J. M. Pedersen, ”An efficient flow-based botnet detection using supervised machine learning,” In
Computing, Networking and Communications (ICNC), 2012 International Conference on, Feb 2014, pp.797-801.
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12 D. Kreutz, F. M. V. Ramos, and P. Verissimo, “Towards Secure and Dependable Software-Defined Networks,” In
Proceedings of the second ACM SIGCOMM workshop on Hot Topics in Software Defined Networking(HotSDN), 2013.
3 N. McKeown, et al. “OpenFlow: Enabling Innovation in Campus Networks,” In SIGCOMM Computer
Communications Review, vol. 38, no.2, 2008.
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4 P, Narang, J. Reddy, and C. Hota, "Feature Selection for Detection of Peer-to-Peer Botnet Traffic,” In Proceedings of
the 6th ACM India Computing Convention, 2013.

'> P, Narang, S. Ray, C. Hota, and V. Venkatakirshnan, “PeerShark: Detecting Peer-to-Peer Botnets by Tracking
Conversations,” In EURASIP Journal on Information Security, oct, 2014.
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